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1. GENERAL GUIDELINES 

1.1. GENERAL INFORMATION 

This Design Guide provides a summary of the design standards, overall project submission and 
approval process that all parties/projects must follow for any proposed expansion, modification, 
replacement, or connection to American Water (AW) owned utilities, unless otherwise directed 
by the AW Project Manager. The standard is intended primarily for use by internal and external 
engineering resources responsible for the project to develop project-specific design, plans and 
specification that conform to these standards.  This design guide is a supplement to applicable 
requirements of the local, State, and Federal Agencies having jurisdiction. 

All new construction projects must adhere to the full requirements as set forth in AW’s Standard 
Specifications for Construction of Water and Wastewater Facilities. If the project does not meet 
AW’s requirements, acceptance of the constructed facilities may not be agreed to by AW. It’s 
recognized that it is not possible to address all situations that may arise and prescribe standards 
to every situation. However, it is expected that this guidance document will apply to majority of 
cases and shall be complied with, unless specifically exempted by AW. 

 The project must integrate into AW’s overall system operation and design. AW reserves the right 
to specify the point of service, the size of service, the type of service, and the layout of the overall 
system. AW may impose other requirements based on its review of the project, and overall long 
term planning and construction of its utilities, or as required under its Contract. AW will rely upon 
governing regulations, project design standards, and industry standards, as well as AW’s expertise 
in owning and operating utility systems to determine system layouts.  Where conflicts exist, AW 
will determine the solution.   

It is incumbent upon system designers and construction contractors to engage AW in the initial 
stages of a project to discuss project criteria, and work out a solution acceptable to all parties. AW 
must be involved in the conceptual level, design, coordination, planning, and key project phases 
of utility improvements because these changes can have larger implications to the overall 
performance of the system.   

Before construction, the Contractor shall schedule a meeting with the AW Project Manager to 
discuss coordination efforts that shall be required between the Contractor and AW and/or any of 
AW’s engineering consultants over the course of construction. 

Some elements of a project may be proprietary in development, and in maintaining functionality 
of existing systems. AW reserves the right to direct design and construction of operational related 
devices or systems, not limited to facilities such as: 

a. SCADA system  
b. Meters  
c. Water pump stations  
d. Sewage lift stations 
e. Water meters/vaults 
f. Backflow preventers 
g. Water tanks 

h. Septic systems 
i. Oil-Water separators  
j. Grease traps 
k. Wells 
l. Chemical feed systems 
m. Siphons 
n. Holding tanks 
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o. Valve vaults 
p. Connection to existing system 

q. Water quality 
monitoring/analyzing. 

1.2. SHOP DRAWINGS AND REQUIRED SUBMITTALS 

Shop drawings/submittals for all water and wastewater construction items shall be submitted to 
AW for review and approval prior to construction.  Shop drawings shall be provided for, but not 
limited to, all mechanical equipment, pipes and piping appurtenances, valves, fire hydrants, and 
pumps.   

For certain projects, AW will require the following submittals in addition to the project plans:  
For any lift station or booster station, hydraulic calculations, signed and sealed by a Professional 
Engineer registered in the State the station is to be constructed, shall be provided.  The 
calculations shall include but not limited to, system demand and fire flow requirements, 
hydraulic analysis of the lift station (or booster station) and force main, pump information 
including the operating point and pump curves, buoyancy calculations, including a transient 
analysis for water hammer and electrical power requirements for all lift station electrical 
equipment.  

Progress plans and any calculations or technical reports required at intervals normally submitted 
in the project (30%, 60%, 90% complete) shall be provided to AW for review. Two sets of design 
plans and other required documentation shall be submitted to the AW Project Manager in hard 
copy or PDF electronic format.  The turnaround time for a review memo from AW is typically 14 
business days. 

As a minimum plan requirement, the following shall be included in the design drawings: 

1. Existing conditions showing AW owned utilities based on field survey or information 
provided from AW mapping. 

2. All existing and proposed materials shown and clearly labeled: pipe, valves, fire hydrants, 
water meters, fittings, manholes, services, length, material, slopes, invert elevations, etc.; 
with associated elevations, sizes, types, composition, and appurtenances; and 
approximate topographical location of existing utilities. 

3. POD where ownership/operation responsibility changes between AW and the 
Government. 

4. Plan and profile sheets shall include all design information including pipe size, length, 
material, slope, invert elevations, etc., show existing and proposed grades, the location of 
all proposed utility, and all utility crossings. 

5. Detailed architectural, mechanical and electrical plans for any proposed structures, lift 
stations, or booster stations. 

6. Site plan for any proposed water and sewer facility. 

7. Water and sewer construction details, both AW required and that unique to the project. 

8. Include all applicable State and local requirements for construction and development. 

9. Maintenance and protection of traffic plans shall be prepared where the proposed work 
will be within a roadway or other areas where the normal flow of traffic will be impacted. 
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The requirements of the traffic control plan shall be coordinated with the base DPW 
during the design phase. 

The following standard water and wastewater construction notes shall be included on all plans 
submitted to AW for approval: 

• All materials, workmanship, and testing shall conform to AW’s Standard Specifications for 
Construction of Water and Wastewater Facilities. 

• Contractor to coordinate all shut downs and utility connections with AW. Contractor is 
advised that AW has Contract limitations on providing notice to affected customers and 
Contractor shall coordinate and follow these limitations for service interruption. 

• Contractor shall provide minimum 3 working days’ notice to the AW Project Manager prior 
to any water or wastewater facility construction starting or any inspections needed. 

1.3. GUIDELINES FOR VARIANCES 

The Capital Project Manager, or his designated representative, may permit variances to 
American Water’s standard specifications and standard details when strict adherence would less 
adequately provide for the maintenance, efficiency, and effectiveness of AW’s water and sanitary 
sewer systems.  Deviations in design approach must be identified in the consultant’s proposal to 
be considered by American Water. 

Variances may be allowed when: 

1. A substitution for a change in standard material results in the use of a material that can be 
demonstrated to be equal or superior in quality; 

2. A strict adherence to a standard specifications or standard detail would be impractical or 
impossible because of field conditions such as existing utilities; 

3. An emergency situation prohibits strict adherence to a standard specifications or standard 
detail. 

Variance, when granted, is for one application for a specific project. If a similar variance is needed 
for another project within the same base, a new variance shall be obtained. 

1.4. PERMITS 

The Contractor or the engineering consultant is responsible for identifying all permits and 
preparing applications as required for the project. Construction cannot start unless all required 
permits have been received by AW. Any special conditions are attached to the permit will be the 
responsibility of the Contractor to ensure compliance, including any close-out provisions. 

For projects that require a permit from a local, State or Federal permitting agency, AW shall be 
the Permittee on the application, unless it has to be the land owners or others per regulations. 
The Contractor shall complete and submit the Request For Signature Transmittal Form along 
with the 100% final construction plans to AW for approval. Refer Appendix A for a copy of the 
Request For Signature Transmittal Form. After AW approves the designs, the project designer 
shall provide to AW two (2) sets of the 100% final construction plans; including one (1) hardcopy 
drawing and one (1) digital vectorized drawing on compact disk; 100% final construction plans 
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shall be labeled “For Construction” and signed and sealed by the Design Engineer.  AW shall 
review the 100% final construction plans and return the hardcopy set to the project designer 
signed when approved by AW.  

 The Contractor or the engineering consultant shall submit required number of copies of the AW 
approved plans, specifications, design or engineering reports, and permit application to the State 
reviewing agency on behalf of AW.  The Contractor shall duplicate as required, the State approved 
set and return the originally approved State set to AW for their records. Only State approved and 
permitted sets shall be used for construction. Signed permit applications will be returned to the 
Contractor for their submission to the State.  AW shall not be responsible for the submission of 
any permit applications, plans and specifications to State agencies. 

1.5. NEW UTILITY INFRASTRUCTURE CONNECTION OPTIONS AND PROCESSES 

If a new connection to the AW utility system is needed, there are several contracting processes 
that can be used to accomplish this:   

1. The military installation can submit a description of work, a government cost estimate, and 
funding directly to DLA Energy so the new utility infrastructure connection can be executed 
through the Utilities Privatization (UP) contract.  The Contracting Officer (KO)/Contract 
Specialist (CS) will request a proposal from the American Water, and after evaluating the 
proposal, the KO will incorporate the new requirements into the UP contract, via a contract 
modification.  AW will install and connect the new utility infrastructure to its utility system. In 
this case, AW will own the new utility infrastructure after completing the installation.           

2. The prime construction contractor enters into a contract with AW, for AW to install and 
connect the new utility infrastructure from the new facility’s point of demarcation to AW’s utility 
system.  In this scenario, the prime construction contractor will pay AW directly.  A Connection 
Charge Agreement (CCA) will need to be signed between the prime construction contractor and 
AW.  AW will own the new utility infrastructure after completing the installation.   

3. The prime construction contractor installs the new utility infrastructure and AW only 
inspects or completes a final connection of the new utility infrastructure to its utility system.  The 
prime construction contractor needs to enter into a CCA with AW for the inspection and final 
connection (tie-in) of the new utility infrastructure to AW’s utility system.  AW shall be integrated 
from the design phase of the construction.  AW shall be given the opportunity to inspect the new 
infrastructure before connecting it to its utility system.  This is very important because AW must 
make sure that the new utility infrastructure meets its standards.  Under this scenario, the 
Government will accept ownership of the new utility infrastructure most likely by completing a 
Form DD 1354.  After AW connects the new utility infrastructure to its system, the Government 
Program Manager will commence the conveyance process which shall be completed via Bill of 
Sale (BoS).             

In all scenarios, the installation of water and wastewater assets pursuant to a connection charge, 
falls within the utility services provisions of Federal Acquisition Regulation (FAR) Part 41 and 
thus, is not a construction sub-contract.  Therefore, the terms and conditions of the Utilities 
Privatization Contract shall govern the relationship between AW and the prime construction 
contractor. 
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1.6. POINTS OF DEMARCATION 

AW’s Utility Privatization Contract includes defined Points of Demarcation (PODs) where 
ownership changes from AW to the Federal Government.  Each AW Contract has different PODs 
that may change over time.  The ability to create a new POD is subject to approval by AW and its 
contracting officer.  Generally, creation of unique PODs outside the Contract is not pursued. 

PODs must be considered when planning the project, as any unique elements relative to the 
project must be discussed with AW.  For example, if a fire pump is needed, but fire pumps are 
excluded from AW’s Contract, the fire pump must be located beyond the Contract POD, or if not 
possible, a unique POD would have to be approved through a Contract modification to AW’s 
Contract.  These instances require that a detailed description of asset responsibility is set forth 
in writing and agreed upon between all parties involved. 

1.7. EXCLUDED FACILITIES 

AW’s Utility Privatization Contract excludes certain facilities from its responsibilities. Any 
project proposing to incorporate an excluded facility must place the excluded facility beyond 
AW’s POD. Any approvals required for design would be by others.   

AW retains the right to require conditions on the non-AW owned asset if it may have an impact 
on AW’s utilities.  For example, a septic system, oil-water separator or grease trap may impact 
water quality, or a fire pump may cause too great a demand on existing infrastructure and a 
dedicated fire tank may need to be constructed.   

Governing regulations such as the State Department of EPA, project design standards, and 
industry standards must be incorporated such that AW utilities and the responsibility of 
permitted infrastructure are not jeopardized by the new facility. Facilities including but not 
limited to, oil wells, fuel storage facilities, geothermal systems, glycol based systems, storm 
drains, industrial systems, etc., may not be placed in such proximity to AW utilities to create 
undue burden and/or non-compliance. 

1.8. HYDRAULIC MODEL 

AW will determine if the hydraulic model analyses of its utility system are required for planning 
or design decisions related to the new project.  AW will perform the modeling analysis, and the 
cost may be borne by the project, AW, or the Government as determined by AW and its CO. 

If a hydraulic model of the utility system does not exist or is under development, the project 
designers may be required to perform field tests such as metering, fire hydrant flow tests, 
pressure recordings, manhole surveys, etc., as determined necessary by AW  for planning and 
design decisions. 

1.9. AS-BUILT DRAWINGS  

AW requires as-built drawings upon completion of all utility system improvement projects. The 
content and formats of the as-built drawings shall be furnished in accordance with AW 
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Specification. Dependent on the scope of the project, the Contractor shall be required to furnish 
as-builts in one of the three possible formats per AW: 

1. Red-line markups – Required on smaller projects where all project information can fit on 
one drawing (i.e., service connection to a building) 

2. Construction Drawing Set – Required for most non-phased construction projects (i.e., 
utility line construction typically less than 5,000 LF). 

3. GIS Mapping Format As-Builts – Required for multi-phased projects constructed over 
large areas of the military installation over several months or years.  These projects require 
coordination between AW and the Contractor to deliver accurate as-builts that adhere to 
the military requirements and meet AW quality standards.  

The required format for each project shall be detailed in the project’s Request for Proposal and 
shall be made known to the Contractor prior to the award of a Contract. Retainage and final 
project invoices shall be withheld until all related as-builts have been received and approved by 
AW.   

1.10. CONSTRUCTION INSPECTION 

At a minimum, utility line installation and connections to the existing utility systems shall be 
inspected prior to backfill.  Contractors shall provide AW and AW’S COR notice of an inspection 
3 days in advance to arrange required inspections. 

Depending on availability, AW Project Inspectors may be hired to conduct these inspections. The 
associated costs shall be borne by the project.  Coordinate these inspections with AW Project 
Manager.  

More intensive inspections may be required by AW after review of the project details and 
complexity (lift stations, structures, congested utility corridors, etc.) or if required by State 
agencies.  The designers shall include inspection requirements on the construction drawings 
and/or project specifications. 

Where applicable, the Contractor shall maintain survey instruments on the project site to allow 
field verification of slab elevations, floor elevations, and other measurements, when requested 
by inspection personnel. 

The Contractor is required to have a copy of all applicable AW specifications, AW Design Guide, 
AW Details, project shop drawings, and signed and sealed construction plans on the site at all 
times. The Contractor is also required to have a copy of all permits on the project site at all times. 
Permits to include: Dig permits, Traffic Control permits, Hot Works permit, SWPPP, Confined 
Space Entry permits, State Construction permit, etc. 

1.11. PAINTING OF ABOVEGROUND PIPING AND EQUIPMENT 

In a number of applications, AW will require construction of non-buried facilities such as booster 
stations, valve vaults etc.  These non-buried facilities are required to be painted in order to 
provide additional protection from the atmospheric elements.  Color scheme shall adhere to 
industry standard, and Ten-State Standards.  Contractors shall follow the guidance below on AW 
owned non-buried piping and equipment: 
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Repairing factory finished surfaces - Factory finished surfaces damaged prior to acceptance by 
AW shall be spot primed and recoated with materials equivalent and compatible with the original 
coatings. If in the opinion of AW, the spot repair of the damaged area is not satisfactory, the 
entire surface or item shall be recoated. 

Equipment or materials not painted and/or not primed - Contractor shall have these items 
painted with a prime coat and a minimum of two finish coats. The paint system shall be suitable 
for the environment in which the equipment or materials are installed, and recommended by the 
paint manufacturer as acceptable or suitable for that environment or particular use. 

Aluminum and dissimilar metals contact surface isolation - When aluminum is embedded in or 
comes in contact with concrete and/or masonry, the aluminum shall be coated with two coats of 
coal-tar paint (Tnemec Series 46H-413 or equal) with 20 mils dry film thickness (DFT).  
Aluminum shall be neatly painted a minimum of 1-inch above the concrete/masonry 
embedment. 

1.12. REDUCTION OF LEAD IN DRINKING WATER ACT COMPLIANCE 

The Reduction of Lead in Drinking Water Act was enacted on January 4, 2011.  The Act was an 
amendment of Section 1417 of the Safe Drinking Water Act regarding the use of lead pipes, 
plumbing fittings or fixtures, solder, and flux.  As of January 4, 2014, the 2011 amendments are 
in effect and all pipe, fittings, fixtures, solders, and flux must be “lead free”.  The definition of 
“lead free” as of January 4, 2014 means: 

1. Not containing more than 0.2% lead when used with respect to solder and flux; and 
2. Not more than a weighted average of 0.25% lead when used with respect to the wetted surface 

of pipes, pipe fittings, plumbing fittings, and fixtures. 
3. Any pipe, fitting, or fixture i.e., corporation stops, curb stops, gate valves less than  2 inches 

diameter, backflow prevention devices, water meters, hose bibs, etc., installed or requiring 
replacement within an MSG project as of January 4, 2014 must be “lead free”, in accordance 
with the Section 1417 amendment referenced above. 

It should also be noted that State and local jurisdictions may have additional limitations or 
requirements regarding the use or sale and distribution of pipes, pipe or plumbing fixtures, or 
fixtures that contain lead.  These more stringent State or local requirements would take 
precedence. 

1.13. SAFETY 

Safety is an integral part of AW facilities operations and capital improvements from the 
commencement of design through construction. Designers of new facilities for AW should 
provide the best practice designs that make these facilities accessible, safe, and efficient to 
operate. In addition, any company providing construction for major maintenance activities on 
AW military installations must become a member of ISN, a contractor and supplier information 
management company, and   obtain “A” or “B” grade status prior to any work being awarded. 
Our scorecard criteria in ISNetworld is aligned with our contractor management goals and helps 
identify contractor companies that meet and exceed industry, regulatory, and AW-specific 
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standards in the areas of health, safety, quality, insurance, training, cybersecurity, social and 
environment. 

FALL PROTECTION 

a) Fall hazards along unprotected sides or edges that are at least 4 feet above a lower-level 
need fall protection. 

b) All new fixed ladders and replacement ladder/ladder sections that are permanently 
attached to a structure, building, or equipment, excluding step bolts, or manhole steps, 
need to have ladder safety or personal fall arrest systems for fixed ladders that extend more 
than 24 feet., and phases the use of cages or wells for fall protection. 

c) For existing ladders, install a cage, well, ladder safety system, or personal fall arrest system 
on fixed ladders that do not have any fall protection. 

d) All access openings with a drop of 4 ft or more shall have a safety grating to prevent 
personnel from falling into the vault. This fall protection system shall be easily removed for 
servicing and entry and removal shall offer no additional hazard to the workers. 

1.14. CONFINED SPACE 

During the design stage, efforts should be made to limit the number of confined spaces present 
on a site; minimize the number of systems that will require confined space entries and reduce 
the risks, and of any confined spaces as much as possible.  

Engineering practices that will minimize the hazards associated with Confined Spaces include: 
e) Surface mounted isolation valves will be used wherever possible to ensure that an 

underground space with piping can be isolated in the event of a pipe break without entering 
a confined space.  

f) Only those utilities and controls needed for operations in a sub-grade structure will be in that 
structure. Controls or utility runs will not be installed in such a sub-grade structure. 

g) All access openings with a drop of 4 ft or more shall have a safety grating to prevent personal 
from falling into the vault. This fall protection system shall be easily removed for servicing 
and entry and removal shall offer no additional hazard to the workers. 

h) All appliances installed in any confined space that may become flooded (even if it is not 
specifically designed as a wetwell) will be specified to withstand full immersion for extended 
periods. 

i) Any confined space that will require entry will be designed such that if a tripod and harness 
is to be used there is adequate space for use of the hoist and that there is a “straight line pull” 
for the hoist to remove an entrant if needed. 

j) All confined spaces will be identified and properly labeled as either a “Confined Space” or a 
“Permit Required Confined Space” during design and construction. Before the facility 
becomes operational an inventory of all these spaces will be completed using input from 
design, construction, operations and safety personnel. All spaces will have the correct signage 
installed prior to the plant becoming operational. 

All personnel involved in or having responsibility for design of confined spaces must be 
thoroughly familiar with permit entry and rescue procedures. Regulations governing entry into 
confined spaces are specified by OSHA 29CFR, 1910.146.  
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1.15. FENCING AND SECURITY 

Unless noted, any existing fences shall be replaced in-kind; and constructed to equal or better 
condition to that removed.  If the fences are in poor condition that it cannot be rebuilt with the 
same material, it shall be replaced with new fence.  No fence shall be placed over manholes, valve 
boxes or other structures. Fence design shall be considered to fit the surrounding land uses when 
directed by AW Project Manager and per the base Installation Design Guide. 

If assets such as hydrants, PIVs or other above grade assets are determined by AW to be at high-
risk areas, they must be protected with bollards. Bollards shall be located so that they do not 
block any hydrant outlets. 

1.16. FACILITY ACCESS 

Water and wastewater facilities shall be designed so that access is readily available 24/7 to AW 
personnel for maintenance or during emergency events.  

Facilities including, but not limited to, lift stations and related ancillary equipment such as stand-
by generators, control panels, motor control cabinets, power disconnects, etc. shall not be located 
within areas or buildings that would require other entities to provide access. 

Building permanent structures above any AW asset or within  10 ft horizontal clearance is 
prohibited. 

1.17. SITE LIGHTING  

Sufficient permanent area lighting shall be provided at all AW facilities to allow AW personnel 
to safely perform work activities during an after-hours response. The lighting provided shall 
enable identification of all critical facility components and work at night, specifically near the 
building entrance, control panel, wetwell, valve vault, and generator. 

a) Yard light shall be 72W LED or Halogen floodlight, or 100W High Pressure Sodium 
light; with photo cell or as specified by AW Project Manager.   

b) Where there is no building, a lamp shall be mounted on a pole at least 15 ft high with 
an independent pole mounted switch. The pole and the mounting method shall be in 
accordance with the lamp manufacturer’s recommendation.  

c) Lighting switch wiring and switch enclosure shall be weather proof and shall meet the 
minimum NEC requirements.  

1.18. STANDBY POWER 

Standby power can include permanent generators, portable generators, or secondary electrical 
feeds from an independent power grid.  

1. For permanent generators, a diesel or natural gas-powered generator shall be provided 
with an automatic transfer switch.  

2. Determining the engine generator’s size depends upon the requirements of starting and 
operating the pumps at average load and all ancillary equipment in the sewage pump 
station that needs to operate during a power outage.  
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3. Permanent engine generators shall be located inside a building or other weather-tight 
enclosure. Block heaters are required to ensure reliable startup in cold weather. 

4. Permanent generators shall be installed on permanent access reinforced concrete 
platform with 4000 psi concrete strength. Concrete pad must extend 1’ beyond the plan 
dimension of the generator enclosure. 

5. Standby generator control and access panels shall be readily accessible from the ground 
surface. For large standby generators where the height of the sub base fuel tank or skid 
base place these panels out of reach, a permanent access platform with handrails shall 
be constructed around the generator.  

1.19. ENVIRONMENTAL COMPLIANCE 

As each AW military installation has its own unique environmental requirements, the base DPW 
must be contacted prior to the commencement of the design process to determine what 
environmental considerations and/or requirements are applicable for a proposed project.   

1.20. RECLAIMED WATER DISTRIBUTION SYSTEM 

All reclaimed water distribution systems (or untreated irrigation water, or raw water or non-
potable) shall be designed and constructed such that the reclaimed water does not come into 
contact with or otherwise contaminate a potable water system.  

In-ground reclaimed water lines shall be installed and maintained to achieve minimum 
separation distance, measured edge-to-edge, and configurations as follows: 

a. No reclaimed water line shall pass within 50 ft of a potable water supply well, spring or intake, 
or as stipulated by the State or local regulations. 

b. Reclaimed water line shall be separated horizontally by at least 10 ft from a potable water 
main. When the required clearance cannot be maintained, the reclaimed water line may be 
laid closer provided that the potable water main is in a separate trench or in undisturbed 
earth, and the bottom of the potable water main is at least 18 inches above the top of the 
reclaimed water line.  

c. Reclaimed water line shall be separated horizontally by at least 2 ft from a sewer line. When 
the required clearance cannot be maintained, the reclaimed water line may be laid closer 
provided that the sewer line is in a separate trench or in undisturbed earth, and the bottom 
of the reclaimed water line is at least 12 inches above the top of the sewer line.  

d. When the vertical separation cannot be obtained, the reclaimed water line shall be 
constructed of water pipe material and pressure tested in place without leakage prior to 
backfilling; or the sewer line shall be encased in concrete 10 ft on each side of the reclaimed 
water main. 

e. Reclaimed water line shall cross under a potable water main such that the top of the 
reclaimed water line is at least 18 inches below the bottom of the water main. 

f. Where reclaimed water line crosses over a potable water main, the reclaimed water line shall: 
Have at least 18 inches of separation between the bottom of the reclaimed water line and the 
top of the potable water main; be constructed of approved water pipe and pressure tested in 
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place without leakage prior to backfilling; have adequate structural support to prevent 
damage to the potable water main; have joints placed equidistant and as far as possible from 
the potable water main joints; and be encased in concrete 10 ft on either sides of the potable 
water main. 

g. Sewer line shall cross under reclaimed water pipeline such that the top of the sewer line is at 
least 12 inches below the bottom of the reclaimed water line. When the required clearance 
cannot be maintained, the sewer line shall be encased in concrete 10 ft on each side of the 
reclaimed water line.   

h. Where sewer line crosses over line that conveys reclaimed water, the sewer line shall: Have 
at least 12 inches separation between the bottom of the sewer line and the top of the reclaimed 
water line; have adequate structural support to prevent damage to the reclaimed water line; 
have joints placed equidistant and as far as possible from the reclaimed water line joints; be 
encased 10 ft on either sides of reclaimed water line from the crossing location. 

i. No reclaimed water pipeline shall pass through or come into contact with any part of a sewer 
manhole and shall be separated horizontally by at least 2 ft whenever possible. The distance 
shall be measured from the edge of the pipe to the edge of the manhole structure. When local 
conditions prohibit this horizontal separation, the manhole shall be of watertight 
construction and tested in place. 

1.21. LIQUID CHEMICAL SYSTEM 

The chemical feed system shall be designed such that it minimizes risks to consumers, workers, 
and the environment by following standardized, proven method of storing, feeding, and 
containing liquid chemicals. The design and procedures shall comply with all applicable Federal, 
State, and local regulations governing chemical feed and storage requirements. The following 
guidelines provide the required features of liquid chemical systems. 

1. Materials of Construction: Materials used in chemical systems for tanks, piping/tubing, 
fittings, gaskets, hoses, protective coatings, in-situ instrumentation, etc. must be 
appropriately selected for each chemical.   

2. Safety Requirements: It is a high priority that all safety requirements be met.  

 Identification of chemicals and availability of MSDS. 

 Signage for hazardous chemicals shall be in accordance with NFPA 704.  

 Storage tanks and tank fill lines shall be identified with signage identifying the usable 
capacity and contents of the tank, chemical hazards, and recommended safety gear.  

 Piping shall be color coded according to State, local or Ten State Standards and identified 
with labels indicating the chemical with arrows pointing in the normal direction of flow.   

 Emergency showers and/or eyewashes with tepid water shall be provided for all liquid 
chemicals, and located adjacent to the chemical equipment. Exterior eyewash or shower 
shall be freeze-proof models. 

 Proper protective clothing such as aprons, gloves, and eye protection must be provided. 
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3. Bulk Storage Tanks: Bulk storage tanks shall be sized for 31 days of storage at a maximum 
dose and average treated water flow, or average dose and maximum treated water flow, 
whichever is larger.  

 Bulk storage tanks shall be constructed of high density cross linked polyethylene 
(HDXLPE) or be an appropriately lined steel tank, with appropriate bolt and gasket 
materials.  

 Storage tanks shall be equipped with a fill line, vent line, overflow, and discharge 
connection.  

 Low level and high level alarms shall be provided. 

 Tank overflow must be directed to secondary containment.   

 All chemicals with the potential for corrosive or injurious vapors or mists are to be 
vented to the exterior. The vent line shall not function as the overflow. 

4. Transfer Pumps: Redundant installed pumps are required for disinfectants and other 
chemicals, when specified.  Transfer pumps shall be sized to fill the day tank within two to 
five minutes. 

5. Day Tanks: Day tanks shall be smaller storage vessels than a bulk storage tank, which directly 
supplies metering pumps.   

 Day tanks are required when bulk storage is provided. Day tank sizing is to be based on 
125% (including freeboard) of the daily volumetric requirements of the maximum dose 
for the average daily treated water volume, or the average dose for the maximum treated 
water volume.   

 Day tanks are to be equipped with a vented fill line, vent line, overflow, drain, and 
discharge connection.   

 Day tanks may be constructed of chemically compatible material.   

 All chemicals with the potential for corrosive or injurious vapors or mists are to be 
vented to the exterior.   

 Tank overflow must be directed to secondary containment.  

 Continuous level and weight monitoring with alarms for high and low level in the day 
tank shall be provided.   

 The day tank fill line is to be piped and vented to prevent the possibility of gravity flow 
or siphonage from the bulk tank to the day tank.  

6. Metering Pumps: Redundant installed metering pumps are required for disinfectants and 
other chemicals, when specified.   

 A calibration cylinder is to be provided on the suction side of the metering pumps. 

 Metering pumps that have the ability to produce pressures higher than the piping 
system can withstand, such as motor driven positive displacement metering pumps, 
must have a pressure relief valve on the discharge of each pump head.   

 No valve may be located between the pump and the pressure relief valve. 
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7. Special Valves: Special valves shall be provided to prevent siphonage, maintain backpressure, 
and provide pressure relief.  A four function valve which provides anti-siphon, backpressure, 
priming, and pressure relief action may be used when available. It is imperative that the 
integrity of the valve seals be checked on a regular basis. 

8. Feeding Drums: In low capacity systems where both bulk tanks and day tanks are not used, 
the chemical may be fed directly from a non-refillable drum.  A weighing scale or reliable 
level monitoring device shall be used to monitor the quantity of material remaining in the 
drum. The system shall be equipped with a low weight alarm.   

9. Inventory Monitoring: A reliable and accurate means of monitoring inventory shall be 
provided for bulk tanks, day tanks, and drums.  A continuous level probe in tanks or a sight 
glass shall be used for this purpose. 

10. Secondary Containment: A structure designated to hold spillage or leakage shall be provided 
for all bulk tanks, day tanks, batch tanks, drums, metering pumps, and transfer pumps. 
Minimum secondary containment volume shall be determined based on 110 % of the largest 
storage tank capacity within the containment area.  Freeboard should be added to the 
calculated minimum containment volume.  

11. Leak Detection: Both manned and unmanned chemical feed systems shall be equipped with 
a sump equipped with a level switch to signal the occurrence of a leak.  Appropriate personnel 
shall be alerted of a leak as soon as possible.   

12. Continuous Analyzers: Chlorine residual analyzers shall be provided wherever chlorine or 
chlorination chemicals are added.  Continuous pH monitoring is necessary where caustic 
soda is fed for post-filtration pH adjustment. 

1.22. CONNECTION CHARGE AGGREMENT PROJECTS 

All costs associated with the provision of water and wastewater facilities executed through a CCA, 
or facilities constructed by AW that are not part of its current Contract shall be borne by those 
parties. 

Following are the general guidelines for acceptance of work by AW, but not limited to: 

1. All materials and construction must comply with State and local regulations, as well as 
AW Standard Specifications, Details, and this Design Guide. 

2. Prior to construction submit for approval all water and wastewater utility plans, 
alignment changes, request for information, and shop drawings for all materials used in 
the project. 

3. Coordinate all inspection of water and wastewater work with AW Project Manager or AW 
Inspector 72 hours in advance.   

4. No inspection will be scheduled outside of AW’s normal business hours between Monday 
and Friday 8 am to 4 pm. The contractor should plan to start all tests within a time frame 
to ensure the test is completed no later than 4 pm. Weekend work will not be permitted 
without the permission of AW Project Manager. Depending on availability, AW Project 
Inspectors may be hired to conduct these inspections. The associated costs shall be borne 
by the project.  Coordinate these inspections with AW Project Manager.  
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5. Retests or inspections will be scheduled no sooner than 48 hours after a failed or 
cancelled test or inspection, unless permitted by AW Project Manager. 

6. Mandatory inspections that require the presence of the AW Inspector or AW 
representative  are as follows: 

a. Daily installation of water and wastewater facilities. The Contractor is required to 
formally notify AW of any changes to the routine once construction commences. 

b. Onsite test of new water and wastewater facilities, including but not limited to 
hydrostatic testing, low pressure air test, vacuum test, mandrel test, leak test, and any 
other special testing that may be required. 

c. Pre-flushing and disinfection of waterlines per AWWA C651-05 including 
demonstration to the AW inspector of chlorine residual using one of the two 
acceptable methods: DPD Drop Dilution Method or High Range Chlorine Test Kit; 
and flushing and discharge of chlorinated water. 

d. Water and wastewater tie-ins. 

e. Sewer by-pass operation. 

7. If any of the required inspections were conducted in the absence of the AW project 
Manager or Inspector, the contractor will be required to remove and reinstall that portion 
of the project. 

8. Submit any outage requests three weeks in advance. 

9. Use of fire hydrants may be permitted upon completion of any required permit for its use. 

10. Only AW personnel may operate existing valves or hydrants in the existing system. 

11. Bacteriological sampling and testing is Contractors responsibility. 

12. Tie-ins to AW System shall be planned to minimize the duration of the outage. Contractor 
shall have all necessary materials and spare parts including disinfection materials and 
equipment ready prior to work. Contractor shall pre-assemble and pre-clean piping and 
fittings, pre-measure all pipe cuts, plan for contingencies like groundwater traffic, 
nighttime work, sufficient personal and equipment. 

13. For all water services (domestic and fire) a permanent double check valve preventer / 
backflow prevention device shall be installed prior to any use. This includes water service 
to commercial buildings, residential, trailers, or any other equipment. Contractor shall 
arrange inspection(s) for the installed device(s). Upon successful inspection AW 
personnel will turn on the water to the facility or equipment. 

14. Backflow prevention device shall, at a minimum, be 12 inches above ground, or as 
stipulated by the State and local regulations. 

15. AW will be responsible for SCADA programming the new unit into the master control 
RTU station. 
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1.23. SCADA RTUS 

All pumping stations and holding tanks shall include an RTU and associated instrumentation for 
monitoring the status of these systems as determined by AW. Programming the new unit into the 
master control station and all RTU equipment shall meet the requirements of AW’s existing 
SCADA system, or as directed by the AW Project Manager. 

The following table summarizes various site locations where SCADA may be used. AW may or 
may not require SCADA at these locations (or other unlisted locations). 

A. Water Distribution System 
SCADA monitoring at wells or booster pump stations shall include: 

• Flow metering 
• Suction Pressure 
• Discharge Pressure 
• Pump Status (Off/On) 
• Pump Run Times 
• VFD Speed 
• Well Start/Stop Points 
• Emergency Generator Status 

(On/Off) 
• ATS Status (On/Off) 
• Chemical Level Monitoring 

• Cl2 leak 
• Pump Failure 
• Power Failure 
• Phase Loss 
• Well Building Alarms -Intrusion 
• Water Level 
• Water Level Low Level Alarm 
• Altitude Valve – Percent Open 
• PRV Pressure (Inlet/Outlet) 
• Over-Flow Level 
• Effluent Chlorine Residual 

SCADA control at wells or booster pump stations shall include: 
Booster pump (On/Off) 
 

B. Water Storage Tanks or Reservoir 
SCADA monitoring at water storage tanks or reservoir shall include: 

• Flow Metering 
• Building Alarms - Intrusion 
• Water Level 

• Water Level Low Level Alarm 
• Over-flow level 

SCADA control at water storage tanks or reservoir shall include: 
Booster pump (On/Off) 
 

C. Water Treatment Plant 
SCADA monitoring at water treatment plant depends on various components at the 
plant, and shall be provided as specified by AW Project Manager. 
 

D. Wastewater Lift Stations 
SCADA monitoring and control at various different types of wastewater lift stations 
are discussed in their respective sections in this document. 
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E. The following Table summarizes the  minimum standards for SCADA assets and 

software. 

ASSET/SOFTWARE STANDARD ASSET 

Circuit 
SCADA ATT Circuit 

Remote Access 
SCADA RAS Website 

Remote site communications 
ATT remote sites sim cards 

Internet 
Business Circuit/Modem/Lease Lines 

Server 
Stratus Technologies  

Desktop 
Dell  

Laptop 
Dell  

Thin Manager 
Rockwell 

Thin Client 
Dell/Rockwell 

Modems 
Sierra MP70 or RV55 

Operating system for Desktop/Laptop 
VMWare windows 11 or latest 

Operation system for Server 
VMWare windows Server 2019 or latest at 
the time  of installation 

Switches 
Hirschmann Greyhound 

Firewalls 
Fortinet Each site gets two firewalls 

Router 
Cisco 4300 or newer 

Backup Server 
Synology 3200 or newer 

Backup software 
Acronis 

Antivirus 
McAfee 

Patching software 
Bigfix 

PLC Change Management for Rockwell  
Asset Centre 

SCADA Traffic Monitoring  
TenableOT Sensor 

SCADA preferred software 
Ignition 

Fiber Cables 
Ortronics 
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Network cabling  
Ortronics 

Network Rack 
Ortronics, IBM, or Great Lakes specific.  

Network Monitoring for SCADA 
Hivew 

Network drawing  
Visio 

network jack locks  

UPS 
APS 1500 or better with network 
capabilities 

Microsoft office  
2016  or better with off line licensing 

Printer 
Canon 

Alarming 
Modem gateway from Verizon 

 

Additional details regarding other  SCADA standards  are in Appendix, such as SCADA 
Ignition Server and Commissioning Standard in Appendix C, Installation of the McAfee 
Agent onto a Windows computer on SCADA Network in Appendix D, and  AW 
Infrastructure Cabling Bid Specification in Appendix E. 

 

1.24. OTHER DESIGN ELEMENTS 

BUILDINGS 
Appropriate 10-pound (type ABC) type fire extinguishers shall be provided for all 
buildings (electrical buildings, lifts station buildings, pump station buildings, etc.). Fire 
extinguishers shall be attached to walls using stainless steel fire extinguisher 
supports/holders using stainless steel toggle bolts or SST anchor bolts as appropriate.  

1.24.1 CONCRETE WORK - DESIGN CONSIDERATION 

All concrete surfaces (new and patches), which may experience pedestrian traffic 
including drives and building floors, shall have broom finish. 

1.24.2 ELECTRICAL - MOTOR DESIGN CONSIDERATION 

 Motors shall not be allowed to operate in the motor service factor during the 
operation of the equipment. The motor service factor shall be 1.15, unless otherwise 
specified by AW. 



 

Design Guide   

Revised Jan  2024 
18 

The motors, provided with pumps (or other equipment), shall not be overloaded or 
exceed the horsepower capacity of the provided motor, at any point on the pump 
operation curve. 

An auto-reverse feature on certain motor-operated water and wastewater equipment, 
including but not limited to, mixers, bar screens, and comminutors, should be 
included as part of the engineering design to prevent motor damage in the event the 
equipment gets jammed during normal operation. 

 This feature, or any other fail-safe mechanism, shall be discussed with AW prior to 
final design. 

1.24.3 OPERATIONS AND MAINTENANCE 

During the design, consideration shall be given to Operations and Maintenance 
(O&M) needs.  

O&M Manuals shall be provided in a properly labeled (cover sheet and spine label) 3-
ring binder. Labeling shall include: 1) equipment – type and brand, 2) date, 3) 
Contractor’s name, 4) project name, 5) AW Project number.   

At a minimum contractor shall provide three final copies of the O&M Manuals – one 
for record file, one for the Operation Supervisor, and one for the site location. A PDF 
/electronic copy shall also be provided by the Contractor. 

The O&M manual at a minimum shall be provided as part of the project and shall 
include provisions for: 

1. Detailed descriptions of all operating processes. 
2. Design data for equipment or process, such as pumps, motors, force main, 

emergency power, overflow point and elevation(s). 
3. Calculations, such as system curve and the pump curve with design operating 

point(s). 
4. Startup and shutdown processes. 
5. Breakdown of critical safety issues. 
6. Inventory of critical components, such as nameplate information for pumps and 

motors, etc. 
7. Contingency plan, including redundancy considerations. 
8. As-Built Drawings.  
9. List of recommended spare parts and maintenance schedule. 
10. As applicable provide:  

• A trouble-shooting chart 
• Exploded drawing of the equipment 
• Electrical schematic 
• Wiring diagram  

1.25.      ELECTRICAL SAFETY  

1.25.1 INSTALLATION OF SERVICEABLE OR REMOVABLE DEVICES 
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The National Electric Code requires conductivity to be maintained around all 
serviceable or removable devices including meters, filters, backflow preventers, valves, 
etc. Conductivity is maintained through the application of a permanently attached 
BONDING jumper wire around such devices. 

In case of meters, the presence of a setter maintains electrical continuity as long as the 
setter has not been cut or otherwise broken. 

Serviceable or removable devices set in pits or enclosures away from the building shall 
have a minimum of 10 feet of metallic pipe between the building and device to provide 
adequate grounding of the buildings electrical system,  if not permanent bonding 
jumper is required. 

If the existing plumbing is plastic on either side of the device, no bonding jumper 
required.  
When permanent bonding is required, the permanent bonding jumper wire size shall 
be as follows: 
• Install #2 AWG copper wire for all services up to, and including 350 amps. 
• Install #1/0 AWG copper wire for all services larger than 350 amps. 
• Install #1/0 AWG copper wire if the service amperage cannot be verified. 

 
Ensure the grounding connectors are  contacting bare (not painted or coated), pipe 
for a metal-to-metal contact. The wire should be installed so that the device may be 
changed without contacting the permanent bonding jumper wire.  

If a permanent bonding jumper is not already installed or needs to be replaced, then 
an approved temporary jumper must be installed across the device connections. An 
approved temporary jumper consists of an insulated cable no less than #4 AWG in 
size, solidly attached to two clamps rated no less than 200 amps 

1.25.2 SERVICE LINES OR WATER METERS 
 

Protection against electrical exposures is needed during water meter and service line 
activities, and certain water main excavations. Service line repairs within 10 feet of a 
building or a structure shall utilize metallic pipe if the existing service is metallic and 
ensure a minimum of 10 feet of metallic pipe installed between the building and the 
repair.  

 
If the entire service line is being replaced, determination shall be made if the 
existing lines serves as a permanent ground for the building or structure. Install a 
new permanent electrical ground prior to service line replacement, if necessary. This 
work must be performed by a licensed electrician.  
 
When repairing or replacing a metallic service line with non-metallic material, the 
temporary bonding jumper must join metal on one side of the non-conductive 
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section to metal on the other side of the non-conductive section for the entire 
duration of the work. 
 
The need for water main bonding shall be evaluated by the AW operations staff or 
by the Engineering lead when underground electrical conductor is within 24” of the 
excavation or worksite is in a known electrical hazard area. 
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2. WATER SYSTEM DESIGN GUIDELINES 

2.1. OVERVIEW 

This section of the Design Guide provides the minimum AW guidelines for the design of 
potable water systems, including distribution systems, service lines, pump stations, wells, 
and associated appurtenances.  All water system designs shall be performed in 
accordance with generally accepted engineering standards and practices, AW Standard 
Specifications for construction of Water Facilities, and all applicable local and State 
regulations.   

Where Unified Facilities Code, NFPA, or other design code is required to meet funding 
criteria, a review of applicability shall be evaluated with AW prior to project design. AW 
will determine resolution of conflicts in the best interest of the proposed system 
improvement. 

2.2. DESIGN FLOWS 

The distribution system shall be sized to provide, at a minimum, the maximum daily 
domestic demand plus fire demand while maintaining a minimum residual pressure of 
20 psi throughout the existing distribution system, or as stipulated by the State or local 
regulations. Peaking factors for peak hourly flows shall be in accordance with applicable 
State regulations or local governing criteria.  

2.3. LOCATION OF WATER MAINS  

If local or State separation guidelines are more stringent, they shall take precedence. 
Water mains shall be located outside of paved areas wherever possible unless ground 
topography or a roadway crossing dictates otherwise.  Water mains shall be constructed 
a minimum of 3 ft from pavement or sidewalks.  A minimum of 10 ft horizontal clearance, 
measured edge to edge, is required between water mains and sanitary sewer mains and 
manholes, or stormwater mains, and 3 ft between water mains and all other utilities such 
as, other water mains, gas, telephone, electric, etc.  Water mains shall maintain a 
minimum of 10 ft horizontal clearance from the edge of any building or structure. Water 
mains shall not be permitted under structures, but if they must, the POD will be as 
defined in AW’s Contract. 

Mains and water service lines shall be installed at least 3 ft horizontally, and 18 inches 
vertically, from all other utilities; unless AW determines this cannot be achieved due to 
routing of other conflicting utility, water mains, service, etc. In that case, AW will define 
any requirements to allow a waiver including but not limited to concrete encasement. 

Water mains and service lines shall be located a minimum of 25 ft horizontally from 
sewage leech fields, cesspool, seepage pit, underground hazardous material storage 
tanks, groundwater water recharge projects or septic tanks. Water mains shall not be 
installed within 100 ft horizontally from the nearest edge of any sanitary landfill, waste 
disposal pond, or hazardous waste disposal site.  
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2.4. WATERMAIN DEPTH 

All water mains and water service lines shall have a minimum cover depth in compliance 
with State and/or local requirements. Deeper cover depth may be required by AW 
depending on local frost line depth, type of vehicular traffic, and other service factors.  
Mains installed deeper than 5 ft to top of pipe require approval by AW, and may require 
different material of construction. 

2.5. WATERMAIN AND SERVICE LINES - SIZE AND LENGTH 

A main is defined as any pipe that will have more than one service line connected to it or 
has the potential to serve more than one facility. Service lines shall be sized based on 
service peak demand and AWWA Manual M-22. 

The minimum allowable size for all water main extensions is 8 inches, unless AW 
determines a waiver from this is technically justified. Water lines 6 inches and larger shall 
have a minimum of 36 to 42 inches of cover, unless local frost lines require more depth. 
All distribution system expansions shall be designed with a minimum of two feed lines in 
order to create a looped distribution system. 

2.6. PIPE LOCATING SYSTEM 

All installed pipe shall be provided with marking tape, and tracer wire, in accordance with 
AW’s Standard Details and Specifications.   

2.7. TRENCHING, PIPE BEDDING & BACKFILL 

All trenching shall comply with applicable OSHA regulations. The width of all trenches 
shall be sufficient to allow all piping to be laid and joined properly and to allow the backfill 
to be placed and compacted. 

All water mains shall be provided with bedding in accordance to AW Specifications and 
Standard Details.  Full stone backfill is not required under paved areas. Waivers from 
bedding may be provided by AW if it can be demonstrated that native material is of 
similar nature to the specified bedding.  

2.8. SERVICE LINES 

Service lines shall be provided with a corporation stop and curb stop with isolating valve 
near the water main connection point.  Service lines shall also have a curb stop with 
isolating valve located at the AW POD.  All domestic and fire service taps must be 
approved by AW prior to taps are made on the main.  Domestic and fire service taps shall 
be separate. 

All lead service lines shall be replaced from the main to the building concurrent with 
water main replacement or repair.  This applies to planned service line replacements or 
as lead service lines are discovered in the course of work.  The "main to building" 
requirement supersedes any conflicting contract language that specifies partial service 
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line replacement or "reconnect existing service". Changes in quantities will be handled in 
accordance with applicable contract clauses. 

2.9. MATERIALS OF CONSTRUCTION  

The following sets forth the allowable material of construction for water piping systems. 
All newly installed water mains shall comply with material and installation standards of 
applicable AWWA standards. AW reserves the right to require a specific material of 
construction in parts of the whole project based on various factors.  

WATER PIPE 

TYPE OF SERVICE ACCEPTABLE MATERIALS 

Service lines 

Type K copper 
PVC C-900 
PVC SDR 21 

HDPE with minimum SDR 11 rating (min 200 psi) 

Buried mains 

HDPE with minimum SDR 11 (min 200 psi) 
PVC C900 200 psi rating 
PVC C-905 200 psi rating 

DIP pressure class 300 (required for pipe larger than 
16”Ø) 

Above ground mains DIP 

Potable water conveyance PVC SCH 40 or SCH 80, and Asbestos Cement Pipe are 
NOT permitted for conveying potable water 

Buried mains in areas of 
high risk of 

hydrocarbons contact 
with pipe.  

Ductile iron pipe with gaskets* that are impermeable to 
hydrocarbons 

 
*Needs approval by the AW Project Manager. 

2.10. PIPE DEFLECTION 

All water main pipes shall be permitted to deflect in accordance with the following tables: 
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DIP PIPE 

SIZE OF PIPE DEFLECTION ANGLE 

MAXIMUM DEFLECTION 

(18-FT. LENGTH) (20-FT. LENGTH) 

3”-12" 5 degrees 19" 21" 

14"-42" 3 degrees 11" 12" 

48"-64" 3 degrees N/A 12" 

PVC PIPE 

SIZE OF PIPE DEFLECTION ANGLE MAXIMUM DEFLECTION 

(20-FT. LENGTH) 
4”-12" 2 degrees 8" 

14" + 1.5 degrees 6" 

2.11. FIRE HYDRANTS 

Fire hydrants shall conform to AWWA C502, Standard for Dry Barrel Fire Hydrants 
(Latest Edition).  Hydrants shall open counterclockwise. AW’s system needs uniformity 
in fire hydrants due to maintenance and spare parts inventory purposes.  The standard is 
Mueller Model Super Centurion 250.  Waivers from this type hydrant will be considered 
on a case by case basis. All hydrants shall be furnished with 6 inches isolation gate valves 
and valve box.  All fire service taps must be received and approved by AW prior to taps 
are made on the main. The minimum allowable size of a hydrant lateral is 6 inches and 
shall not exceed 85 ft in length unless AW determines a waiver is technically justified.  

Hydrant bodies shall be painted a color in accordance with the local base requirements.  
Bonnets shall be painted or reflective marking tape used as approved by AW.  The bonnet 
shall be color coded for flow availability according to the following table: 

FLOW AVAILABILITY 

    

BONNET COLOR 

Less than 500 GPM Red 

500-999 GPM Orange 

1000-1499 GPM Green 
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1500 GPM & Above Light Blue 

All hydrants shall include a brass identification tag with the Hydrant’s ID number based 
on AW’s numbering system, date of installation, and physically attached to the hydrant. 
Hydrant numbers must be called-out on plans. 

Hydrants shall be placed at or near street intersections, and at the end of dead end lines.  
For residential areas, spacing shall not exceed 500 ft, or less if required by local fire 
department.  Spacing of fire hydrants shall not exceed 300 ft in areas where hydrants are 
protecting warehouses per UFC 3-600-01. For commercial and industrial construction, 
no point on any proposed structure shall be unreachable with 350 LF of hose, measured 
around all obstacles, i.e. fences, walls, etc.  No obstructions or permanent structures shall 
be located within 10 ft of any fire hydrant.  Hydrants in areas determined by AW to be at 
high risk must be protected with bollards. Bollards shall be located so that they do not 
block any hydrant outlets. 

Post Indicating Valves (PIVs) must be installed on all fire service lines, located as directed 
by the Base fire department, and subject to AW’s PODs.  No other valves shall be installed 
upstream or downstream of a PIV. 

If a dedicated fire system must be provided, it will typically be owned and operated by 
others. Design review will not be provided except as indicated in the Excluded Facilities 
Section of this Design Guide. 

2.12. FLUSHING  

A flushing valve, fire hydrant or blowoff shall be provided at the end of each newly 
installed dead-end water main.  The flushing valve or blowoff shall not discharge 
directly to the sanitary sewer without an air gap separation between the sewer and the 
valve or blowoff. The flushing velocity in the main shall not be less than 2.5 ft/s unless it 
is determined that conditions do not permit the required flow to be discharged to waste. 

2.13. AUTO FLUSHING UNITS 

Auto flushing units shall offer safe, economic, reliable, automatic, programmable, 
controlled and consistent flushing of the stagnant areas of the distribution system for 
maintenance.  The units shall be installed to maintain consistent chlorine residual levels, 
conserves water, reduces chlorine consumption, address taste and odor concerns, 
discolored water complaints and improves customer satisfaction, while requiring 
minimal supervision by utility personnel. The size of the pipe and control valves will vary 
based on the required maximum flow rate.  

Review State and local regulations to check if a general permit and/or a facility specific 
NPDES permit is necessary for the discharge, and whether dechlorination is required.  

The location and circumstances of automatic flush unit installation shall be approved by 
AW prior to installation. The units shall be installed only in areas not susceptible to 
flooding. Barriers should be installed around the devices to prevent damage from 
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vehicular traffic or when directed by AW. The water discharged would be sent to a nearby 
sewer or daylight to drain.  

Every auto flushing units shall consist of the following features: 

• A built-in residual chlorine analyzer, which measures disinfectant residual levels 
and directs the valve to flush, if needed, until the desired residuals are attained; 
and with the ability to set timed flushing as a backup. 

• Oversized diffusing vents designed to dissipate energy without the potential for 
clogging 

• Atmospheric discharge with air-gap  
• Dechlorination, per AW Project Manager 
• UV protected splash plate to help minimize erosion and provide stability 
• All key system management components shall be located above ground for ease 

of access.  
• Includes sample port 
• Remote, handheld or SMART controller/programmer, per AW Project Manager 
• Corrosion, UV, impact, and weather resistant, enclosure. The units shall not allow 

for any water being held or freezing in the housing 
• Removable, lockable cover on bolt down base 
• Check vale on the drain line. 
• Operates on battery, solar or electric power 

2.14. VALVES 

Water distribution mains shall be equipped with a sufficient numbers of valves to 
minimize service interruptions and safety hazards during repairs.  The appropriate 
number of valves at each water main intersection shall be determined using an N-1 
formula, provided there are no other intersections between the valve and subject main 
that do not meet an N-1 configuration. For example: at a four way intersection, a 
minimum of three valves are required.  Existing gate valves within 500 ft of the pipe 
intersection can be used to fulfill this requirement. 

Distribution main valve spacing shall typically not exceed 500 ft within residential areas 
and 1,000 ft in commercial areas. For transmission mains, valves shall be provided at a 
maximum of 1,000 ft intervals.  If local valve spacing guidelines are more stringent, they 
shall take precedence. 

Gate valves shall be of the resilient-seated type and shall be in conformance with AWWA 
C509, open counterclockwise.  Gate valves shall be used on all water mains 8 inches and 
smaller, and up to 16 inches in diameter.  Gate or butterfly valves on mains 10 - 14 inches 
depending on bury depth and AW discretion. On water mains greater than 16 inches, 
butterfly valves shall be used in accordance with AWWA C504. For water lines deeper 
than 5 ft, a valve nut extension nut shall be installed. 

No gate valves are permitted upstream of a PIV.  If a wet tap must be done, a valve box is 
not to be installed over the tapping valve, it should be buried instead. 
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2.15. WATER METERS 

The requirement to install a water meter is at the discretion of the Base. If AW is to own 
the meter, it must be located within its Contract defined POD, or a clear definition of the 
demarcation on each side of the meter must be agreed upon by affected parties.   

Unless a compound meter or fire service meter is required by either AW or the 
Government, turbine meter shall be used in accordance with AW Standard Specifications. 

On applications where the water service cannot be interrupted, a meter bypass shall be 
installed. For water meters installed inside concrete vaults, the access openings shall be 
fitted with a frame and cover as manufactured by Halliday Products or approved equal. 

2.16. BACKFLOW PREVENTION  

AW requires backflow prevention be provided on all residential, and commercial 
connections, including apartments, barracks, and fire service lines, etc., that connect to 
the water distribution system as required by State regulations. In the absence of clearly 
defined State regulation on backflow requirements or specific AW guidance for the base 
location, the following guidelines shall be followed.  

If State regulations do not require backflow preventers on domestic service lines, unless 
a meter with a check valve is installed, AW requires that a minimum of a Double Check 
Valve (DCV) be installed.  This is consistent with the goal of protection of public water 
supplies, as outlined in Army Guidance "Public Works Technical Bulletin 420-49-16 16 
July 2001 Cross-Connection Control at Army Installations".  

The location of the backflow prevention devices shall be in accordance with AW’s 
Contract, which may vary from installation to installation. Typically, if the backflow 
prevention device is to be retained by the Government, the device shall be located inside 
the building’s mechanical room.  If the backflow prevention device is to be owned by AW, 
the device will be placed as close as possible to the POD, per AW Standards. 

For all new domestic water service lines where a meter with a check valve will not be 
installed, a double check valve device must be installed downstream of the AW POD if 
backflow devices are not part of AW's contract.  For fire service lines, where the entire 
system is water-only, a double check valve device is required.  For all fire service lines and 
other service lines where chemicals may be introduced to the pipe, a reduced pressure 
differential (RPZ) device is required.  

The type of protection to prevent backflow into the water system shall commensurate 
with the degree of hazard present at the location.  The type of protective device required 
listed in the increasing level of protection includes, double check valve, reduced pressure 
principle backflow device, and air gap. Details of the devices depending on the hazard 
present and locations will be determined during the review process on a case-by-case 
basis. 
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Devices must be installed by a State licensed person, and a certification of device 
installation and start-up checklist must be provided to AW before water service is 
enabled.  Related forms are included in AW’s Cross Connection Control Practice. 

2.17. CORROSION PROTECTION 

All open-cut construction of metallic pipe and fittings shall be encased in polyethylene 
wrapping in accordance with AW Specifications and AWWA standard C-105. 

2.18. AIR RELEASE VALVES 

Air release valves shall be provided at all high points along the water main alignment.  
The air release valve assemblies shall be located within concrete vaults or manholes, as 
per AW’s Standard Details and AWWA Standard C512-04 and Manual M51. Air release 
valves shall be vented to atmosphere, above grade, above the calculated 100 yr. flood 
water level or the highest known flood elevation, whichever is higher, and protected with 
bollards in traffic areas. Concrete vaults shall be fitted with an access frame and cover, 
and constructed to prevent exposure to rainwater or runoff, vandalism, birds, insects, 
rodents or other animals. 

2.19. PRESSURE REDUCING VALVES STATION 

When a pressure reducing valve (PRV) station is required consider the following: 

a. Isolation valves shall be located on either sides of the PRV. 
b. When variable flow conditions maybe encountered, provisions shall be made 

to provide two separate parallel PRV lines to accommodate low and high 
flow conditions. 

2.20. CONNECTION TO EXISTING WATER MAIN 

Connections to existing water mains shall be performed in such a manner to provide the 
least amount of interruption to water service.  A tapping sleeve and valve is the preferred 
method of connecting to an existing water main. Size on size taps are permitted up to 12 
inches. No taps shall be made within 5 ft of a joint.  For water mains larger than 12 inches, 
a tee must be cut in.  

If connection to an existing water main requires the closing of valves that will cause an 
AW customer to lose water service, provisions shall be made by the Contractor to provide 
temporary service for potable water in sufficient quantity for customer needs. The 
method used is subject to approval by AW. A minimum of 72-hour notice shall be 
provided to AW prior to any tap installation. 

Dead end lines will not be permitted without approval by AW. If a dead end line is 
approved, the main must be provided with either a flushing hydrant or automatic flushing 
station. The cover shall not include any identification indicating “Fire Hydrant”. The 
standard below grade flushing hydrant shall be the Mueller model A-412 21/8 inches flush 
type hydrant with a single 21/8 inches hose nozzle equipped with a nozzle lock. Above 
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grade flushing hydrants shall be Mueller Model A-412 21/8 inches post type hydrant. 
Flushing hydrants shall be located not more than 1,250 apart. Above grade flushing 
hydrants shall not be located near airfields. 

2.21. ACCEPTANCE TESTING FOR NEW AND REPAIRED MAINS 

Newly installed water mains and water mains taken out of service for maintenance or 
repair, shall be disinfected prior to use in accordance with AW Standards and AWWA 
C651-05. Coliform bacteria samples from the new mains shall be negative prior to the 
new main being placed into service. 

Prior to connecting a new main or service line to the existing AW system, the following 
items are required: 

1. All pressure tests have been successfully completed for all pressurized mains. 
2. All bacteriological clearances for potable water mains have been received. 

Refer to AW Standard Specifications for pressure and Bac-T testing requirements. 
Provide compaction testing of new or repaired water main, and water service connections 
installed. Modifications to the required compaction testing frequency due to small scale 
of the project requires preapproval in the form of a variance request, from AW prior to 
start of construction. 

2.22. THRUST RESTRAINT 

Thrust restraint shall be provided at all changes in direction.  Thrust restraint shall be 
provided by concrete thrust block whose size meets the AW Standard Details.  Alternate 
thrust restraint such as “mega-lugs” may be used.  

2.23. ABANDONMENT OF MAINS AND SERVICES IN PLACE 

Abandonment of mains and services shall be done in accordance with AW Standard 
Specification. Generally, services shall be excavated at the curb stop or corporation stop 
and the valve closed off completely.  If the valve fails to completely close, contact AW to 
schedule replacement of the valve, or remove the valve and tap and replace main section 
with sleeve. The service shall be physically separated from the main. AW is responsible 
to identify the service line or water line connection location to be cut and capped at or 
near the main. The location of the disconnection shall be provided to AW on project as-
built drawings.  

Generally, mains shall be cut and depressurized, then capped with a mechanical cap or 
concrete cover.  Valve shall be closed, and the valve boxes removed.  All fire hydrants shall 
be fully removed, per AW Standard Specifications.  Upon request from AW, the fire 
hydrant shall be salvaged and moved to a location as determined by AW.  Unsalvaged fire 
hydrants shall be disposed of in accordance with the local policy. 

In certain circumstances where failure of an abandoned main may cause problems with 
settlement, the main must be filled with flowable fill per AW Specifications. 
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Asbestos cement pipe shall be abandoned in accordance with the EPA Guidance 
document on Demolition Practices for ACP which has been provided as a supplemental 
Specification Section. 

2.24. ROAD AND RAILROAD CROSSINGS 

All crossings of railroads and multi-lane roadways shall be made by either the jack and 
bore method or directional drilling, or as directed by the owner of the road or railroad.  
Where casing pipes are determined necessary by AW or the road or railroad owner, casing 
pipe material shall be a minimum of SCH 40 steel, with 3/8 inches wall thickness, more if 
engineering calculations, the railroad, or highway owner requires more stringent carrier 
pipe requirements. 

For two lane roadways, open cutting is not permitted without approval by the Base DPW.  
If open cutting is not permitted, the roadway crossing shall be performed by boring or 
tunneling. 

All permits required for the crossing must be obtained by the Contractor from the State 
or local regulatory agency. 

2.25. WELLS 

New wells may be permitted if AW determines connection to the existing distribution 
system is not practical.  New wells may also be required to supplement existing supplies 
in the area. The design, development, permitting, and construction of new wells shall 
follow local and State regulatory agency requirements and AW Specifications.  The 
spacing between sewer lines and potable supply wells shall be a minimum horizontal 
spacing of 50’. 

Disinfection using chemicals as determined by AW is required. Wells shall be provided 
with chlorine contact chambers meeting the requirements of the EPA Groundwater Rule 
for 4-log reduction of pathogens.  

Newly constructed well, repaired well, or a well that has not been in operation for more 
than three months shall be sampled for bacteriological quality in accordance with AWWA  
C654-03, prior to being placed in service. If the results for the bacteriological testing are 
positive for coliform bacteria, the well shall be disinfected again per AWWA standards, 
and resampled for bacteriological quality. The test results shall be submitted to AW and, 
to the State DEP if required by State regulations, for review and approval prior to the well 
being placed in service. 

Other chemical feed systems or treatment processes may be required based on raw water 
quality and regulatory requirements. 

In addition to regulatory agency requirements for new well construction, the following 
well appurtenances are required:  

1. EPA approved chlorine residual analyzers.  

2. A sampling tap shall be provided for raw water. 
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3. When disinfection is accomplished at the well head a sampling tap for finished 
water shall be provided. 

4. A flow meter. 

5. A check valve to prevent back flow into the well and an isolation valve shall be 
provided.  Valves shall be provided within the building. 

6. Each well shall be equipped with appurtenances for measuring the change in the 
elevation of the water level in the well.  

7. SCADA RTUs meeting AW system requirements. 

A masonry walled building with architectural features per the base Installation Design 
Guide shall house the well and all supporting appurtenances.  Adequate HVAC, heating, 
and cooling shall be provided. Provision shall be made to facilitate removing pumps, 
motors, and other mechanical and electrical equipment.  
 
 
 

2.26. GROUNDWATER DISINFECTION TREATMENT PRACTICE 
 
1. Disinfection that provides a measurable residual will be applied to all ground water sources 

before the water enters the distribution system and maintained such that a detectable 
disinfectant residual can be measured at all points in the distribution system.  

a. Treating multiple ground water sources at a single location is acceptable provided that 
the water is combined prior to reaching the first customer and that the disinfectant 
residual analyzer required in item 2 below is located after the point of mixing.  

b. Disinfection treatment will be provided for sources that are not typically used for 
production (e.g., emergency sources, back-up sources, temporary sources, etc.) before 
the source is placed into service.  

2. All ground water treatment plants will provide analyzers and data loggers or recorders to 
record disinfectant residual levels and alarms to notify operators of issues with the 
disinfection feed system.  

a. Analyzers are to be installed at the entry point to the distribution system (preferably 
after any provided contact time).  

b. Analyzers will be incorporated into control system logic (e.g., Supervisory Control and 
Data Acquisition (SCADA), plant shutdown, etc.) or equipped to sound an alarm and / 
or page an operator in the event that the disinfection residual falls below preset low-
level limits or goes above a preset high-level limit.  

3. All ground water treatment plants will provide disinfection contact time as follows:  

a. Ground water treatment plants will meet the requirements of any relevant Federal and 
State regulations for disinfection contact time.  

b. Ground water treatment plants that do not provide 4-log virus removal / inactivation of 
viruses (4-log treatment) will:  

Evaluate the necessity of and options for achieving 4-log treatment whenever an engineering 
analysis of the treatment plant is performed.  
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Implement on-going monitoring for E. coli from its sources on a routine basis as specified by 
the State.  

2.27. CHLORINE GAS DISINFECTION 

GENERAL DESIGN 

• The design of gas chlorine facilities should consider operator and public safety and 
long term plant operation. Design of chlorine facilities shall be such that chlorine can 
be contained in the chemical room. Doors and windows shall be gas-tight to minimize 
chlorine exposure to the atmosphere.  

• Chlorine gas disinfection systems shall be vacuum-type only.  Pressurized chlorine 
gas disinfection systems are not permitted. 

• All ventilation and duct work from the chlorine feed and storage areas shall be 
separate from domestic building ventilation system. 

• Fire sprinkler system should not be installed in chlorine storage room.  
• Floor drains are prohibited.  
• All chlorine feed rooms should be provided with independent heat and a thermostat 

that is capable of maintaining the room temperature of at least at 60oF. Cylinders and 
gas lines should be protected from temperatures above that of the feed equipment.   

• Permanent chlorine gas feed room heating units should not be adjacent to chlorine 
containers. 

• Chlorine feed lines shall not carry chlorine gas beyond this facility.  
• The chlorine facility shall be located on the prevailing downwind side of the building 

and shall be away from any entrances, windows, louvers, or walkways.  
• The chlorine facility shall not be located below grade. 

BUILDING 

• When chlorine gas is used for disinfection, the chlorination equipment shall be 
located in separate structure or a separate sealed room. 

• Scales shall be made of durable material able to with stand aggressive environment 
and should be able to easily and accurately read through the viewing glass, to 
minimize entry into the chlorine room.  

• The chlorine facility shall be provided with a shatter resistant inspection window 
installed in an interior wall, constructed in such a manner that all openings between 
the facility and the remainder of the plant are sealed. 

VENTILATION 

• Separate switches for the ventilating fan and for the lights shall be located outside of 
the facility and at the inspection window. A signal light indicating ventilating fan 
operation shall be provided at each entrance when the fan can be controlled from 
more than one point. 

• Chlorine gas feed and storage rooms require emergency ventilation systems that it 
exhaust directly to the exterior atmosphere. Each chlorine room shall have a 
ventilating fan with a capacity to provide one complete air change per minute when 
the room is occupied. The ventilating fan shall take suction near the ceiling, with the 
point of discharge so located near the floor, as far as practical from the door, as not to 
contaminate air inlets to any rooms or structures. 
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• Air inlets shall be through corrosion resistant louvers near the ceiling. Louvers for 
chlorination facility intake and exhaust shall be airtight closure. Vents from feeders 
and storage shall be screened and shall discharge to the outside atmosphere, above 
grade. 

STORAGE 

• If 150 pound cylinders are used as chlorine source, a supply source or as the backup 
cylinders, shall be stored in the chlorine storage area. 

• Full and empty cylinders of chlorine gas shall be isolated from operating areas, 
restrained in position to prevent upset, stored in locked and secure areas separated 
from any other chemicals, and protected from direct sunlight or exposure to excessive 
heat. 

LEAK DETECTION/TREATMENT 

• At a minimum, include intrusion and leak alarms, via SCADA RTU communicating 
with AW’s SCADA system, or a land-line of cell technology based auto-dialer.  

• In the event of a chlorine leak, the leak detector shall sound alarm when the chlorine 
level of 1 ppm is detected in the room. 

• In the event of a chlorine leak, ventilated air containing chlorine may be a hazard to 
people and animals in the vicinity of the chlorine gas facility. In such a situation, 
and/or when required by AW, State or the local agency, ventilated air should be 
routed to a treatment system designed to reduce the concentration of chlorine 
discharged to the atmosphere.  

• Such equipment shall be designed as part of the chlorine gas storage and feed areas 
to automatically engage in the event of any measured chlorine release. The equipment 
shall be sized to treat the entire contents of the largest storage container on site. 

• The treatment system should be capable of reducing the concentration of chlorine to 
one-half of the IDLH level (Immediately Dangerous to Life or Health) at the point of 
discharge. The IDLH for chlorine is 10 parts per million.  

SAFETY 

• The emergency ventilation system should be used prior to each time workers enter 
the chlorine gas feed or storage room and during the time workers are in the room. 

• Maximum withdrawal from a vacuum regulated 150 lb cylinder shall not exceed 50 
lbs/day.  

• Gas monitor shall be mounted outside the chemical room, with sensor in the chemical 
room near the floor. The gas monitor shall automatically lock out exhaust fan when 
in alarm state and start the chlorine gas scrubber (if equipped). 

• All chlorine cylinders shall be adequately restrained. Access door shall be properly 
labeled with appropriate warning signs. 

• All doors must open out and be equipped with a panic bar on the inside.  
• To prevent the room from being classified as permit-entry confined space, there shall 

be more than one access to the room. OSHA will require two means of egress in 
chlorine storage rooms, where the maximum egress travel distance exceeds 25 feet. 

• The interior and exterior doors shall clearly indicate the room contains chlorine. 
• Chlorine room and storage area shall be designed so that they are vandal resistant, 

and include proper locks and signs.  
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• An emergency eye wash and emergency shower shall be provided adjacent to and 
upwind of the chlorine room.  

• Emergency power shall be available to handle exhaust system, and scrubber system. 
When there is a leak the scrubber will automatically come on and alarm signal(s) sent 
out. 

• Outside switches shall be protected from vandalism. 

2.28. SODIUM HYPOCHLORITE DISINFECTION  

SAFETY 

• Appropriate safety, regulatory, and emergency response information be prominently 
displayed near each chemical system. 

• Tanks, piping, valves, chemical unloading connections, and other equipment are to 
be labeled to make operators, maintenance personnel, and other workers aware of the 
chemicals being handled. 

• Entry doors should be labeled with room contents and should be equipped with 
• NFPA diamond labels identifying the type of hazard and degree (numeric value). 
• Access to the fill connection for bulk tanks must be restricted to prevent unintentional 

filling or mixing of chemicals with catastrophic consequences. Each bulk tank must 
be equipped with an individual fill line. 

• Rubber gloves, face shields, rubber aprons should be kept near the storage area for 
use. 

• An emergency eye wash station and or emergency shower should be available near 
sodium hypochlorite handling area. Showers and eyewash stations must be clearly 
identified, well lit, free from obstruction, in line of sight and no further than 10 
seconds travel time of the potential hazard. 

• Tempered water is to be provided for emergency eyewashes and showers per ANSI 
Z358.1 – 2014 and OSHA guidance with a temperature between 60 °F and 100° F. 
Note that 85 of water is considered optimum for flushing of eyes.  

• All rooms must be laid out such that tripping hazards are avoided. Door sweeps 
should be used in lieu of thresholds that could interfere with hand truck/dolly 
operation. 

• Provisions should be included in the design of the building to allow for 
removal/replacement of bulk chemical storage, if applicable. 

 

MATERIALS OF CONSTRUCTION 

• Materials used for tanks, piping, fittings, gaskets, hoses, protective coatings, in-situ 
instrumentation, etc. must be appropriately selected for highest practical level of 
compatibility. 

• Tanks should be constructed of NaOCl compatible high-density polyethylene 
(HDLPE), cross-linked polyethylene (XLPE) or corrosion resistant fiberglass-
reinforced plastic (FRP). 

• In general, the valve materials should match the piping system. Valves shall be of 
PVC, PTFE lined or chlorinated PVC quarter turn plug or ball valve type. 
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CHEMICAL STORAGE 

• Sodium hypo-chlorite should be stored in a shaded enclosure to avoid direct sunlight, 
in vented containers and in temperature controlled environment (to avoid heat). 

• Storage tanks shall be sized to store no more than the required 30 days of on-site 
storage at a time.  

BULK STORAGE TANKS AND DAY TANKS 

• Tanks should be installed in dark shaded enclosures and temperature controlled dry 
(60 to 70 degree F) environment with good airflow to slow degradation. 

• The day tank fill line must be piped and vented to prevent the possibility of gravity 
flow or siphonage from the bulk tank to the day tank. Tanks should be vented with 
screens to release any oxygen / gas buildup that occurs during storage. Vent sizing 
shall be designed to accommodate the venting rate required due to decomposition, 
and to prevent vacuum or pressure when discharging or filling. Typically, the vent 
size is 2 to 4 times the diameter of the fill line. Vent piping should be secured to 
prevent vibration.  

• Bulk storage tanks are typically used where the chemical consumption and economics 
justifies bulk storage over drum storage.  

• Bulk storage tanks shall have a low point screened drain to drain sediments from the 
storage tank periodically. 

• A useful tool in sizing of day tanks is to calculate 125% of the daily volumetric 
requirements of the maximum dose for the average daily treated water volume, and 
the average dose for the maximum treated water volume. 

• For remote facilities that are not visited on a daily basis, it is acceptable to size a day 
tank for up to 3 days of projected maximum daily usage. 

• Continuous level or weight monitoring is recommended, with alarms for high and low 
level in the day tank.  

• Provide storage tanks with appropriate overflow pipes directed away from the 
operations. 

• Level sensor: Level sensors shall be non-intrusive ultrasonic level sensor or tank 
weighing platform type. Tanks should be equipped with high level alarms. 

• Chemical storage tanks should not be buried. 
• Connections to the tanks should be solvent-welded.   

 

FEEDING FROM DRUMS 

• Chemicals may be fed directly from non-refillable drums in low capacity 
systems. 

• Where drums are used, it is recommended that proper drum handling 
equipment be provided to minimize the risks associated with moving drums. 

• As with day tanks, it is prudent to limit the volume of chemical directly 
connected to the water supply in case of accidental release. 

• A weighing scale or reliable level monitoring device should be used to monitor 
the quantity of material remaining in the drum. The system should also be 
equipped with a low weight alarm. 
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• Adequate ventilation should be provided for drum feed areas. 

 

METERING PUMPS 

• Where facilities cannot be taken off line, redundant installed metering pumps are 
required for disinfectants. Where only one pump is installed, a second pump is 
recommended to be held in inventory as a spare. 

• Metering pumps must be fully capable of operating over a feed range 
corresponding to max day/max dosage down to min day/min dosage. 

• Metering pumps should be located near the day tanks.  
• Metering pumps (especially diaphragm type) shall be located below the elevation 

of the storage tank to ensure a flooded suction at all times to alleviate any 
gasification problems, unless otherwise approved. Diaphragm metering pumps 
have the ability to operate with a suction lift, but are more reliable with a flooded 
suction. 

• Positive displacement chemical metering pumps should have a downstream 
pressure relief valve located prior to the first shut-off valve. The pressure relief 
valve should discharge to the chemical day tank. 

• An anti-siphon and backpressure control valve should also be provided on the 
discharge of all pumps. 

• Pulsation dampeners should be provided on the pump discharge side. 
• A bleed valve should be provided with the discharge directed into the chemical 

storage tank. 
• A pressure gauge should be placed on the discharge of each metering pump to set 

any pressure relief valves, backpressure valves and to monitor for calcification 
buildup, scaling or other blockages on the feed line. 

• Calibration cylinders should be provided on the suction side of the chemical 
metering pump between the chemical tank and the metering pump to allow for 
routine checks and calibration of chemical feed pump outputs. Calibration 
cylinders should be vented to the chemical day tank. 

• Peristaltic type metering pumps are gaining acceptance for low pressure (< 30 
psi) chemical feed applications, typically in the treatment plants. They inherently 
prevent siphoning because the tubing is always compressed. They also can pump 
the gas bubbles that are present in sodium hypochlorite systems without losing 
prime. 

• While pumps could be installed at or near floor level, metering pumps should be 
elevated at least 30-inches off the floor to facilitate operation and maintenance, 
as well as reduce the chance of submergence if a leak occurs. Pumps are to be 
installed so that adequate suction conditions are maintained. It may be necessary 
to elevate day tanks to maintain adequate pump suction conditions. 

• A strainer should be provided on the suction side of the pump. 
• Pump Control: Metering pump control includes start/stop and feed rate 

adjustment. Start/stop control must have safeguards to prevent feeding of 
chemicals without water flow. 

• The use of a single parameter to indicate flow to start/stop metering pumps is not 
allowed at partially attended or remotely operated facilities. 
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• The minimum feed rate should be based on the minimum chemical dosage and 
minimum daily flow. The maximum feed rate should be based on the maximum 
chemical dosage and maximum day flow (typically plant capacity). The metering 
pumps should have a sufficient turndown ratio to cover the minimum and 
maximum feed rates rate against the maximum head conditions found at the point 
of chemical application. 
 

PIPING AND TUBING 

• It is good design practice to minimize the length of chemical feed piping, but it is 
not always possible. Providing spare feed lines to primary application points is 
good design practice. 

• In most cases, chemical piping and tubing will require replacement numerous 
times in the life of a facility, and should be installed in such a manner as to allow 
for replacement. 

• PVC or CPVC piping and fittings shall be used for transporting solutions.  
• PVC and CPVC pipe should be joined by solvent welding. Connections to the tanks 

should be solvent-welded.  Avoid threaded joints if at all possible. Large 
PVC/CPVC unions are difficult to seal so flanged connections should be used 
instead of union connections for pipe diameters of three inches (3 in) and greater. 

• Flexible plastic tubing can be used where continuous runs are required. The 
plastic tubing should be accessible and be easily replaced 

• Chemical hoses can be used as primary piping inside a rigid casing pipe. 
• When changing piping direction provide gradual radius sweeps and avoid sharp 

bends. 
• Hoses may need support for strain relief at injection points. 
• Pipe sizing should be selected such that the velocity is between 1.5 to 7 ft/sec.  

 

VALVES 

• Diaphragm metering pumps require at least 15 psi backpressure to function 
properly. If sufficient backpressure is not continuously available, then 
backpressure valves should be used to maintain a minimum of 15 psi backpressure 
to ensure accurate delivery. 

• The valves also prevent siphonage or gravity flow of chemicals from the day tank 
through the metering pumps. 

• Pressure relief valves must be used where positive displacement metering pumps 
are capable of producing sufficient pressure to cause damage. The pressure relief 
valve must be installed upstream of the first valve on the metering pump 
discharge. Isolation valves are not allowed between the metering pump and the 
pressure relief valve. The discharge of the pressure relief valve should be directed 
to the day tank or drum, or to the pump suction line upstream of individual 
isolation valves if only a single day tank is present. 

• A “Four-Way Valve”, “4-in-1,” “4-function,” or “multi-function” valve that 
combines the functions of anti-siphon, backpressure, pressure relief and bleed 
valve functions may be used. 
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• Large PVC/CPVC ball valves can be difficult to operate. It is suggested that 
butterfly valves be used in sizes 3 inch and larger. 

• Valves must be accessible for operation and testing. It is recommended that the 
piping design and installation not allow valves to be located more than five (5) 
feet above finished floor. 

• Ball valves in sodium hypochlorite service are to have vented balls with a 1/8 inch 
diameter hole located in the ball on the downstream side to relieve internal 
pressurization caused by degradation of the sodium hypochlorite. 

• Chemical injection valves should have a check valve to prevent back flow. 
• Foot valves should be provided on the end of the suction line for metering pumps 

utilizing suction lift. Foot valves should be located 3-6 inches from the bottom of 
the solution tank, or as recommended by the manufacturer, to prevent solids from 
entering the metering pump. 
 

SECONDARY CONTAINMENT 
• Secondary containment must be provided for all bulk tanks, day tanks, batch 

tanks, metering pumps, transfer pumps, and chemical unloading areas. To the 
extent possible, bulk tanks and day tanks should be in the same containment. 

• Minimum secondary containment volume is to be determined based on 110 
percent of the largest storage tank capacity within the containment area plus 
allowances for fire sprinkler water, stormwater contribution, or reasonable 
freeboard as appropriate. State or local regulations may dictate the amount of 
capacity necessary for secondary containment. 

• All metering pump suction piping should be located in the containment area. 
• Penetrations of conduit and piping through containment walls or floors is not 

permitted.  
• Secondary containment must also be provided for all drums/carboys. 
• Secondary containment should be provided for buried chemical solution lines to 

minimize the potential for accidental releases to the environment. 
• Secondary containment for reinforced flexible tubing should be provided with 

schedule 80 solvent welded PVC, CPVC or continuous HDPE piping. 
• Secondary containment for exposed chemical feed lines within buildings is not 

required because the building should provide an adequate level of containment, 
leaks are readily evident, and chemical feed flow rates are generally low. 

• Floor drains are not allowed in secondary containment areas.  

LEAK DETECTION 
• Chemical feed systems should have a sump within the secondary containment 

area equipped with a level switch to signal the occurrence of a leak. It is 
important that personnel be alerted of a leak as soon as possible. 

 

CONTINUOUS ANALYZERS AND WARNING SYSTEMS 
• Water quality should be monitored downstream of the chemical addition point 

to protect the consumer from accidental chemical over- or under-feeds. 
• Chlorine residual must be monitored to ensure that the correct disinfectant 

concentration is present. 
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• Chlorine analyzers should have at least two alarm contacts that can be set for 
alarm conditions. These contacts may be used to interlock the chemical feed 
system with other system equipment to prevent overfeed or underfeed of critical 
chemicals. 

• In a manned station, alarms from these analytical devices should warn the 
operator through SCADA so appropriate countermeasures can be taken. 

• In an unmanned facility, alarms should be provided to alert the operator via 
SCADA or autodialer of a potential problem. 

 

PROVISIONS FOR MAINTENANCE 
• Provide means for draining chemical piping to allow for maintenance. 

Connections should also be available to flush suction and discharge chemical 
piping. Where tubing is used, it must be easily accessible and removable for 
replacement. 

• Facilities must have the capability to drain chemical storage tanks. 
• Provisions for disposal of cleaning/wash down and safety shower test water 

within secondary containment areas should be considered in the design phase 
of improvements. 

• All instrumentation and valves must be accessible for maintenance and repair. 

INSTRUMENTATION AND CONTROLS 
• It is expected that SCADA will continuously monitor chemical inventories. 

SCADA can also use algorithms to calculate usage by the loss in weight or level 
in day tanks. 

• SCADA will present status of pumps and valves. 
• All alarms are to be sent to SCADA and logged. 

2.29. WATER STORAGE TANKS 

Where water tanks may be required for domestic and/or fire protection, the details 
of the tank shall be based on sizing requirements of AWWA M31 or Unified 
Facilities Code. AW will determine tank size and location during the review process.  

All storage tanks shall be welded steel, pre-stressed, or composite; constructed in 
accordance with AWWA D100, D110/D115 and D107 respectively.  Bolted steel 
tanks are not permitted. Any designs and logos to be applied to water storage tanks 
shall be approved in writing by AW and the base DPW/CES.  Location of design or 
logo shall be field approved by DPW prior to painting. 

At a minimum, water storage tanks shall include the following features: 

1. Designed and constructed to prevent surface runoff, subsurface flow, or 
drainage into the tank. 

2. Valve vault with level control valve, or as per State and local regulations 

3. Isolation valves upstream and downstream of the valve vault, designed to allow 
the continued distribution of water when the tank is taken out of service. 

4. The isolation valves shall be located within 100 ft of the tank.  
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5. Equipped with controls to maintain and monitor the water levels.  

6. SCADA RTU with input/output points including alarms as specified by AW. 

7. Security fence with pedestrian and vehicular access gates, and paved driveway, 
as required by local directive. 

8. Roof hatch with locks 

9. OSHA-compliant manway 

10. At least one sampling tap (protected from freezing) to enable a representative 
sampling of the water in the tank that will be entering the distribution system. 

11. Overflow pipe with insect screen, and means of overflow control. 

12. Fully coated interior and exterior surfaces in accordance with AW and 
manufacturer’s instruction 

13. FAA-compliant checkerboard pattern (where applicable) 

14. OSHA-compliant ladders and balcony railings or personal fall protection system 

15. Aviation warning lights 

16. Roof vents with insect screens designed to prevent rainwater or runoff entry, 
birds, insects, rodents and other animals 

17. All effluent pipe shall be located underground (no heat tracing).  

18. A dedicated drain line shall be provided  that allows the tank to be fully drained 
and all residual sediment removed  

19. Designed to allow authorized access and adequate lighting of the interior and 
exterior for inspection, cleaning, repair and maintenance 

2.30. DISINFECTION OF WATER TANKS AND RESERVOIRS  

Newly installed reservoir or water tank, or an existing water tank or reservoir taken 
out of service for maintenance, inspection or repair shall be disinfected and sampled 
for bacteriological sampling in accordance with applicable AWWA standards. If the 
results of the bacteriological sampling are positive for coliform bacteria, the reservoir 
shall be resampled for bacteriological quality. The test results shall be submitted to 
AW and, to the State DEP if required by State regulations, for review and approval 
prior to the water tank or reservoir is placed in service. 

2.31. WATER PUMP STATIONS 

Water pump stations shall be above grade, housed in a masonry building or a pre-
fabricated building meeting base architectural design guidelines and AW requirements 
as defined through the planning and design stage. Pumping system review plans must 
include hydraulic calculations, signed and sealed by a Professional Engineer. The 
calculations must include flow projections, hydraulic analysis of the pump station and 
connected delivery mains, pump information including the operating point and pump 
curves, and electrical power requirements for all electrical equipment.  AW will 
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consider if the station must be designed for future expansion and if so, the design shall 
be based on that condition. 

They shall provide for redundancy of service, meet average and peak design flows, and 
include the following at a minimum: 

1. Multiple pumps shall be provided for redundancy. Where only two pumps are 
provided, they shall be of the same size. Pumps shall have capacity such that, with 
the largest pump out of service, the remaining pump(s) will have capacity to 
handle the pump station requirements. Pumps must be capable of providing the 
varying demands and minimum pressures for the full range of system flows. 

2. Flow meter 

3. SCADA RTU with input/output points including alarms as specified by AW 

4. High efficiency motors. 

5. Investigate surge potential for all pumps. When surge potential for flow or velocity 
is present provide surge analysis. A surge analysis  is required for large lift stations, 
i.e. flows greater than 3,200 gpm.   

6. Where appropriate to prevent water hammer, install soft start/soft stop electrical 
equipment, pressure relief valves, air release valves, etc. 

7. All above grade piping 4 inches and larger in diameter shall be constructed using 
DIP.  Above ground pipe smaller than 4 inches shall be stainless steel. 

8. Permanent Emergency power with automatic transfer switch and sufficient fuel 
storage to allow generator to operate pumps for 24 hours. The generator can be 
located in the exterior. 

9. All controls and power supplies to meet AW defined operation criteria 

10. Fully painted interior walls, piping, pumps, etc. 

11. Security fence with pedestrian and vehicular access gates, with paved driveway 

12. Necessary operational and maintenance appurtenances such as hoists, run time 
meters, etc. 

13. Chemical feed facilities when required by AW 

14. All other required utilities such as electricity, telephone/SCADA, gas, etc. 

2.32. BULK WATER FILL STATION 
 
Bulk water fill stations shall offer a safe and secure access, and cost-effective method to 
handle bulk water sales.  
 
Each unit shall include all the piping, meter, valves and fittings, redundant back flow 
prevention (air gap and reduced pressure), all electrical wiring including the electrical 
service entrance panel, and safety tools to ensure protection of the water supply system 
from any potential contamination. The size of the pipe and control valves will vary 
based on the required maximum flow rate. Every unit shall also accurately record the 
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amount of water dispensed. Barriers should be installed around the devices to prevent 
damage from vehicular traffic or when directed by AW. 
 
The terminal shall store the information such as, date and time, amount dispensed, and 
customer information. This information should be easily accessible, able to be 
downloaded to a computer to generating reports.  

The stations shall be corrosion, UV, impact, and weather resistant; self-serving type 
enclosure, and capable of operating 24 hours a day. Stations shall include a smart card, 
or key operated type control system, or have the ability to control access by issuing 
haulers an access number and PIN number combination. 

2.33. WATER PRESSURE SENSORS 

Water pressure sensors shall continuously and remotely monitor pressure at any 
installed point within a potable water distribution system. Prior to the installation, 
strategic installation points should be identified and approved by AW.  

Accurate pressure data allows system operators to reduce leakage, energy costs, system 
maintenance costs, customer complaints, and water quality problems. The units shall 
be strategically installed to optimize infrastructure investments, to better understand 
conditions within the distribution system, and for data acquisition. The data shall be 
used to alter or modify the system operation, and to make better decisions concerning 
the existing water infrastructure and plan for the future. The units can be installed for 
analyzing water hammer, negative pressure events, fire flow testing, pressure loss tests, 
investigating pressure, routine pressure monitoring, hydrant capacity testing, 
calibrating hydraulic models, response to water quality issues, improved customer 
satisfaction, reduces customer complaints, mitigates risks and reduces operational 
costs. 

Data from all deployed pressure sensors should be available to view and download to a 
computer. The system shall be capable of transmitting data via cellular communication 
to a smart phone, desktop, or SCADA System. It should have capability to send high- 
and low-pressure alerts to these devices.          

2.34 FIRE BOOSTER STATIONS 

 
All fire booster stations will be designed with the minimum requirements of NFPA 20 or 
the latest revision.   
 

 Electric pumps with a backup generator. A waiver may be granted if the backup 
generator is deemed redundant  by American Water. 
 The generator will be Diesel. 

• Generac Generators are prohibited. 
 Fire pumps powered exclusively by combustible fuel sources are forbidden such as 

diesel, propane, gas or natural gas.   
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 Building walls should have a minimum clearance of three feet internally of all piping, 
flanges, pumps, motors, and backflow devices. 

 External building clearances should be 10 feet from any obstruction and not hinder 
fire department connections. 

 Piping should not run under the building but should enter the facility from the 
exterior. 

 The building should be insulated and electric heaters should be installed and sized to 
maintain a minimum temperature of 40 degrees internal temperature when exterior 
temperatures are at 5 degrees Fahrenheit. 

 Heaters should be thermostat controlled. 

 Building should have exhaust fans on thermostat-controlled vents with actuated louvers 
to displace excessive heat and maintain an ambient temperature that corresponds with 
external temps during summer periods or to vent excessive heat generate by the 
pumps,  transformers and controls. 

 LED lighting will be provided with switches at each entrance or exit to the building. 

 Exterior wall pack(s) will be provided and controlled via photocell over each 
entrance/exit door of the building. 

 Emergency lights will be LED.   
 

 All exterior piping or appurtenances exposed to adverse climate conditions will be 
insulated and heat taped.   

 Horizontal split case fire pumps with a soft start controller or VFD should be provided. 

 Use of Vertical Shaft Turbines should be limited.   

 A bypass and test header will be incorporated into the design. 

 Adequately sized floor drains should be incorporated into the design. 

 A Monaco or like system as required by the Fort Cavazos Fire Department will be 
incorporated. 

 Building should be constructed of a non-combustible material. 

 Internal smoke detectors will be incorporated into the design of the building. 

 BFPs will be incorporated as required by the  State agencies with jurisdiction.  

 BFPs will be protected against adverse climate to include heated hotboxes if 
necessary. 

 Necessary operational and maintenance appurtenances such as rails,  hoists, etc., for 
removal of heavy equipment. 

2.35 – FIRE PROTECTION DELUGE TANK 

 
Deluge tanks provide water storage primarily for fire protection. 

 Welded steel tanks will be utilized. 

 Glass lined bolted tanks are prohibited. 



 

Design Guide   

Revised Jan  2024 
44 

 Tank will be top fill with an air gap. 

 BPFs will be incorporated as required by the  State agencies with jurisdiction. 
 BFPs will be protected against adverse climate by including heated hotboxes if 

necessary, and/or when directed by American Water. 

 Tank will have a manual level indicator on the exterior. 

 Tank will be labeled as non-Potable on the exterior. 

 Tank will have telemetry/SCADA with call out ability and integrate into America Waters 
existing SCADA system, it will monitor/control the following: 

 Level 
 Water Temp 
 GPM 

 The perimeter of tank and booster station will be fenced according to American Water 
or the  base’s fencing standards, whichever is more stringent. 

 The facility will be well lit, as required by American Water. 

 Exterior control appurtenances will be insulated and heated as required to protect 
against adverse climate conditions. 

 Tank will be constructed to American Water and  the  State standards, or agencies with 
jurisdiction. 

 Tank overflow will be constructed to prevent erosion in the event of discharge. 
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3. SEWER DESIGN GUIDELINES 

3.1. OVERVIEW 

This Design Guide section provides the minimum AW guidelines for the design of 
sanitary sewer systems, including collection systems, force mains, and lift stations.  All 
sewer system design shall be performed in accordance with generally accepted 
engineering standards and practices, AW Standard Specifications for construction of 
Wastewater Facilities, and all applicable local and State regulations.  Certain projects may 
be required to meet the minimum standards of Unified Facilities Code, and its 
applicability shall be reviewed with AW Project Manager prior to project design. 

3.1.  DESIGN FLOWS 

Design flows for all proposed sanitary sewer system expansions shall be based upon 
building occupancy and use, plumbing fixtures, and other industry standard methods, 
submitted for review by AW. 

Peaking factors for peak hourly flows shall be in accordance with the actual observed 
peaking factors, when available or as applicable State regulations or local governing 
criteria. In the absence of such criteria, peaking factors for peak hourly flows shall be in 
accordance with the following table: 

AVERAGE 
DAILY FLOW 

(MGD) 
0.010 0.03 0.06 0.10 0.3 1.0 4.0 10.0 

PEAKING 
FACTOR 

4.2 4.0 3.9 3.8 3.5 3.0 2.5 2.0 

For unique situations where the preceding peaking factors are not applicable for facilities 
with non-typical water domestic use patterns such as a sports stadium, banquet hall, 
dining facility, etc., the designer shall coordinate with AW for an appropriate peaking 
factor to be utilized. 

3.2. SIZE AND DEPTH 

All sewers shall be designed to convey planned ultimate peak design flow while flowing 
75% of the maximum pipe capacity at the minimum slope.  The proposed peak design 
flow should not surpass the flow capacity of any pipeline. The diameter of proposed 
sanitary sewers shall not exceed the diameter of the existing or proposed outlet, 
whichever is applicable.  
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Sanitary sewer mains flowing via gravity shall have a minimum diameter of 8 inches.  
Sanitary sewer service laterals shall have a minimum diameter of 4 inches for residential 
connections and 6 inches for multiple residential, commercial and industrial 
connections, and shall be installed with a minimum grade of 1/4” per foot.  

All gravity sewer and force mains shall have a depth of cover in compliance with State or 
local requirements. The minimum depth of a sewer main shall be designed so that laterals 
connected to them have a minimum of 4’ of cover. Greater depths may be required when 
it is necessary to extend the main line sewer to serve other areas or for future growth. 

3.3. PIPE LOCATING SYSTEM 

All installed pipe shall be provided with tracer wire and marking tape as shown in AW’s 
Standard Details and Specifications, except pipe bursting projects.   

WASTEWATER PIPE 

TYPE OF SERVICE ACCEPTABLE MATERIALS 

Gravity Mains, < 3 ft cover  
(Existing non-compliant 

sewers) 

DIP pressure class 300, with interior epoxy coating 
for sewer service 

Gravity Mains, < 10 ft cover, 
< 15” Ø pipe PVC SDR 35 

Gravity Mains, 10 to 15 ft 
cover, 

< 15” Ø pipe 
PVC SDR 26 

Gravity Mains, < 10 ft cover, 
> 15” Ø pipe PVC PS 46 

Gravity Mains, 10 to 15 ft 
cover,  > 15” Ø pipe PVC PS 115 

Gravity Mains, >15 ft cover, 
up to 24” Ø pipe 

DIP pressure class 300, with interior epoxy coating 
for sewer service. 

Gravity Mains, 
> 24” Ø pipe 

AW will review and approve pipe materials on a 
case-by-case basis. Pipe types considered are: 
Pro 21, cement lined mortar pipe, fiber glass 

reinforced thermosetting plastic, etc. 

Force Mains, 
< 4” Ø pipe 

HDPE, minimum SDR 11 (min 200 psi) 
PVC SDR 21 
PVC SDR 26 

Force Mains, 
> 4” Ø pipe 

HDPE, minimum SDR 11 (min 200 psi) 
PVC C-900 200 psi rating 

DIP pressure class 300, with interior epoxy coating 
for sewer service 

Above ground DIP with interior epoxy coating for sewer service 
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Inside wetwell of lift stations 
DIP with interior epoxy coating  

Stainless steel  
No plastic or galvanized piping 

Wastewater conveyance PVC Schedule 40 or 80 is not permitted for 
conveying wastewater 

Buried mains in areas of high 
risk of hydrocarbons contact 

with pipe.  

Ductile iron pipe with gaskets* that are impermeable 
to hydrocarbons 

 
*Needs approval by the AW Project Manager. 

Waivers from the above pipe standards may be obtained with the submission of 
engineering justification. 

3.4. TRENCHING, PIPE BEDDING & BACKFILL 

All trenching shall comply with applicable OSHA regulations. The width of all trenches 
shall be sufficient to allow all pipes to be laid, joined properly, backfilled, and compacted 
as needed. The trench width shall be pipe diameter plus 12 inches each side of the pipe 
unless authorized by a professionally engineer. 

All sewer mains shall be provided with bedding in accordance to AW Standard 
Specifications and Details.  Full stone backfill is not required under paved areas. Waivers 
from bedding may be provided by AW if it can be demonstrated that native material is of 
similar nature to the specified bedding.  

3.5. GRAVITY SEWERLINE SLOPE 

Gravity sanitary sewers shall be designed to provide a minimum velocity of 2 ft/sec when 
flowing half full. Design calculations shall be based on the Manning’s formula using an 
n-value in agreement with local, and State Standards. Minimum slopes shall meet local 
or State regulations for mains and international building code for service lines. The 
maximum allowable slope for all gravity sewers shall be such that the velocity within the 
pipe does not exceed 10 ft/sec, as calculated using Manning’s Formula, or as stipulated 
by the State or local regulations.  

3.6. SEWER LOCATIONS 

Sewer mains shall be located outside of paved areas wherever possible unless ground 
topography or a roadway crossing dictates otherwise. Sewer mains shall be constructed a 
minimum distance of 3 ft from pavement or sidewalks.  Sewer mains shall maintain a 
minimum of 10 ft horizontal clearance from the edge of any building or structure. 

When a new main is installed, place wye fittings as part of the main run when service line 
locations are known. Service line stub shall be capped until complete installation of the 
sanitary lateral. 
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It is preferred that gravity sewers be constructed in straight alignment runs between 
manhole. If required, deflection of the horizontal alignment of the gravity sewer in 
between manholes is permitted in accordance with the following tables: 

PVC PIPE 

SIZE OF PIPE DEFLECTION ANGLE MAXIMUM DEFLECTION 

(20-FT. LENGTH) 
4”-12" 2 degrees 8" 

14" + 1.5 degrees 6" 

DIP PIPE 

SIZE OF PIPE DEFLECTION ANGLE 

MAXIMUM DEFLECTION 

(18-FT. LENGTH) (20-FT. LENGTH) 

3”-12" 5 degrees 19" 21" 

14"-42" 3 degrees 11" 12" 

48"-64" 3 degrees N/A 12" 

3.7. MINIMUM SEPARATION REQUIREMENTS 

Sewer mains shall be located to maintain the minimum required distance between the 
water and sewer lines and other utility lines in strict accordance with all AW Standard, 
Federal, State, and local requirements and all right-of-way limitations for both horizontal 
and vertical separation requirements.  

3.8. CLEAN-OUTS 

Service lines shall be provided with a clean-out located at the AW POD and every 75 ft or 
change in direction, unless otherwise specified by AW.  Depending on service line length 
and layout, AW may require manholes to be installed.  Ninety-degree bends are not 
permitted on service lines.  Sanitary cleanouts are not permitted to directly connect to 
MHs, instead shall be connected to the sewer line. 

Force main cleanouts shall be spaced no greater than 800 ft apart, or as stipulated by 
the State Regulation. They shall also be placed at major change in direction or vertical 
alignment and where one force main connects to another.  
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3.9. ABANDONMENT OF SEWER CONNECTION SERVICES IN PLACE 

Abandonment of sewer mains and services shall be done in accordance with AW Standard 
Specification for sewer facilities.  The sanitary sewer service shall be physically separated 
from the sewer main. AW is responsible to identify the sewer service line or lateral 
connection location to be cut and capped at the sewer main. The location of the 
disconnection shall be provided to AW on project as-built drawings. 

3.10. MANHOLES 

Manholes are required at all changes in grade, pipe size, direction, pipe material, 
terminus of all sewer lines and sewer junctions.  Additional manholes are required at all 
sanitary sewer intersections. Sanitary sewer manholes shall be constructed with precast 
or cast-in-place concrete. Fiberglass Reinforced Plastic Manholes may be acceptable on 
an individual basis. Brick construction is not permitted. Provide manhole sections, base 
sections, and related components conforming to ASTM C478. The minimum internal 
diameter of a manhole shall be 4 ft. When pipe larger in diameter than 20 inches is used 
in any manhole the manhole diameter shall be as noted in the table below:   

MINIMUM MANHOLE DIAMETER 

PIPE SIZE MINIMUM MANHOLE DIAMETER 

20-36 inch 5 ft 

39-60 inch 6 ft 

> 60 inch TBD by Project Engineer and approved by 
AW Project Manager 

The maximum distance between manholes shall be as specified by the State regulation 
for wastewater collection system. AW Project Manager may require shorter spacing due 
to operational efficiencies or other reasons and will be defined in the project scope. In the 
absence of clearly defined allowable maximum distance between manholes by the State 
regulation, the following spacing guidelines shall be followed: 

MAXIMUM MANHOLE 
SPACING:          PIPE 

SIZE 
           MAXIMUM MANHOLE SPACING 

<18 inch 500 ft 

18-30 inch 800 ft 

> 30 inch 1000 ft 

Manhole design shall follow the following guidance: 
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a. The sizing of manhole openings shall be determined by local or State regulations. 

b. A minimum of 2 inches drop across the manhole, from the invert in to the invert 
out, is required.  All manholes shall have a poured, formed, smooth flow channel. 

c. All manhole drop connections shall be outside drops.  Internal drops are not 
permitted. Outside drops shall be provided when the invert elevation into the 
manhole is 24 inches greater than the manhole invert.   

d. Doghouse manholes shall be constructed at the intersection of a new sanitary 
sewer line with an existing sanitary sewer line. 

e. Sanitary sewer laterals must connect directly to an existing main via a saddle. 
Laterals may not connect to a manhole without prior approval from AW. 

f. Manholes that receive a force main or are located within 1,000 ft down-stream of 
such a discharge shall be provided with a fiberglass liner or sewer gas resistant 
epoxy coating to help prevent the deterioration of the manhole. 

g. Provide an external vent pipe for manholes on every third manhole when three or 
more consecutive water tight frame and covers are installed. 

h. Adequate provisions shall be made for ventilation of deep MHs. Gravity sewers 
must be adequately vented through holes in MH covers when infiltration/inflow 
is not a problem, or through other means. 

 

3.11. ACCEPTANCE TESTING 

All sewer and manhole testing requirements shall comply with AW Standard 
Specifications. Prior to placing a sewer main or service line into service, the following 
items are required per AW specifications: 

1. All pressure and leakage,  or vacuum tests have been successfully completed for all 
gravity mains, pressurized mains, and manholes, valves and other appurtenances 
installed. 

2. Mandrel testing of the mains. 

3. If any mandrel testing fails, televising of mains will be required to verify no 
obstructions exist.  

Provide compaction testing of sewer lines, and sewer laterals installed. Modifications 
to the required compaction testing frequency due to small scale of the project requires 
preapproval in the form of a variance request, from AW prior to start of construction. 

3.12. SIPHONS 

Siphons are permitted when no alternatives exists.  All designs and details of siphons 
shall be provided to AW for review and approval. 
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3.13. AERIAL CROSSINGS 

Aerial crossings may be permitted on a case by case basis when no viable alternative 
exists. Support shall be provided for all joints in pipes utilized for aerial crossings. The 
supports shall be designed to prevent frost heave, overturning, and settlement. 
Precautions against freezing, such as insulation and increased slope, shall be provided. 
Expansion joints shall be provided between above ground and below ground sewers. 

For aerial stream crossings, the impact of flood waters and debris shall be considered. 
The bottom of the pipe should be placed no lower than the elevation of the 50-year flood, 
or as stipulated by the State or local regulations. 

3.14. SEPTIC SYSTEMS 

New septic systems may be permitted if AW determines connection to the existing 
collection system is not practical. The design, development, permitting, and construction 
of new septic systems shall follow local and State regulatory agency requirements. All 
field test information, design calculations, and systems designs shall be submitted to AW 
for review and approval.  

Pumping of raw sewage into septic tanks is not permitted unless engineered baffle walls 
and access ports for pumping are provided.  This avoids suspension of settled solids due 
to high pump rates.  

Septic tanks shall be designed to receive the discharge of sewage and provide first stage 
of treatment through physical settling, floatation, and the anaerobic digestion of sewage. 
The tank shall also allow storage of both digested and undigested solids until they are 
removed. The effluent may be discharged to a succeeding tank, treatment unit, or soil 
dispersal system. 

General septic system design shall consider the following conditions: 

• The septic tank(s) shall be located near the main source of sewage. 

• The tank location shall meet all the building setback requirements. 

• The tank shall be located where it is easy to remove solids and liquids from the tank 

• The tank depth shall not exceed the tank manufacturer’s maximum designed depth 

• Septic tanks shall not be located in floodways, drainage ways, or swales. 

• The tank shall not be located in areas subject to vehicular traffic unless it’s designed 
for the anticipated load. 

• Septic tanks must be placed on firm and evenly compacted soil. The soil beneath the 
tank must be capable of bearing the weight of the tank and its contents. Anti-
buoyancy collar shall be provided depending on the tank location, water table level 
and periodic saturated soil conditions. 

• Grease traps should be included in residential or commercial connections that 
produce high levels of organics and fats, oils, and grease. 
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The septic tank design shall consider the following conditions: 

• The length-to-width ratio and the length-to-depth ratio must facilitate settling of 
solids.  

• A length to width ratio of at least 3:1 is preferable, with a recommended liquid depth 
of 3 feet.  

o The design liquid depth shall be at least 30 inches and not greater than 84 
inches 

o The tank shall have a minimum of six feet between the inlet and outlet where 
possible. 

• The inlet and outlet shall be located on opposite wall along the axis of maximum 
dimension, where possible. 

• Baffles must be installed at each inlet and outlet of septic tanks. 

• Inlet invert at least two inches above the outlet invert 

• Effluent screens, such as Zabel Filter or approved equal, shall be used as the outlet 
baffle on the final septic tank. 

3.15. OIL-WATER SEPARATORS 

Oil-water separators are required for wastewater sources with petroleum products for 
removal of free and emulsified oils and greases, usually as a pretreatment method before 
discharge to the sanitary sewer or septic system. They shall be engineered for peak flow, 
and provide ease of access for cleaning and inspection, and accounting for vehicle access.  

The wastewater velocity shall be kept very low, typically less than 3 ft/min to prevent 
turbulent mixing. Key parameters that shall be considered in the design of conventional 
oil/water separators include flow rate, minimum wastewater temperature, oil-fraction 
specific gravity, oil concentration, relative fractions of free and emulsified oils, quantity 
of solids to be removed, effluent oil concentration limits to be met, and detention time. 
Systems that discharge to a sanitary sewer line must meet pretreatment requirements per 
the local standards. All design calculations and systems designs shall be submitted to AW 
for review and approval. 

The systems shall be pre-manufactured, pre-cast concrete units specific for the 
application, other materials may be allowed upon AW approval. Where available, a yard 
hydrant shall be provided at the oil-water separator for operational and maintenance 
purposes.  

3.16. GREASE TRAPS 

All design calculations and systems designs shall be submitted to AW for review and 
approval. All interceptors shall be of a type and capacity approved by AW and shall 
be located such that it is readily and easily accessible for cleaning and inspection. 
Grease traps are required where wastewater sources contain animal and vegetable 
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derived grease products. All grease traps shall be externally located, pre-cast concrete 
units designed for the specific application (other materials may be allowed upon AW 
approval), with a gasketed bolt-down manhole frame and cover. Grease traps shall not be 
located under pavement but shall be located within 5 ft of a paved vehicle access for 
cleaning and inspection whenever possible. 

Grease traps shall be engineered for peak flow and sized based on required retention time.  
Retention time shall be based on the manufacturer's recommendation for operational 
discharge or as stipulated by the State regulations for allowed concentration of fat/oil 
grease during peak flows. Only waste from grease producing sources shall flow through 
the grease trap, and the sanitary waste and other wastes shall flow through a separate 
lateral and connect to the receiving main. 

3.17. HOLDING TANKS 

Holding tanks are permitted upon specific approval from AW.  Pumping and hauling is 
not considered a long-term solution to wastewater management, and may be considered 
for use on a project for a duration of less than 1 year. 

Holding tanks shall be water tight, include a high level instrumentation and alarm via 
SCADA RTU communicating with AW’s SCADA system or a land-line of cell technology 
based auto-dialer. Holding tanks shall provide a minimum of three days of average daily 
flow storage measured at the 85% of full volume capacity. They shall be engineered, and 
provide ease of access for cleaning and inspection, accounting for vehicle access. 
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4. LIFT STATION DESIGN GUIDELINES 

4.1. DESIGN CONSIDERATION 

The type, size, and general requirements for lift stations will be determined on a case by 
case basis by AW. This section provides general guidelines for the lift station design, the 
different lift station classifications and their basic requirements. 

Pumping system review plans must include hydraulic calculations, signed and sealed by 
a Professional Engineer.  The calculations must include flow projections, hydraulic 
analysis of the lift station and force main, pump information including the operating 
point and pump curves, buoyancy calculations, water hammer calculations and electrical 
power requirements for all lift station electrical equipment.  AW will provide guidance 
when the design of the lift station must be based on future expansion.  

4.1.1. GENERAL DESIGN 

1. Lift station structure, electrical and mechanical equipment shall be elevated 
minimum three feet above 100 year flood elevation, or the highest known flood 
elevation, whichever is higher, or as stipulated by the State regulations.  

2. Equipment located in the wetwell shall be suitable for use under corrosive 
conditions. 

3. Suitable shutoff and check valves shall be placed on the discharge line of each 
pump. 

4. The check valve shall be located between the shutoff valve and the pump. Check 
valves shall be suitable for handling wastewater and shall be of swing-check valve 
type, placed on the horizontal portion of discharge piping. Ball check valves shall 
not be allowed. Swing check valves should be supplied with an outside lever with 
spring or counter weight to prevent valve slam. Check valves should be designed 
to automatically close when there is a power failure. 

5. Valves and piping shall be capable of withstanding normal working pressure (min 
100 psi) and water hammer. 

6. Valves required shall be located in a separate valve vault. Provisions shall be made 
to remove or drain accumulated water from the valve vault.  

7. Each pump shall have an individual intake. Wetwell and suction design should be 
such as to avoid turbulence near the intake. 

8. Appropriate protection from clogging such as use of bar screens to be considered 
during design, depending on the size of the size of the sewer main and nature of 
wastewater. 

9. Water level sensing devices should be so located as not to be unduly affected by 
turbulent flows entering the well or by the turbulent suction of the pumps. 

10. Level control device and float switch shall be fully accessible without the need for 
personnel to enter the wet well. 

11. Water level sensing devices shall be as specified by AW Project Manager. 
12. Provide locking mechanism for all access hatches as specified by AW Project 

Manager. 
13. The wetwell floor shall have a minimum slope of 1 to 1 to the hopper bottom, or 

fillet bottom. 
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14. Provision shall be made to facilitate removing pumps, motors, and other 
mechanical and electrical equipment without entering the wetwell.  

15. Lift stations and portable equipment shall be supplied with a complete set of 
operational instructions, including emergency procedures, maintenance 
schedules, tools and such spare parts as may be necessary. 

4.1.2. SITE DESIGN FACTORS  

1. Yard hydrant/Water service, shall be installed at each lift station adjacent to the 
wetwell. 

2. Adequate lighting shall be provided at all lift stations.  
3. The lift station shall be readily accessible by maintenance vehicles during all 

weather conditions. 

4.1.3. PUMP DESIGN AND SIZING 

1. The design peaking factor shall be such that one pump in a duplex system can 
handle the variation of inflow into the wetwell during the day, and in accordance 
with Section 3.1 and Section 3.2. 

2. If the inflow rates vary greatly, variable drive units may be considered to match 
the incoming flow rates.  

3. Force main friction losses shall be based on the Hazen-Williams equation. All 
elbows, fittings, entrances, exits, and pipe lengths should be used to determine 
friction losses. 

4. The operating point for the selected pump should coincide as closely as possible 
with the design flow and best efficiency point of the pump. Pump efficiency shall 
be an important factor in the pump selection process. 

5. Multiple pumps shall be provided for redundancy. Where only two pumps are 
provided, they shall be of the same size. Pumps shall have capacity such that, with 
the largest pump out of service, the remaining pump(s) will have capacity to 
handle the peak design hourly flow. 

6. The design of the pump station shall be such that under normal operating 
conditions the pumps will operate under a positive suction head (not with suction 
lift pump). 

7. Submersible pumps shall be capable of passing spheres of at least 3 inches in 
diameter. Pump suction and discharge openings shall be at least 4 inches in 
diameter. This requirement excludes grinder pumps. 

8. For grinder pumps, the pump inlet velocity shall not exceed 4 ft/sec or as 
recommended by the specified pump manufacturer to prevent jamming of the 
cutter mechanism.  

9. The effective volume of the wetwell shall be based on design average flow and a 
filling time not to exceed 30 minutes or as mandated by the State.  

10. The minimum pump cycle time shall also be considered in sizing the wetwell. The 
pump manufacturer's duty cycle recommendations shall be used in designing the 
pump cycle time. 

11. The motor size shall be selected so that entire pump curve is non-overloading and 
within the manufacturer’s recommended limits, and so that the pump does not 
operate in the motor service factor. 
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12. Suction lift stations should be designed to alternate pumps daily instead of each 
pumping cycle.  

13. Guide-rail connection assemblies shall be provided to set and remove the pumps 
without entering the wetwell. A base plate should be provided at submersible 
stations for removal of equipment with a portable winch. 

14. Hydromatic brand pumps are not permitted in any lift station. 

4.1.4. FORCE MAIN DESIGN 

1. The force main shall be designed to maintain a minimum velocity of 3 ft/sec and 
maximum velocity of 6 ft/sec at design flow. Different velocities, if permitted by 
State regulations may be approved by AW. 

2. A force main shall be a minimum of 4 inches in diameter, unless used in 
conjunction with a grinder system. 

3. Crossing of a new force main under an existing waterline shall be enclosed in a 
continuous sleeve within 10 ft  of the watermain.  

4. A combination air relief/vacuum valve shall be placed at all high points in the 
force main to exhaust air and prevent vacuum formation.  

5. The air vacuum and/or air release valve assemblies shall be located within 
concrete vaults or manholes. 

6. Evaluation of the force main discharge manhole and downstream sewer system, 
with respect to hydraulic capacity, corrosion, and serviceability. 

7. The force main shall enter the receiving manhole with a smooth flow transition to 
the gravity sewer system at no more than two ft above the flow line of the receiving 
manhole, or as stipulated by the State or local regulations. 

8. Ninety degree bends are not permitted on force mains.  Forty-five degree bends 
shall be provided in lieu of ninety-degree bends.  Large radius fittings are allowed 
for HDPE force mains; however, the minimum radius of curvature for the long 
sweep shall be 5ft. 

9. Force mains 4 inches and greater in diameter shall have valves located in precast 
valve vaults spaced at no more than 2,000 ft intervals to facilitate initial testing 
and subsequent maintenance and repairs. 

10. Force mains shall be provided with tracing wire and test stations as shown in AW’s 
standard detail and specifications. 

11. Sewer force mains shall be green in color or have green stripes for HDPE pipe, for 
appropriate identification. 

4.1.5. GENERAL ELECTRICAL DESIGN 

1. All design, materials, and installation shall comply with the NEC, NFPA, UBC, 
and other applicable local Codes.  

2. Designers are responsible for arranging for electric power (and other support 
utilities) to be brought to the station.  

3. A fused disconnect switch located above ground shall be provided for the main 
power feed for all pumping stations. The disconnect switch shall be located above 
the 100-year flood elevation. 

4. Electrical supply, control, and alarm circuits shall be designed to provide strain 
relief and to allow disconnection from outside the wetwell. 

5. Lightning and surge protection systems shall be considered for all lift stations. 
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6. Submersible pumps and motors shall be designed specifically for raw wastewater 
use and shall meet the requirements of the NEC.  

7. An effective method to detect shaft seal failure or potential seal failure shall be 
provided. 

8. Electrical power shall be designed and constructed in accordance with NEC 
requirements, as supplemented here: 

a. No junction boxes are permitted in the wetwell 

b. Junction boxes shall be NEMA 4X stainless steel with stainless steel quick 
release latches. 

c. All electrical construction within the wetwell shall be NEMA 7 or 8. 

d. All conduits entering lift station should be sealed air tight at the wetwell and 
at the control panel. Once above grade, these conduits shall also have an air 
gap immediately below the control panel. Conduit shall be sealed air tight on 
either side of the air gap. 

4.2. GRINDER LIFT STATIONS 

Flow typically less than 0.7 gpm (500 gallons/day) shall be serviced by a grinder pump 
system meeting the requirements of AW Grinder Lift Stations Specification, and in 
accordance with State and local regulations. Lift stations of this size shall be simplex only.  
If a duplex system is determined to be required, then comply with the Small Lift Station 
Specifications requirements. 
In addition to the design considerations listed in Section 4.1, Lift Station Design 
Considerations, grinder lift stations shall be engineered to meet the following conditions: 

1. Wetwell shall be fiberglass or HDPE or other approved material.  
2. An audio-visual alarm is required.  SCADA systems are not required. 
3. Power shall be provided from a dedicated circuit or direct feed from a dedicated 

independent service, and wire and conduit installed up to the control panel 
location. 

4. If the grinder lift station is to tie-in to an existing force main, an isolation valve on 
the lateral at the main connection is required.   

5. Control panels shall include the following: 

a) Ground fault receptacle with circuit breaker 

b) NEMA starters 

c) Local dry contacts for alarms specified elsewhere 

d) Lightning arrestor 

e) H-O-A switch for pump 

f) Contacts for hermetically sealed level sensor  

g) Pump failure with dry contact 

h) Provide stainless steel float hanger brackets. 
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4.3. SMALL LIFT STATIONS 

Small list stations shall be duplex stations with total pumping capacity of less than 80 
gpm, which meets the requirements of AW Small Lift Stations Specification. In addition 
to the design considerations listed in Section 4.1, Lift Station Design Considerations, 
small size lift stations shall be engineered to meet the following conditions: 

1. Wetwell and valve vault basin shall be fiberglass or approved material, with 
access hatches and safety grating for the wetwell access hatches.   

2. Wetwell shall have a minimum diameter of 4 ft. 

3. Submersible duplex grinder pumps shall be provided. Chopper type pumps may 
be allowed if grinder pumps are not suitable for the type of application. 

4. Power shall be provided from a dedicated circuit or direct feed from a dedicated 
independent service, and wire and conduit installed up to the control panel 
location. 

5. At a minimum, audio-visual alarm systems are required in lieu of a SCADA 
system depending upon location, station holding capacity and inspection 
frequency. The need for a SCADA system will be determined on a case by case 
basis, and per the State and local regulations. 

6. If SCADA system is required, then the SCADA monitoring shall include at a 
minimum but not limited to the following: 

1. Pump Status (On/Off) 

2.  Pump Run Times 

3. Totalized Flow 

4. Pump Station Alarms  

 High WW level 
 Low WW level 
 Pump Failure 
 Power Failure 

7. Control panel shall be provided as part of pump station package. Base panel 
shall include all circuitry to control pumps including contacts, microprocessor, 
starters, circuit breakers, etc. Exterior control panels shall be stainless steel.  
Interior control panels may be fiberglass.  

8. Control panels shall include the following: 

a) Ground fault receptacle with circuit breaker. 

b) Reduced voltage starters with under voltage release and overload coils for 
each phase  

c) NEMA starters 

d) Local/remote dry contacts for alarms specified elsewhere 

e) Sequential, selectable alternator 
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f) Lightning arrestor 

g) Elapsed time meter for each pump, non-resettable 

h) Time delay between pumps 

i) H-O-A switches for each pump 

j) Contacts for hermetically sealed level sensor and one pressure transducer 
or ultrasonic level sensor  

k) Pump failure with dry contact 

l) Generator interlock 

m) Phase loss monitor 

n) Provide stainless steel float hanger brackets. 

4.4. MEDIUM LIFT STATIONS 

Medium lift stations are either duplex or triplex stations with total pumping capacity 
between 80 gpm to 1050 gpm, which meets the requirements of AW Medium Lift Stations 
Specification. In addition to the design considerations listed in Section 4.1, Lift Station 
Design Considerations, medium lift station must be engineered to meet the following 
conditions: 

1. Wetwell and valve vault basin shall be pre-cast concrete type, with access hatches, 
and safety grating for the wetwell access hatches.   

2. Wetwell shall have a minimum diameter of 6 ft. 

3. Valve vault shall also contain a bypass pump connection. 

4. Sewage grinder, chopper, submersible or suction lift (non-vacuum pump assisted) 
pumps.   

5. Adequate mechanical ventilation shall be provided for all pump stations. Wetwell 
ventilation may be either continuous or intermittent. Ventilation, if continuous as 
mandated by the State or AW, shall provide at least 12 complete air changes per 
hour; if intermittent, at least 30 complete air changes per hour. Air shall be forced 
into the wetwell by mechanical means. The air change requirements shall be 
based on 100 percent fresh air.  

6. Security fencing and access hatches with locks shall be provided. 

7. Interior surface of the wetwell and exterior of discharge piping in the wetwell shall 
be coated with hydrogen sulfide resistant coating. 

8. Permanent Emergency power with automatic transfer switch and sufficient fuel 
storage to allow generator to operate pumps for 24 hours. The generator can be 
located in the exterior. 

9. Generating unit size shall be adequate to provide power for pump motor starting 
current and for lighting, ventilation, and other auxiliary equipment necessary for 
safety and proper operation of the lift station. 
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10. If SCADA system is required, then the SCADA monitoring shall include at a 
minimum but not limited to the following: 

a. Pump Status (On/Off) 
b.  Pump Run Times 
c. Totalized Flow 
d. Power Failure 
e. Emergency Generator Status (On/Off) 
f. Pump Station Building Alarms - Intrusion 
g. Pump Station Alarms  
 High WW level 
 Low WW level 
 Pump Failure 
 Power Failure 
 Emergency Generator Failure 
 Comminutor Failure 
 Phase loss 

11. Control panel shall be provided as part of pump station package with single source 
manufacturer responsibility. Base panel shall include all circuitry to control 
pumps including contacts, microprocessor, starters, circuit breakers, etc. Exterior 
control panels shall be stainless steel.  Interior control panels may be fiberglass.   

12. Control panels shall include the following: 
a) Ground fault receptacle with circuit breaker. 
b) Reduced voltage starters with under voltage release and overload coils for 

each phase (each pump). 
c) NEMA starters. 
d) Local/remote dry contacts for alarms specified elsewhere. 
e) Sequential, selectable alternator. 
f) Lightning arrestor. 
g) Elapsed time meter for each pump, non-resettable. 
h) Time delay between pumps. 
i) H-O-A switches for each pump. 
j) Contacts for hermetically sealed level sensor and one pressure transducer or 

ultrasonic level sensor  
k) Pump failure with dry contact. 
l) Generator interlock. 
m) Phase loss monitor. 
n) Provide stainless steel float hanger brackets. 

13. Each pump and motor unit shall have a separate electrical supply, motor starter, 
motor sensor and alarm, electrical components, and instrumentation and control 
components. Each wetwell shall have instrumentation and control module for 
operation of the pumps and alarm conditions as designed.  

14. Emergency storage in the form of extra wetwell depth or wetwell overflow to a 
holding basin, shall be considered for remote sewage pump stations where 
emergency response times may be long. 
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4.4.1. COMMINUTOR 

Raw wastewater entering a medium lift station shall flow through a comminutor.  

a) The comminutor shall be sized such that it grinds the coarse solids to a size of 
1/4 inch to 3/4 inch in the influent stream to help eliminate problems caused 
downstream especially the clogging in pumps. 

b) The comminutor shall run continuously. 

c) Provide a spare comminutor. 

d) The comminutor shall be a hydraulically driven assembly. 

e) Provision shall be made to facilitate servicing of the comminutor in place, and 
removal from their location.  

f) When comminutor is installed in channels, it shall be provided with an 
emergency screened bypass channel to a bar screen. Flow exceeding the 
operating capacity of the comminutor shall be automatically diverted to the 
emergency bypass. The channels shall be parallel with provision for slide gates 
or similar devices to permit isolating and draining of the channels. In the 
event flow backs up upstream of the grinder the influent channel wall has an 
overflow notch just upstream of the bar screen.  

4.4.2. ODOR CONTROL 

There is no single process to eliminate odor. Enclosing an odorous process, 
ventilation of the enclosed space, and treatment of the air are very effective means of 
controlling odors and emissions. The selection of an odor control technology depends 
largely on the characteristics of the air stream to be treated, site considerations, and 
the degree of odor reduction required.  

Technology selection and design are dependent on the system performance 
requirements, and AW preference. Provision shall be made to install an odor control 
system in populated areas, on a case-by-case basis, and per AW preference.   

4.4.3. ALARM SYSTEM  

The control building (if provided) shall have an intrusion alarm system integrated 
with the existing alarm systems. The alarm system will integrate the station alarms 
identified below. The alarms shall connect to the SCADA RTU to be provided with the 
pump control panel. Pumping station alarms shall include identification of the alarm 
condition.  

a) Power failure.  
b) Loss of phase (if three phase power). 
c) Pump failure. 
d) Pump run status. 
e) High wetwell level. 
f) Station power failure. 
g) Low wetwell level. 
h) Generator start failure. 
i) Others as determined by AW during design. 
j) Unauthorized entry. 
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4.4.4. FLOW METER 

Flow meter for measuring wastewater flow shall be provided in a vault when 
warranted, or when requested by AW. Elapsed time meters used in conjunction with 
annual pumping rate tests may be acceptable for pump stations provided sufficient 
metering is configured to measure the duration of individual and simultaneous pump 
operation.  

Flow meters shall be calibrated by the manufacturer and confirm calibration on-site. 
Flow meters shall have integral and remote signal converter availability and 
grounding rings or grounding electrode. Measurement shall be largely independent 
of flow profile. The meter and transmitter shall be NEMA 6P for submersible service 
with remote amplifier. Amplifier shall produce digital signal for flow 
receiver/indicator/recorder. 

Flow meters shall be installed to provide the required amount of straight-run pipe 
upstream and downstream of the meter to ensure accurate flow measurement per the 
manufacturer’s recommendation. 

4.4.5. BUILDINGS 

If determined to be necessary, AW shall require a masonry building to house electrical 
equipment and valves. Aesthetic design shall be considered to fit the surrounding 
land uses per the base Installation Design Guide. The engineer should review station 
requirements with AW prior to design. Building door locks shall be keyed according 
to the base’s requirements. 

All equipment shall have adequate clearance from other equipment and walls to allow 
performance of maintenance and repair work. All electrical, control, and instrument 
panels shall have the minimum clearance in front of the panels, as required by NEC. 
The seismic factor for the design of the wastewater lift stations shall be in accordance 
with the Uniform Building Code and applicable local standards. 

4.4.6. OPERATIONS AND MAINTENANCE 

During the design of sewer pump stations, consideration shall be given to Operations 
and Maintenance (O&M) needs. The O&M manual at a minimum shall include 
provisions for: 

1. Detailed descriptions of all operating processes. 
2. Design data for pumps, motors, force main, emergency power, overflow point 

and elevation(s). 
3. Calculated system curve and the pump curve with design operating point(s). 
4. Startup and shutdown processes. 
5. Breakdown of critical safety issues. 
6. Inventory of critical components, including nameplate information for pumps 

and motors, etc. 
7. Contingency plan, including redundancy considerations. 
8. As-Built Drawings.  
9. List of recommended spare parts and maintenance schedule. 
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4.5. LARGE LIFT STATIONS 

Large lift stations are either duplex or triplex stations with total pumping capacity of 
greater than 1050 gpm. Large lift stations may require special design criteria, review and 
approval by AW.   

In addition to the design considerations listed in Section 4.1, Lift Station Design 
Considerations and Section 4.4 Medium Lift Station; large lift station must be engineered 
to provide the following at a minimum: 

1. Pre-cast concrete wetwell, shall have a minimum diameter of 8 ft, with access 
hatches and safety gratings. 

2. The SCADA system shall include at a minimum but not limited to the following: 

SCADA monitoring at large lift stations shall include, 
• Pump Status (On/Off) 
•  Pump Run Times 
• Totalized Flow  
• VFD Speed 
• Emergency Generator Status (On/Off) 
• Pump Station Building Alarms - Intrusion 
• Pump Station Alarms  
 High WW level 
 Low WW level 
 Pump Failure 
 Power Failure 

 Emergency Generator 
Failure 

 Comminutor Failure 
 Phase loss 

SCADA control at large lift stations shall include: 
• Adjust wet well levels  
• Adjust VFD speed   

3. Control panels shall include the following: 

a) Ground fault receptacle with circuit breaker. 
b) Reduced voltage starters with under voltage release and overload coils for each 

phase (each pump). 
c) NEMA starters. 
d) Local/remote dry contacts for alarms specified elsewhere. 
e) Sequential, selectable alternator. 
f) Lightning arrestor. 
g) Elapsed time meter for each pump, non-resettable. 
h) Time delay between pumps. 
i) H-O-A switches for each pump. 
j) Contacts for hermetically sealed level sensor and one pressure transducer or 

ultrasonic level sensor.  
k) Pump failure with dry contact. 
l) Generator interlock. 
m) Phase loss monitor. 
n) Provide stainless steel float hanger brackets. 
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REQUEST FOR SIGNATURE TRANSMITTAL FORM 
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APPENDIX: B  

REQUIREMENTS PER BASE LOCATION 

 

In addition to the requirements set forth in the Design Guide the following section 
incudes additional requirements for project at the following base locations. If 
conflicting information is listed, information presented in this Appendix shall 
supersede specific information in the respective section of the Design Guide. The 
remaining requirements of the sections in the Design Guide shall apply.  
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HILL AIR FORCE BASE 

DESIGN GUIDE SECTION 2.11 

The minimum water main size, serving a fire hydrant lateral, shall be 8 inches in diameter 
unless a hydraulic analysis indicates that required flow and pressures can be maintained by 
6-inch lines. 

The water system design shall meet the following requirement: 

(a) 20 psi during conditions of fire flow and fire demand experienced during peak day 
demand. 

(b) 30 psi during peak instantaneous demand; and 

(c) 40 psi during peak day demand. 

DESIGN GUIDE SECTION 2.14 

Valves shall be located at not more than 500 foot intervals in commercial districts and at 
not more than one block or 800 foot intervals in other districts. Where systems serve widely 
scattered customers and where future development is not expected, the valve spacing shall 
not exceed one mile. 
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1 INTRODUCTION 

1.1 Purpose 

This document will be an ever-evolving standard that will guide in selecting the proper hardware, operating system, 
licensing and configuration for starting an Ignition SCADA gateway system.  It will also provide the needed functional 
commissioning steps to prepare an Ignition SCADA gateway for the American Water standard SCADA template project.  
This document will cover all aspects of the Ignition gateway and will be fairly static across the American Water landscape, 
while the partner document – Detailed Design Specification (DDS) will be more fluid and unique to each individual plant 
SCADA Ignition HMI Perspective Project. 

 

KEY DOCUMENTS 

 

Detailed Design Specification (DDS) = SCADA HMI Perspective Project Design/Build 

--------------------------------------------------------------------------------------------------------------- 

SCADA Ignition Server and Commissioning = Ignition Gateway, Database, Server Operating System, Hardware 
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2 SYSTEM ARCHITECTURE AND REQUIREMENTS 

2.1 System Architecture 

The following section details the different components of the Ignition Infrastructure. 

2.1.1 Plant SCADA Architecture 

The following depicts the standard plant Ignition deployment.  Fundamentally each system will have three servers.  2x 
Ignition gateways (primary and redundant) and a SQL database.   
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2.1.2 Enterprise SCADA Architecture 

The following depicts the larger American Water Ignition landscape.  Individual plant systems are at the bottom. 
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2.1.3 Plant SCADA Hardware 

Driving towards high availability and virtualization, the following hyperconverged system will be preferred.  Note: Smaller 
plants may elect to use standalone server-class machines, however the use of hyperconverged systems should always be 
the priority. 

The preferred hardware platform will be the: 

STRATUS ftServer 2910/4910 platform  

https://resource.stratus.com/datasheet/ftserver/?_ga=2.2855152.1539697398.1637341521-1230269314.1637341521 

 

 

 

 

 

 

 

https://resource.stratus.com/datasheet/ftserver/?_ga=2.2855152.1539697398.1637341521-1230269314.1637341521
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2.1.4 Plant SCADA Operating System 

Windows Server 2019 will be standard server deployment Operating System.  Redhat and SUSE LINUX are also acceptable.  
All systems will be virtualized on VMWare.  Stratus has advantageous VMWare licensing. 

 

2.1.5 Plant SCADA Database 

Windows SQL Server 2019 will be the standard database deployment. 

 

2.1.6 Plant SCADA System Sizing 

The following is the recommended system sizing for the gateway and database servers. 

Ignition Gateway(s) 

CPU – 4 CPU 

RAM – 32GB 

Disk space – 200GB 

 

SQL Server 

CPU – 4 CPU 

RAM – 32-64GB 

Disk space – 200GB OS and a 2TB or larger Data / Log 
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2.1.7 Plant Ignition Licenses and Modules 

The following are the standard (typical) system modules that need to be installed and licensed. 

Alarm Notification 

Voice Notification 

SMS Notifications 

TTS Voice_en_us_Katherine 

SQL Bridge 

Tag Historian 

Enterprise Administration Agent 

Ignition Platform 

OPC-UA / OpcCom 

Modbus Driver 

Allen-Bradley Driver 

Perspective (Unlimited) 

Symbol Factory 

Reporting 

Cirrus Link MQTT Transmission  (current version is 4.0.11) 

Redundancy (for redundant systems) 

Totalcare Support (includes upgrades) 
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3 SYSTEM CONFIGURATION AND COMMISSIONING 

3.1 Windows OS Base Configuration  

The following are the key settings for both the Ignition Gateways and SQL Servers. 

 

Networking – IPv4  (note: IPV6 should be disabled / unselected) 

IP Address / Mask / Default Gateway – statically assigned SCADA local. 

DNS Servers – 10.1.80.15 , 10.2.80.15 , 10.1.80.16 

DNS Suffix – awscada.net 

 

Computer Name 

Name Format:  xx-yyyyyy-zz## 

xx=state (e.g., NJ, PA, MO, etc.) 

yyyyyy = site (e.g., BEDMIN, HOPEWL, etc.) 

zz## = system (e.g., IG01, IG02, DB01, WS01, etc.) 

 

Active Directory Domain 

Active Directory Domain – awscada.net 

 

Firewall 

Windows Firewall – Disabled (All zones) 

 

App and Browser Control 

Check Apps and Files – Off  (this is recommended as “Smart Screen” can slow down installs) 
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3.2 Windows OS Required Software Installs 

The following software must be installed on all SCADA Computers: 

Chrome Browser 

Copy down the installer from the following and run locally as an Administrator 

\\10.1.80.34\scada_temp_fileshare\Chrome 

Big Fix Agent 

Copy down the Windows Deployment folder from the following and run the setup locally as an Administrator 

\\10.1.80.34\scada_temp_fileshare\BigFix 

McAfee 

Copy down the SCADA Frame Package installer from the following and run locally as an Administrator 

\\10.1.80.17\Mcafee\McAfee Agent 

 

Ignition Installer – Only needed on Ignition Gateways 

SQL Server 2019 – Only needed on SQL Database Servers 

SQL Server Management Studio (SSMS) – Only needed on SQL Database Servers 

 

3.3 Database Configuration 

The standard database technology used will be Microsoft SQL Server (MSSQL) version 2019.  This database will be used to 
store all of the historized values within Ignition as well as the configuration, auditing, and location data. This is a built-in 
Ignition configuration. The default table structure will be used as provided by Ignition. 

The SQL install and databases and logs should be on a separate volume as the Windows OS. 

During SQL installation, ensure the following: 

Enable Feature – Database Engine Services 

Leave Default Instance Name – (Typically) MSSQLSERVER 

Use Mixed Mode Authentication (Windows and SQL Server Authentication) 

Ensure SA User is set and a unique password is safely recorded 
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Using SQL Server Configuration Manager, ensure the following: 

 SQL Server Services – SQL Server Browser Running as a Service 

 SQL Server Network Configuration 

  Protocols – TCP/IP Enabled 

ADVISED TO RESTART THE SQL SERVER HERE 

 

Using SQL Server Management Studio (SSMS): 

Create a new Security Login (local SQL User) 

Select SQL Server Authentication 

Login Name - ignitionsql 

Password:        Safely record and retain 

Unselect: Enforce Password Policy, Enforce Password Expiration, User Must Change Password At Next Logon 

Server Roles – public and sysadmin 

 

Create the following database: 

Historian 

 

After that has been created, download or copy the most recent “SCADA_DB.sql” file to the SQL Server 

The file is kept here: 

https://amwater.sharepoint.com/:f:/r/sites/EnterpriseIgnition/Shared%20Documents/General/SCADA/Ignition%20Server%2
0Files/Current%20Released%20Version?csf=1&web=1&e=JU11CP 

 

Open the “SCADA_DB.sql”  file from File  Open within SSMS 

Click Execute to run the file.  This should create a second database called SCADA 

 

You are done on the SQL Server. 

https://amwater.sharepoint.com/:f:/r/sites/EnterpriseIgnition/Shared%20Documents/General/SCADA/Ignition%20Server%20Files/Current%20Released%20Version?csf=1&web=1&e=JU11CP
https://amwater.sharepoint.com/:f:/r/sites/EnterpriseIgnition/Shared%20Documents/General/SCADA/Ignition%20Server%20Files/Current%20Released%20Version?csf=1&web=1&e=JU11CP
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3.4 Ignition Gateway Configuration and Commissioning 

To maintain a robust and standardized Ignition SCADA platform, the following sections must be adhered to.  This will 
allow for easy import of our standard SCADA project template, integrate with authentication mechanisms, and lead to a 
more supportable landscape. 

After installing the Ignition application, you will be directed to the following URL http://localhost:8088 where you will 
need to accept the EULA and create an administrator username and password.  Please do so and safely record the 
username and password.  Make sure you have installed the Ignition application on both the Primary and Redundant 
Servers.  Start the gateways (which are an active service) and select Start From Scratch. 

 

Configure the following items on BOTH the Primary and Redundant Server: 

3.4.1 Gateway Naming and Licensing 

From the left bar Nav, Select the Config Cog and then Gateway Settings.   

Edit “System Name” to include what the Windows Server name is.  e.g. VA-HOPEWL-IG01 or IG02 (Virginia 
Hopewell Ignition Gateway01 or Gateway02).   

In this example: Ignition-VA-HOPEWL-IG01  Ensure “Ignition-“ precedes the name. 

 

From the left bar Nav, Select the Config Cog and then Licensing.  Apply the license key to the system.  If you are 
building the system outside of the plant, and Internet is accessible, the license will activate online.  If you are in 
plant, you will need to follow the steps for an off-line activation 

https://inductiveuniversity.com/videos/offline-activations/8.1 

 

3.4.2 Gateway Redundancy 

On Both Gateway Servers (IG01 and IG02)  

From the left bar Nav, Select the Config Cog and then Gateway Network.   

General Settings Tab, ensure the following are set or checked.   

Enable, Require SSL, Allow Incoming Connections.   

Ensure “Connection Policy” is set to ApprovedOnly 

On the Redundant Server (IG02) 

From the left bar Nav, Select the Config Cog and then Gateway Network.   

Outgoing Connections Tab, click “Create New Outgoing Gateway Connection” 

http://localhost:8088/
https://inductiveuniversity.com/videos/offline-activations/8.1
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Host – IP Address of IG01 

Ensure “Enabled” and “Use SSL” are checked. 

On the Primary Server (IG01) 

From the left bar Nav, Select the Config Cog and then Gateway Network.   

Incoming Connections Tab – Approve the connection from IG02 in the top section.  Accept the Certificate from 
IG02 in the bottom section.  The bottom status should transition to “Running” after a few seconds. 

On the Primary Server (IG01) 

From the left bar Nav, Select the Config Cog and then Redundancy.   

Set the Mode to MASTER and Standby Activity Level to WARM. 

On the Redundant Server (IG02) 

From the left bar Nav, Select the Config Cog and then Redundancy.   

Set the Mode to BACKUP and Standby Activity Level to WARM. 

Set the Master Node Address to the IP Address of IG01 

 

If redundancy is configured correctly, you will see the following on the Status Overview Page on IG01: 

 

At this point most, if not all configurations will be done from the Primary Gateway (IG01)  

 

3.4.3 Gateway Network To Enterprise Portal DEV and PROD 

On the Primary Server (IG01) 

From the left bar Nav, Select the Config Cog and then Gateway Network.   

Outgoing Connections Tab, click “Create New Outgoing Gateway Connection” 

DEV Gateway Connection 
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Host – IP Address From The Development Gateway Network Table Below (Based On State) 

Ensure “Enabled” and “Use SSL” are checked. 

 

DEVELOPMENT GATEWAY NETWORK   

WV, VA, MD, NJ, KY, TN, IN, MSG 10.2.80.100  (ENTPLIGMQ020) 

MO, IL, IA, PA, CA, HI 10.2.80.101  (ENTPLIGMQ021) 

Note: Please inform the Corporate Team (Rob Raffaele) as these connections must be approved in the 
Enterprise Gateway before the connection will finish. 

 

Outgoing Connections Tab, click “Create New Outgoing Gateway Connection” 

PROD Gateway Connection 

Host – IP Address From The Production Gateway Network Table Below (Based On State) 

Ensure “Enabled” and “Use SSL” are checked. 

 

PRODUCTION GATEWAY NETWORK   

WV, VA, MD, CA, HI 10.1.80.100  (ENTPLIGMQ001) 

KY, TN, IN, MSG 10.1.80.101  (ENTPLIGMQ002) 

PA 10.1.80.102  (ENTPLIGMQ003) 

NJ 10.1.80.103  (ENTPLIGMQ004) 

MO, IA, IL 10.1.80.104  (ENTPLIGMQ005) 

Note: Please inform the Corporate Team (Rob Raffaele) as these connections must be approved in the 
Enterprise Gateway before the connection will finish. 
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3.4.4 Enterprise Administration (EAM) To Enterprise 

Note: This can’t be done until the gateway network to DEV and PROD is completed and accepted at the enterprise 
level. 

On the Primary Server (IG01) 

From the left bar Nav, Select the Config Cog and then Enterprise Administration Setup 

Select “Agent” and on the following screen, “New Agent”.  On the following screen, drop down the “Controller” 
and select “Ignition-entpligmq030”.  No other changes are needed. 

Note: Please inform the Corporate Team (Rob Raffaele) as this EAM Agent must be approved in the Enterprise 
Gateway before the connection will finish. 

 

3.4.5 Database Connections 

On the Primary Server (IG01) 

From the left bar Nav, Select the Config Cog and then Databases Connections,  

click “Create New Database Connection” – First One 

Select “Microsoft  SQLServer”  

Name – SCADA 

Connect URL - jdbc:sqlserver://x.x.x.x\MSSQLSERVER  (x.x.x.x is the IP of the DB server and also assumed you left 
the DB instance to default of MSSQLSERVER)  

Username / Password – ignitionsql  /  your saved password 

Extra Connection Properties - databaseName=SCADA 

After creating the status should show as “Valid” 

 

click “Create New Database Connection” – Second One 

Select “Microsoft  SQLServer”  

Name – Historian 

Connect URL - jdbc:sqlserver://x.x.x.x\MSSQLSERVER  (x.x.x.x is the IP of the DB server and also assumed you left 
the DB instance to default of MSSQLSERVER)  

Username / Password – ignitionsql  /  your saved password 
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Extra Connection Properties - databaseName=Historian 

After creating the status should show as “Valid” 

 

3.4.6 Audit Profile 

On the Primary Server (IG01) 

From the left bar Nav, Select the Config Cog and then Security Auditing 

Click “Create New Audit Profile” 

Select “Database” 

Name – SCADA_Audit_Profile 

Database – Historian 

 

From the left bar Nav, Select the Config Cog and then Security General 

Gateway Audit Profile – Select SCADA_Audit_Profile 

 

3.4.7 SMTP (email) Profile 

On the Primary Server (IG01) 

From the left bar Nav, Select the Config Cog and then Networking Email Settings 

Click “Create New SMTP Profile” 

Name – AW_Email 

Hostname – mail.amwater.net 

 

3.4.8 Users / Roles 

On the Primary Server (IG01) 

From the left bar Nav, Select the Config Cog and then Security Users,Roles 

Click “Create New User Source”     Note: This is the first one (Local) 

Select “Internal” 
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Name – SCADA 

Failover Source – Default 

Failover Mode – Soft 

 

After Saving, and back in the list, on SCADA, click “more” and select Manage Users 

Click the Roles Tab 

Create the following three role names: (mind the case sensitivity) 

Ignition_Admin 

Ignition_Operator 

Ignition_Supervisor 

Click the “Users” tab and select Add User 

Create a new local user that can be used as a SCADA HMI Admin separate from the actual Gateway Admin 
Account.  It can also act as an emergency account if LDAP/AD is not available. 

Recommend-  Username: admin,  Password set and safely record,  First Name Admin, Role – Ignition_Admin 

 

Click “Create New User Source”   Note: This is the second one (LDAP/AD) 

Select “AD/Internal Hybrid” 

Name – AW_LDAP 

Failover Source – SCADA 

Failover Mode – Soft 

Cache Validation Timeout – 43200000 

Domain – amwater.net 

Primary Domain Controller Host - 10.3.64.11 

Gateway Username and Password – Request a unique service account from the Corporate Team (Rob Raffaele).  
DO NOT USE A USER’S ACCOUNT OR A SHARED ACCOUNT 

Select Advanced Properties 

Secondary Domain Controller - 10.2.64.10 
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User Listing Base - (OU=Domain Users,DC=amwater,DC=net)     note: you must include the brackets 

 

After Saving, and back in the list, on AW_LDAP, click “more” and select Manage Users    note: this may take a few 
minutes 

Click the Roles Tab 

Create the following three role names: (mind the case sensitivity) 

Ignition_Admin 

Ignition_Operator 

Ignition_Supervisor 

 

3.4.9 Identity Providers 

On the Primary Server (IG01) 

From the left bar Nav, Select the Config Cog and then Security Identity Providers 

Click “Create New Provider” 

Select “Ignition” and next 

Provider Name – SCADA 

User Source – SCADA 

 

3.4.10 Gateway Security 

On the Primary Server (IG01) 

From the left bar Nav, Select the Config Cog and then Security General 

Designer Roles – Administrator, Ignition_Admin 

Gateway Config Permissions - Authenticated/Roles/Administrator,Authenticated/Roles/Ignition_Admin 

Below this, select “Users must belong to at least one of these security levels in order to login to the 
configuration section.” 

Status Page Permissions -  remove anything in here and leave blank 

Below this, select “Users must belong to at least one of these security levels in order to login to the 
configuration section.” 
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Home Page Permissions – leave blank 

Below this, select “Users must belong to at least one of these security levels in order to login to the 
configuration section.” 

 

3.4.11 Tag Provider - History 

On the Primary Server (IG01) 

Verify that the following History provider is in place: 

Provider Name – Historian 

Datasource History Provider 

 

If there is also a Tag History provider called “SCADA” edit and disable it. 

 

3.4.12 Tag Provider – Real Time 

On the Primary Server (IG01) 

From the left bar Nav, Select the Config Cog and then Tags Realtime 

Click “Create New Realtime Tag Provider”    

Select “Standard Tag Provider” 

Name – SCADA 

Default Database – Historian 

Tag Write Permissions - Authenticated/Roles 

Below this, select “Users must belong to at least one of these security levels in order to edit this 
provider's tags.” 

Tag Editing Permissions - Authenticated/Roles 

Below this, select “Users must belong to at least one of these security levels in order to edit this 
provider's tags.” 

 

3.4.13 Alarming Journal 

On the Primary Server (IG01) 
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From the left bar Nav, Select the Config Cog and then Alarming Journal 

Click “Create New Alarm Journal Profile” 

Select Database 

Name – SCADA 

Database - Historian    

 

3.4.14 MQTT History Store 

On the Primary Server (IG01) 

From the left bar Nav, Select the Config Cog and then MQTT Transmission History.   

Select Edit on “Default In-Memory Store” 

Change Name To – Dev History Store 

Check – Enabled 

Type – Disk-Backed 

Edge Node Tag Capacity – 2000000 

Device Tag Capacity – 2000000 

Flush Quantity – 10000 

Flush Period – 5000 

 

Click “Create New Transmission History Store” 

Name - Prod History Store 

Type – Disk-Backed 

Edge Node Tag Capacity – 2000000 

Device Tag Capacity – 2000000 

Flush Quantity – 10000 

Flush Period – 5000 

 



Page 23 of 28 

3.4.15 MQTT Transmission To Enterprise Portal DEV and PROD 

On the Primary Server (IG01) 

From the left bar Nav, Select the Config Cog and then MQTT Transmission Settings.   

Click on the “Sets” Tab 

Click “Create New MQTT Set” 

DEV MQTT SET 

Name – Dev Set 

Primary Host ID – xxxxxxxx    Name From The Development MQTT Table Below (Based On State) 

 

DEVELOPMENT MQTT  SERVER NAME 

MO, IL, PA, CA, HI, WV, VA, MD, NJ, KY, TN, IN, IA, 
MSG 

ENTPLIGBE020 

 

 

Click “Create New MQTT Set” 

PROD MQTT SET 

Name – Prod Set 

Primary Host ID – xxxxxxxxx    Name From The Production MQTT Table Below (Based On State) 

 

 

PRODUCTION MQTT  SERVER NAME 

WV, VA, MD, CA, HI ENTPLIGBE001 

KY, TN, IN, MSG ENTPLIGBE003 
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PA ENTPLIGBE005 

NJ ENTPLIGBE007 

MO, IA, IL ENTPLIGBE009 

 

From the left bar Nav, Select the Config Cog and then MQTT Transmission Settings.   

Click on the “Servers” Tab 

Click “Create New MQTT Server” 

DEV MQTT SERVER 

Name – xxxxxxxxx    Name From The Development MQTT Table Below (Based On State) 

URL – tcp://x.x.x.x:1883    IP From The Development MQTT Table Below (Based On State) 

 

DEVELOPMENT MQTT  SERVER NAME   IP ADDRESS 

WV, VA, MD, NJ, KY, TN, IN, MSG ENTPLIGMQ020    10.2.80.100 

MO, IA, IL, PA, CA, HI ENTPLIGMQ021     10.2.80.101 

 

Server Set – Dev Set 

Username – edgetransmitter 

Password – Request from Rob Raffaele 

Click “Create New MQTT Server” 

PROD MQTT SERVER 

Name – xxxxxxxxx   Name From The Production MQTT Table Below (Based On State) 

URL – tcp://x.x.x.x:1883    IP From The Production MQTT Table Below (Based On State) 
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PRODUCTION MQTT  SERVER NAME       IP 

WV, VA, MD, CA, HI ENTPLIGMQ001      10.1.80.100 

KY, TN, IN, MSG ENTPLIGMQ002      10.1.80.101 

PA ENTPLIGMQ003      10.1.80.102 

NJ ENTPLIGMQ004      10.1.80.103 

MO, IA, IL ENTPLIGMQ005      10.1.80.104 

 

Server Set – Prod Set 

Username – edgetransmitter 

Password – Request from Rob Raffaele 

 

From the left bar Nav, Select the Config Cog and then MQTT Transmission Settings.   

Click on the “Transmitters” Tab 

Click “Create New Settings” 

DEV MQTT TRANSMITTER 

Name – Dev Transmitter 

Tag Provider – SCADA 

Tag Path – Edge Nodes/xx/yyyyyy  -  xx= state yyyyyy=sitename (mapcall) 

Set – Dev Set 

History Store – Dev History Store 

 Group ID – xx    xx=State 

Edge Node ID – yyyyyy   yyyyyy=sitename (mapcall) 
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Click “Create New Settings” 

PROD MQTT TRANSMITTER 

Name – Prod Transmitter 

Tag Provider – SCADA 

Tag Path – Edge Nodes/xx/yyyyyy  -  xx= state yyyyyy=sitename (mapcall) 

Set – Prod Set 

History Store – Prod History Store 

 Group ID – xx    xx=State 

Edge Node ID – yyyyyy   yyyyyy=sitename (mapcall) 

 

3.4.16 Ignition Configuration File Changes 

On the Primary Server AND Redundant Server 

From the Windows File Explorer, navigate to: 

C:\Program Files\Inductive Automation\Ignition\data 

Open ignition.conf with notepad 

 

Add the following line to the section Java Additional Parameters 
 

# Java Additional Parameters 

wrapper.java.additional.4=-Dperspective.ws.disablePermessageDeflateExtension=true 

 

Adjust the Java Heap Size.   

The Default is 2GB but recommended to set it to half of the physical memory of the server: 

For example, if the server has 32GB of RAM, set the max Java Heap size to 16384 

# Maximum Java Heap Size (in MB) 

wrapper.java.maxmemory=xxxxx   
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Save the ignition.conf file on both the primary and redundant server. 

 

These changes will require the Ignition service to be restarted to take effect. 
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4 FUTURE USE… 
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1 Overview 
This document provides a roadmap for developing within the American Water Ignition SCADA platform.  
The following guidelines give examples and rules for developing user interfaces, managing Ignition 
resources, and development best practices within the Ignition platform. Following these UI guidelines 
will provide cohesiveness from the biggest water system all the way down to the smallest site. The 
standards are driven by the follow criteria: 

• Create effective tools for the safety and efficiency of the end user 
• Assist in rapid response to abnormal equipment behavior 
• In the case of multiple abnormal conditions, assist in deciding which condition to attend to first 
• Highlight failure of equipment to make it apparent to the end user 
• Create efficient ways for development and maintenance of Ignition resources 

The criteria defined in the document should be used as a guideline and be as closely followed as 
possible. This document should not take the place of good engineering and judgement but rather aid the 
decisions throughout the design process.  However, any modifications and/or deviations from the 
defined standards will go against the spirit of enterprise commonality, along with the desire for 
adherence to the widely accepted industry guidelines associated with ISA101-TR101.02-2019 HMI 
Usability and Performance. 

2 American Water Standards – Guiding Principles 
These guiding principles provide a high-level overview of anticipated UI standard specifications. The 
ultimate goal of these standards is to create a functional and effective HMI, while taking advantage of 
templates and commonality throughout the entire American Water enterprise. These principles and 
recommendations are based off the ISA101 documentation related to High Performance HMIs. Some of 
these guiding principles are as follows: 

• Optimize operator situational awareness 
• Put data in context to minimize the need for interpretation.  
• Make the most important information stand out. Red indicates an abnormal situation. 
• Avoid presenting unnecessary information, which detracts from the clear presentation of 

needed data, such as unnecessary and/or elaborate depictions of equipment  
• Avoid using unnecessary animation.  
• Avoid colored backgrounds, other than light grey  
• Only use red to draw the operator’s attention to abnormal conditions. If other colors are used 

for a specific purpose, be consistent in meaning.  
• Utilize a common color schema/definition that minimizes the number of different colors used 

and standardizes the use cases for color indication.   
• Distinguish alarms by more than color alone (use shape and/or number) to avoid problems with 

color blindness.    
• Use graph presentations where helpful to take advantage of the benefits related to High-

Performance techniques and optimization.   
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• Show analogs as graphic elements (e.g., vertical/horizontal bars, trendlines or gauges), where 
applicable.    

• Show related values side by side.  
• Use trends where graphical time-based analysis is required and/or pertinent  
• Group data that belongs together. Use separate areas on a page if necessary.  
• Use same type of graphic for similar information  
• Use specific colors for specific things. Avoid duplicate meanings for colors. See Colors and 

Graphics.  
• Be consistent in naming objects across all related pages.  
• Place navigation buttons in a consistent place.  
• Line up columns of numbers by location of the decimal point where it makes sense 
• Flow generally from left to right  
• When a P&ID format is used, include only objects necessary to convey pertinent information. 

3 HMI Standards 
It is our intent/desire to provide a common definition of styles and object templates so as to standardize 
the look and feel, as well as optimize the development cycle for all future Ignition project development.  
A common repository (or set of Project(s)) will be the basis for development to accommodate this 
functionality.  The following styles and templates can all be found in the Templates Ignition project on 
the American Water Network. As a rule of thumb, page sizes will be developed specifically to work for 
350px, 750px, and 1920px wide for mobile, tablet, and desktop environments, respectively. These sizes 
are typical screen resolutions of phones, tablets, and desktops. 

3.1. Color and Graphics 
The HMI will utilize a ‘high-performance’ color template, assigning white, black, and shades of grey for 
normal operating processes. White will be used to symbolize running or opened. Dark grey will be used 
to symbolize stopped or closed. Flashing red will be used to symbolize abnormal or alarm conditions. In 
addition to color, the component should also indicate its state by text in consideration for color 
impaired users. Black will be used to outline the component.  Definitions of standardized Color Palettes 
will be discussed in future sections of this document. 

      

Figures 3.1.1 - P&ID examples of pump in On/Off/Alarm states 

In addition to the above standards, the following is a recommended formatting structure for alarm 
styling across the HMI template:  

• High-level overview screens with components in alarm will outline the row of the faulted 
component in red as defined above.  

• The associated alarm category will be displayed next to the label in alarm 
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Interlocks will show a yellow lock symbol next to the component with an active interlock.  This will also 
show on the faceplate for that device with further details as to what interlock is active.  If all interlocks 
are not active, the faceplate will show all interlocks as gray, and the interlock symbol will disappear.  

Note: A component in alarm that also has an active interlock will show both the red and yellow outlines 
around the component.  

3.2. Color Palette 
The colors codes specified in this document shall be as follows. 

Color Color 
Code 

Light Grey #C0C0C0 
Dark Grey #808080 

White #F8F8FF 
Black #000000 

Bright Red (critical alarm) #FF0000 
Dark Red (high alarm) #AC0000 

Orange (medium alarm) #FF8C00 
Yellow (low alarm) #FFFF00 

Purple (diagnostic alarm) #F54BEA 
Green #50C878 

Light Blue (acknowledged alarm) #4472C4 
Blue #0000FF 

Table 3.2.1 – Standard Color Palette 

It is recommended to utilize the sparkline colors listed in the tables below.  Note the separate colors for 
better viewing between light and dark mode. For charts with only one KPI, the first and default color will 
be blue or light blue (#1865e0 or #obb4ff).  For each additional sparkline per chart, the second color will 
be used, then third, etc. until all colors are used.  

If individual states wish to deviate from the below colors, it should be noted in the individual design 

standards document.  

 

 Sparkline Colors (Light Theme) Color 
Code 

Sparkline 01 - Blue #1865e0 
Sparkline 02 - Green #219764 

Sparkline 03 - Orange #d97700 
Sparkline 04 - Purple #9b19f5 

Sparkline 05 - Magenta #790d44 
Sparkline 06 – Gold #777307 

Table 3.2.2 

 

 

 

Sparkline Colors (Dark Theme) Color 
Code 

Sparkline 01 – Light Blue #0bb4ff 
Sparkline 02 – Light Green #50e991 

Sparkline 03 – Pink #fdcce5 
Sparkline 04 – Gold #cca357 

Sparkline 05 – Yellow #e6d800 
Sparkline 06 – Orange #ffa300 

Table 3.2.3 
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3.3. Alarms 
Specific icons and color designations for Alarm conditions should be solid red if there is an active alarm 
and turn grey if there are no alarms.  Alarm color should draw attention. See below figure for an 
example of an active alarm icon on a widget.  Clicking this icon should open an alarm page to see 
specifics on the active alarm. 

The alarm dock is located at the top right corner of the screen in the header.  This dock gives an overall 
awareness of alarms of varying criticality within the entire system.  Clicking on a symbol will produce a 
slide out dock from the bottom of the screen with the active alarm within the priority that you clicked – 
See figure 3.3.4.  These same symbols are part of the symbol graphics for components within the 
system.   

 

Figure 3.3.1 – Standard Alarm Dock 

In addition to the UI color palette, the alarms have a color pallet.  Symbol colors, shapes, numeric values 
that correspond to the criticality of an alarm.   

Criticality Symbol Shape Number Color Code Color Notification 

Critical   1 #FF0000   E-mail, SMS, VoIP, On-
screen  

High   2 #AC0000   E-mail, SMS, On-screen  

Medium   3 #FF8C00   On-screen  

Low   4 #FFFF00   On-screen  

Diagnostic   5 #F54BEA   On-screen  

Table 3.3.2 – Alarm Criticality Color Palette 
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The alarm status page also had an array of colors that indicate whether an alarm has been 
acknowledged or not and whether it has been cleared.  The table below indicates the color scheme for 
the status of an alarm and its criticality. 

Alarm Status Criticality Color Code Color 

Active/Unacknowledged 

diagnostic #FFFFFF   
low #F28787   

medium #E86D6D   
high #E25353   

critical #DB3939   

Active/Acknowledged 

diagnostic #FFFFFF   
low #C47977   

medium #AA5553   
high #913837   

critical #7C2320   

Cleared/Unacknowledged 

diagnostic #FFFFFF   
low #A0BEEF   

medium #7198D6   
high #507ABF   

critical #2E5EAA   

Cleared/Acknowledged 

diagnostic #FFFFFF   
low #F9F9F9   

medium #F2F2F2   
high #E8E8E8   

critical #DCDCDC   
Table 3.3.3 – Alarm Status Color Palette 
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Figure 3.3.4 – Alarm Status dock 

3.4. General UI 
The following is a general guideline for creating HMI interfaces for sites.  The SCADA layer should 
attempt to have muted colors such as black, greys, and whites as much as possible. 

3.4.1 HMI Navigation 
The following details outline the best practices for creating views at the HMI/SCADA level. The following 
figure gives a general layout of the HMI described in the below sections. 

The first level of navigation is through the main Navigation Menu, which is accessible with any viewing 
client. This menu will allow users to navigate between major application functionality components, such 
as HMI, Trending, Alarming and System Health screens.  This menu will be accessible along the left-side 
of the screen environment.  It is configured to be collapsible so that the developed screens/pages within 
the system can be maximized for the users’ convenience. 

In general, the following format should be followed. The Application navigation menu should 
be consistently on the left side of the page. The alarm panel should be at the bottom of the 
page. The main area will contain the details for what tabs have been selected in the HMI 
navigation menu.  
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Figure 3.4.1 – Main application navigation menu 

 The second navigation method is through the HMI Navigation Menu.  This menu is accessible while in 
the HMI application area of the system.  This is constructed from the site-specific Location Model 
configuration of the hierarchy of systems and processes within the SCADA systems’ operational control.  
It is a multi-level tree structure that allows for the nesting of parent-child relationships for graphical 
screens within the system.   

 

 

Figure 3.4.2 – HMI Navigation Example 

 

The menu structure will be displayed at the top of the display area of the monitor, within the HMI 
application.  This menu displays the process for the current site (e.g., Borman Park WTP), and allows 
users to navigate between these processes in a drill-down format.  If a selected process contains any 
subprocess, those subprocesses will be displayed in the navigation bar once the process is selected.  

An additional method to navigate the HMI locations is a tree-based navigation.  Clicking on the tree icon 
on the HMI Navigation Menu will slide out the tree which will be automatically expanded to find and 
click locations that may be deeper in the hierarchy to prevent more clicks. 
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This is accessible from a tree icon in the upper right-hand corner of the HMI environment. 

 

FIGURE 3.4.3 – NAVIGATION QUICK SELECT TREE (EXAMPLE) 

3.4.2 Alarm Details 
This page will give the user the ability to interact with alarms. Functions such as acknowledging, 
shelving, and viewing historical events will be done on this page. The following shall be the case for this 
page.  

• The alarm page will list alarms by date and time of arrival, the most recent being at the top of 
the list. 

1. The highest priority alarms shall always appear at the top of the list and sort accordingly 
down the list based on the criticality of the alarm 

2. Then, within the criticality groups, the alarms shall be listed in the time they occurred 
with the most recent at the top 

• Each alarm will be identified by number and/or the identifier of the source of the alarm (e.g., 
Pump 1) and by a descriptor (e.g., High pressure alarm). 

• Alarms can be selected by touch or mouse-based on the environment the user is in 
• The alarm page will have alarm acknowledge and reset buttons located at the bottom of the list. 

This menu will appear when an alarm(s) is selected 
• An unacknowledged alarm will flash the background red. The text will be in black and will not 

flash.  
• Acknowledging an alarm will cause the background to the alarm to go steady with a blue color   
• The alarm page shall identify what level of criticality the alarm is by text  
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• The defined priority level of an alarm will dictate whether the alarms shall remain on the page 
until reset.  The highest priority alarms will follow this criterion.  

1. It will not be possible to reset such alarms from the page when the source of the alarm 
is still in the alarm condition.  

• Some alarms that are defined at a lower priority (or criticality) level shall not require a reset to 
remove from the page. If the source of the alarm disappears after the alarm has been 
acknowledged, the alarm will also disappear.  

• It will not be possible to reset a Priority 1 alarm from the page when the source of the alarm is 
still in the alarm condition.  

• A history of alarms shall also be stored (i.e., Alarm Journal). It will be possible to call up an Alarm 
Journal page showing a historical list of alarms with sorting capabilities.  

• Each page will have an alarm menu at the bottom to see a quick glance of the alarms giving the 
user the ability to interact with them. Selecting an “Alarm Details” button will take the user to 
the Alarm Details page to view more detailed information.  

• It will be possible to sort alarms on the Alarm Page. The user will be able to sort based off text, 
criticality, alarm status, etc.  

The following figure gives an example of what the alarming page should look like. 

 

Figure 3.4.1 – Alarm Details and Alarm Journal Page Example 

3.4.3 Trending Details 
This page will give the user the ability to view historical tag values on a trend chart. With this tool, the 
user can add pens, change color and scaling, print off CSVs or images of the trend, make custom notes, 
place markers on the trend, and much more.  

See the Ignition User Manual 8.1 to see a comprehensive guide on what you can do with the Perspective 
– Power Chart component.  
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Perspective - Power Chart - Ignition User Manual 8.1 - Ignition Documentation  

On top of existing features built into the Power Chart component, the Ad Hoc Trending page has 
features that do not come standard.  These features are in the gray header above the chart.  Some of 
these features include the ability to save and load from both a CSV file and as well as a database.  Saving 
to the database allows the pen to be saved as a private pen, which will only be displayed in the drop 
down to the user who created it or saved as a public pen which will be displayed in everyone’s drop 
down and will be noted as such. 

Other options are modifying the update rate of the chart, pausing the chart, and adding a title to the 
chart which added when a pen group is saved. 

 

Figure 3.4.3 – Trending Page Example 

  

https://docs.inductiveautomation.com/display/DOC81/Perspective+-+Power+Chart
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3.4.4 Diagnostic and Supporting Information 
This page will give the user the ability to view the status of the gateway and any other supporting 
diagnostic information that is useful for the end user’s operation of the equipment. The following figure 
gives an example of what a diagnostic page could look like. Any further supporting information can also 
be added to this page on a separate tab. 

 

Figure 3.4.4 – Diagnostics Page Example 

3.4.5 Styles 
3.4.5.1 Widget Styles 
All widgets should be designed so they can be used in mobile, tablet and desktop environments. 
Widgets should all be designed with a similar title, content, and button (if necessary) sections as 
depicted in the figure below.  The default width for a widget is 350px but should be able to “grow” or 
“shrink”. The title section should be 30px in height.  
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Figure 3.4.5.1.1 – Example Widget 

The following are the preferred styles to be used for components within a widget. 

Component Style/Template Path 
Root Container Widget/Component_Style 

Title* Widget/Component_Title 
Data label** Widget/Component_Label_Right 
Data Value** Widget/Component_Value_Left 

External View*** Widget/EmbeddedViewBorder 
Sparkline Graph Global Components/Sparkline Value 

Table 3.4.5.1.2 – Component Styles 
*Depending on the data to be displayed, there are multiple title options that can be used 
**Depending on the data to be displayed the “Left”, “Center”, and “Right” styles can all be used 
***Used for embedded view external styling 

3.4.5.2 Menu Styles 
Component Style/Template Path 

Background Color Menu/Background_Color 
Item Menu/Item 

Selected Item Menu/Item_Selected 
Sub Item Menu/subItem 

Selected Sub Item Menu/subItemSelected 
Table 3.4.5.2.1 – Menu Styles 

3.4.5.3 Button styles 
Buttons shall be label components in Perspective, repurposed and styled as buttons. This allows for 
more versatility with custom styles rather than the built-in styles provided by the button component. 
Styles for different modes of button functionality can be found in the Component Styles Palette section 

The styles specified can be found in the “Templates” project, which is present on each gateway. 

Component Style Path 
Enabled Primary Button Framework/Buttons/Primary_Enabled 
Disabled Primary Button Framework/Buttons/Primary_Disabled 

Enabled Secondary Button Framework/Buttons/Secondary_Enabled 
Disabled Secondary Button Framework/Buttons/Secondary_Disabled 

Selected Run Button Framework/Buttons/Run_Selected 
Unselected Run Button Framework/Buttons/Run_Unselected 
Selected Stop Button Framework/Buttons/Stop_Selected 

Data Label* Widget/Component_Label_Center 
Data Value* Widget/Component_Value_Left 

Component in Alarm Widget/Component_Value_Alarm 
External View** Widget/EmbeddedViewBorder 
UI Background Default Perspective Background, no style used, the default matches the 

white color specified in the color palette 
Table 3.4.5.3.1 – Button Styles 

*Depending on the data to be displayed the “Left”, “Center”, and “Right” styles can all be used 
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**Used for embedded view external styling 

4 Ignition Development Standards 
4.1. Project Definitions 

Section Intentionally left blank – Future  

4.2. Scripts 
Ignition scripting uses the Python programming language.  Scripts can be placed into many aspects of 
the application, such as a binding to components, tags, alarming, reporting, project scripts, and gateway 
scripts.  Scripting standards include the use of headers, comments, and the use of in-script named 
queries.  While the use of scripting within the Ignition platform provides an extensive level of capability 
and functionality, it is our intent to minimize the use of scripting, as much as possible, to provide 
systems that are easy to maintain, reverse-engineer (troubleshoot) and replicate throughout the 
enterprise. 

Project Library scripts are custom functions that can be called from anywhere in the project.  These 
scripts are useful when the same script is used repeatedly. Scripts can also be an inherited resource for 
use between multiple projects.  See below figure for an example of project scripts as well as a script 
used in the project. There will be a header that includes the author, company, date of creation, and 
description. That includes the author, company, date of creation, and description.  Any future changes 
to the script should be documented underneath the description section and specify the author, date of 
change, and a brief description of what change was made. All scripts should have a similar header as the 
below example 

 

Figure 4.2.1 - Script description header 

4.3. Named Queries 
A named query is a secure method to execute a repeated query from any location in the project.  Using 
a named query gives the Ignition Gateway the opportunity to restrict access using Security Zones and/or 
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User Roles.  These queries are invoked within a script or binding.  Named query standards require a 
description to be used on each query of where it is to be used within the project.  See below figure for 
an example of a named query description. All named queries should be documented with a description, 
author, company name, date created, and date updated. 

 

Figure 4.3.1 - Named query description 

4.4. Pages and Views 
Perspective view objects are parts of a page, that make up the UI of the app.  Views can be configured in 
different sizes and shapes, embedded into various components, and used as pop-ups.  A view should be 
held to UI standards regarding color and graphics as detailed above, and hierarchical structure as 
detailed below.  

The structure of a view should contain a header, content, and buttons (if applicable) sections. See the 
below example of a how the structure of a view should be organized. Notice all components are also 
named according to what data they are showing. This is essential documentation so the next developer 
can quickly and efficiently update as needed. 

 

Figure 4.4.1 – View Structure 

Pages are made up of one or more views on the UI.  This can be a single view object that makes the up 
the entirety of the page or can be a combination of a main view, and one or more docked views.  
Docked views can be used to provide headers, side navigation bars, etc.  Each page is linked to a URL 
that is configured in the Page Configuration of the Ignition Designer. 
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Figure 4.4.2 – Perspective Page Configuration 

4.5. Hierarchy 
The hierarchy of scripts, named queries, and views should all follow the same pattern. The hierarchy 
should be like the navigation pane in the project. There are instances where the scripts or named 
queries cannot follow this structure and an exception must be made. In this case, create folders to 
organize the resources appropriately. The following is the structure of scripts, named queries and views 
that are dictated by the navigation of the application. Note that not all scripts, named queries, and views 
fit into the context of a navigation item. 

 

 

 

 

 

 

 

 

Figure 4.5.1 – Navigation Structure 
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Figure 4.5.2 – Script Structure / View Structure / Named Query Structure 
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Because Perspective is a platform for desktop, tablet, and mobile environments, there are occasions 
where we want to display the data differently in each environment. Breaking the views up in the 
following format allows us to display different UIs in the respective environment. A view file structure 
should start at a higher level that can be drilled down into individual components.  For example, a 
configuration page would have a “Configuration” folder, that as you drill into would consist of the 
smaller pieces that make up that configuration page such as widgets, popups, embedded views, etc. All 
the views within the “Widgets” folder are designed to be used across all platforms, whereas the 
“Popups” folder contains popups that are to be used within the desktop environment. See below figure 
for an example. 

 

Figure 4.5.3 – Page Structure 

4.6. Perspective Styles 
To help ensure the entire American Water SCADA platform feels cohesive from plant HMIs to the 
enterprise web portal, styles are created and applied in a meaningful way.  Styles should be created 
when a type of text, view, or event will happen repeatedly, to save time.  In the below figure, the header 
style group has many styles that are applied to different pieces of the header.  Since every page will 
have a header, it makes sense to create this style and apply it to every header in every project so they all 
look the same. 
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Figure 4.6.1 - Perspective style groups 

4.7. Defining alarms 
An alarm is a visible and/or audible means of indicating to the operator of an equipment malfunction, 
process deviation, or abnormal condition requiring a response.  Once an alarm is defined, it must go 
through the process of determining alarm priorities, classes, limits, and reporting requirements.   

Examples of possible alarm states: 

• Active unacknowledged 
• Active acknowledged 
• Cleared unacknowledged 
• Cleared acknowledged 
• Shelved 

4.8. Alarm Priority 
Alarms have multiple priority levels based on the severity of the alarms.  The severity of an alarm 
determines different aspects such as the color, symbol (shape or text), and audibles within the HMI.  
Prioritization specifies how the operator managers operational risk that is the severity of the 
consequences resulting from inaction and the time available to take corrective action.   

Alarm priorities must be consistent for the user throughout the HMI application using the same colors, 
symbols, and audibles (if applicable) to alarms belonging to the same level. 

4.9. Personnel Alerts / Notification  
If/when configured, Alarm Notifications will be sent out via email, SMS, or VoIP when a 
process is outside of the specified limits.  Individual Resource Rosters, Schedules and 
Escalation processes can be defined.  Notifications will detail the following:   

1. Event name   
2. Location   
3. Equipment  
4. Alarm limit offended   
5. Offending condition   
6. Time of the event  

4.10. Security 
Users and Roles  

Security is based on the roles that are assigned to specific users.  Roles do not have any 
structure or hierarchy by default but can be created.  Hierarchies can be created based on 
users with a greater role being assigned all matching lesser roles.  American Water will use 
the “Active Directory Internal Hybrid” user source.  Users and passwords will be managed in 
Active Directory but roles, contact info, and so on, must be administered directly through the 
database. 
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User roles for authentication and permissions will be configured within Ignition. These roles include 
Ignition Admin, Ignition Supervisor, and Ignition Operator. They will be assigned to users through the 
Ignition Gateway Configuration (Note: Ignition Admins will have the capability to edit User Roles). The 
table below provides additional information on permissions associated with each role. (See the section 
below for more information on security levels, authentication, and permissions)  

The following roles will be created, and permissions assigned to the below areas.   

Group Name   Role Description   Alarms Can 
Acknowledge   

Application 
Pages Visible   

Ignition_Admin   Ability to make changes to 
Gateway, Designer, and all views.   

Critical, High, 
Medium, Low, 
Diagnostic   

HMI, Trending, 
Alarming, System 

Health   

Ignition_Supervisor  

Ability to access “Home” and 
“Status” pages on the gateway, 

and all non-configuration 
application pages.    

Critical, High, 
Medium, Low, 
Diagnostic   

HMI, Trending, 
Alarming, System 

Health   

Ignition_Operator   

Ability to access “Home” and 
“Status” pages on the gateway. 
This level will only allow certain 

tabs to be accessed in the 
faceplates.   

High, Medium, 
Low, 

Diagnostic   

HMI, Trending, 
Alarming   

View_Only  Ability to access “Home” and 
“Status” pages on the gateway. 
Can view live data but cannot 

modify setpoints or acknowledge 
any alarms.  

None  HMI, Trending, 
Alarming  

Table 4.10.1 – roles and permissions 
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Security Levels 

Security levels define a hierarchy for access inside a Perspective Session.  This authorization system 
provides a way for you to map roles from and Identity Provider to Ignition user roles.  Security levels are 
independent of identity providers.  This means that users can be part of an identity provider but if they 
do not have a role that is in the security level then they will not have access.    
There are four reserved, or default, security levels that cannot be renamed or deleted that are built into 
Ignition.    
 
1. Public  
All users are granted the public security level, even if they are not authenticated (logged in).  This level is 
like a guest or anonymous session.    
 
2. Authenticated  
If a session has authenticated against the authenticated identity provider successfully then the 
authenticated security level is granted.  Users must be logged on in order to have this level of access.  
 
The authenticated security level will be granted for all users within the site Windows group.   

 
3. Authenticated/Roles  
Roles can be configured within the authenticated security level to attach additional security.  The role 
configured as a child of the authenticated level must match exactly with the role that is returned from 
the identity provider.  If the identity provider doesn’t return a role or it doesn’t match, then the role will 
not be applied to the user that is logged in.   
Roles will be implemented into the varying projects within the Ignition Gateway.  For instance, all roles 
may have access to the “SCADA_{insertSiteName}” project but only admins or managers may have 
access to the “SCADA_Configuration” project.  
 
 
4. Security Zones  
Security Zones are used by grouping together users by gateways, computers, or IP addresses on the 
Gateway Network.  While the other security levels provide security in knowing who someone is and 
what level access they should have; security zones provide an additional layer of security by knowing 
where someone is.  Knowing where someone is trying to create a session from can control what kind of 
data is access and even whether the data is read-only or not.    
Once a security zone is created, these types of security policies can be implemented.  Service security 
policies can be applied to alarm notifications, alarm status, history provider access, and tag access.    
Security zones will be implemented at the Enterprise portal to access the SCADA system from the portal, 
remote connection from managers/operators, etc.    

5 Code Management 
Code backup and storage will be implemented using periodic project exports as enhancements are 
developed.  The projects are exported to the AW Teams server and documented when revisions are 
made.  These projects are also imported into the EAM server. 

Eventually, the EAM will update site SCADA projects throughout the U.S. with the click of a button using 
Agent Tasks within the EAM. 
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For more documentation on an Agent Task, see 
https://docs.inductiveautomation.com/display/DOC79/Agent+Task+-+Send+Project. 

6 Data Model Structure 
The data model structure is the backbone for how Ignition interacts with the SCADA layer.  This 
structure will not only be used to present historical data but will also provide a means to visualize the 
hierarchy of components, processes, systems, etc. and their objects.  

In general, all calculations will be done in the PLC. If this is not possible or if the values are not present 
yet, these should be calculated on the edge node to provide summations and calculations where 
necessary. This is to keep the data consistent at the top level so that all systems can use the same 
source. This methodology is designed to keep the calculations, and their management, in as few places 
as possible.  

 

Figure 6.1 – Example HMI Hierarchy 

Using the example in the figure above, a pump can be made up of many different elements depending 
on the type of pump or what sensors the pump has. This is the “level” that Ignition can match with. Each 
level in the model will have a KPI associated with it that will also match up with a KPI UDT within the 
Ignition model. The KPI is used for high-level information for the pump. We can add sensors, or other 
parts, to the pump if they match the structure within the Ignition UDT. This sensor will have a UDT 
within Ignition and therefore be captured as a separate sublevel within the model. 

7 Development Artifacts 
7.1. UI Templates 

User interface templates are pieces of a view that are embedded into a page that provides useful data 
to the end user.  The idea of these templates is to reuse the same template for each class in the system 
such as components, process, sites, etc.  By changing the location ID, which is created in the Product 

https://docs.inductiveautomation.com/display/DOC79/Agent+Task+-+Send+Project
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Model page of the configuration page, it provides all the information to create a dynamic template.  This 
will provide cohesiveness across the project to help create a high-performance HMI. 

7.2. Components 
Components are the lowest level of information in the system hierarchy.  Examples of components are 
pumps, motors, tanks, etc. that are on-site.  Components can be represented in various ways such as 
metrics, faceplates, and P&ID layouts. 

7.3. P&ID 
P&ID components are simplistic icons to display the layout of a system.  These icons show where 
components fit in a process of a system and simple information of the component such as on/off status 
and alarming.  These P&ID icons can be clicked to open faceplates for more information on that 
component, like metric templates.  These faceplates could also have control built into them. 

 

Figure 7.3.1-Example of PI&D system layout 
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7.4. Faceplates 

 

Figure 7.4.1 – Example of faceplate popup  

7.5. Processes 
System processes are the next level of information in the hierarchy above components.  Processes are 
made up of components.  Process widgets provide an overview of how the components are collectively 
running.  

 

Figure 7.5.1-Example process widget  
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8 Sites 
Site widgets give the user a higher-level overview on how a process or a collection of processes within it 
are running. 

 

Figure 8.1-Example of a process overview widget  

9 Systems 
Systems are the highest level of widget that can be used to see key information.  Systems are a 
collection of sites that would display overall data for each site. 

10 User Defined Tags (UDT) 
A UDT is a way to create tag templates within Ignition that represents a type of equipment in the 
system.  There will be a UDT created for each type of process and component. See the below figure for 
an example of a UDT structure. For more information on the data model structure see the Data Model 
document identified in the references section at the end of this document. 

Please refer to the UDT Definition Catalogue for more information on available UDTs. 
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Installation of the McAfee Agent onto a Windows computer 
 

1) On the Scada network, click on the start menu and in the Search programs and files field type in 
\\10.1.80.17\Mcafee\Mcafee Agent then press Enter. 

1a)  If you are unable to connect from the Scada network above; please log onto a business 
computer with a USB drive and click on the Start Menu and in the Search programs and files 
field type in \\hsypwepos001\McAfee\ePO Agent\SCADA 

 

2) If prompt, Log in with your business credentials and add the following prefix prior to your user 
name (AWW\username). 

3) Inside the folder you will see the SCADA EPO agent.  
 

4) Save the FramePkgNew_Scada file to the Computer/Server requiring the installation.  
 

4a) If you are on business computer; Save the file to the USB. Scan the USB prior to plugging it into 
the Scada machine requiring the installation to verify there are no viruses on the USB. “Please 
abide by the scan directive.” 

 
5) On the Scada computer requiring the installation, open a Command Prompt window and run as 

an Administrator.  
 
6) Navigate to the directory where you saved the file and run the following command, 

FramePkgNew_Scada.exe /install=agent /forceinstall 
 

 
 

7) Once the installation is complete you should see the RED McAfee icon  in the lower right 
hand corner near the clock. 

 
8)  Right Click on the McAfee Shield  and click on McAfee Agent Status Monitor. 

 



 
 

9)  A window will appear, click on the following items (Collect and Send Props). After a few 
minutes, please send collect and send props again and confirm there is no failures.  

 
 

 
 
The initial communication might be slow at first, so please give the agent a moment to 
communicate with the manager. 
 

10) Please email Philip.Arcuria@amwater.com and Secops@amwater.com with the IP address and 
the PC name. When we receive the email, the computer/server will moved to the appropriate 
OU and will begin installing Mcafee Antivirus. 

 
 

Note:  If experiencing issues with McAfee, uninstall & then reinstall the agent. 
 

1) Uninstall instructions: To remove the agent do a search in Windows Explorer for the following file 
“frminst.exe”. [Program Files (x86)\McAfee\Common Framework\x86] or [Program 
Files\McAfee\Agent\x86] 
 

2)  Open up a Command prompt and run as administrator,  Navigate to the directory where the file is 
installed within command prompt and type the following command: frminst.exe /forceuninstall 

mailto:Philip.Arcuria@amwater.com
mailto:Secops@amwater.com


 

 
3) Once the agent has uninstalled successfully, please reinstall the EPO agent. 
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Owner 
Technical Specification 

PART 1 GENERAL  

 SUMMARY 

A. This Technical Specification defines requirements for the installation of the structured 
cabling infrastructure to support communications for Information Technology, 
Security, and SCADA systems for all new/remodeled Owner (also referred to as 
Owner Company) facility locations. This specification provides a detailed description 
of the products to be used and the layout of the subsystems of the network 
infrastructure architecture. The product instructions and layout must be strictly 
adhered to. 

B. Product specifications, general design considerations, and installation guidelines are 
provided in this document. 

C. This document does not apply to the installation field instruments for Production 
instrumentation and control systems. 

D. All references to Legrand, Legrand/Ortronics, and Ortronics are noted only as 
Ortronics throughout this document. 

 RELATED SECTIONS 

A. Division 17 – Instrumentation 

B. Division 16 – Electrical 

C. Division 27 – Communications 

C. Division 28 – Electric Safety and Security 

D. Section 01300 Submittals 

 ABREAVATIONS 

A. ANSI   American National Standards Institute 

B. BICSI   Building Industry Consulting Services International 

C. ESSDRM   Electronic Safety and Security Design Reference Manual 

D. TDMM   Telecommunications Distribution Methods Manual 

E. CIP   Certified Installer Plus 

F. CIP-ELITE   Certified Installer Plus – Elite 
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G. CSA   Canadian Standards Association 

H. CSI   Construction Specifications Institute 

I. EMR   Electromagnetic Radiation 

J. EMT   Electro Metallic Tubing 

K. ETL   Intertek Testing Service (ETL Logo) 

L. F    Fahrenheit 

M. IDF    Intermediate Distribution Frame (Wiring Closet) 

N. LIU    Lightguide Interface Unit 

O. MAC   Moves, Adds, and Changes 

P. MDF   Main Distribution Frame (Telecom Room) 

Q. NEC   National Electrical Code 

R. NFPA   National Fire Protection Agency 

S. RCDD   Registered Communications Distribution Designer 

T. TBB   Telecommunications Bonding Busbar 

U. TIA    Telecommunications Industry Association 

V. UL    Underwriters Laboratories 

W. UTP    Unshielded Twisted Pair 

 DEFINITIONS 

A. Backbone: A facility (e.g. pathway, cable or bonding conductor) for cabling 
Subsystem 2 and Cabling Subsystem 3. 

B. Horizontal: Cabling installed within the same subsystem. 

 REFERENCES 

A. ANSI/TIA-568.0-E, Generic Communications Cabling for Customer Premises, March 
2020 

B. ANSI/TIA-568.1-E, Commercial Building Communications Cabling Standard Part 1: 
General Requirements, March 2020 
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C. ANSI/TIA-568.2-D, Balanced Twisted-Pair Communications Cabling and 
Components Standard, 2018 

D. ANSI/TIA-568.3-D, Optical Fiber Cabling Components Standards, 2017 

E. ANSI/TIA–569-D, Commercial Building Standard for Communications Pathways and 
Spaces, April 2015 

F. ANSI/TIA–606-C, Administration Standard for Communications Infrastructure of 
Commercial Buildings, July 2017 

G. ANSI/TIA–607-D, Commercial Building Grounding and Bonding Requirements for 
Communications, July 2019 

H. TIA–758-B, Customer-Owned Outside Plant Communications Cabling Standard, 
March 2012. 

I. BICSI - TDMM, Building Industries Consulting Services International, 
Communications Distribution Methods Manual (TDMM) –14th Edition. 

J. ANSI/BICSI 007-2020, Information Communication Technology Design and 
Implementation Practices for Intelligent Buildings and Premises 

K. National Fire Protection Agency (NFPA – 70), National Electrical Code (NEC) -2020 

 SCOPE OF WORK 

A. The work included under this section consists of furnishing all labor, equipment, 
materials, and supplies and performing all operations necessary to complete the 
installation of this structured cabling system in compliance with the specifications and 
drawings. The Communications contractor will provide and install all of the required 
material necessary to create a complete system whether specifically addressed in 
the technical specifications or not. 

B. The work shall include, but not be limited to the following: 

1. Furnish and install a complete communications wiring infrastructure per provided 
drawings or requirements 

2. Furnish, install, and terminate all UTP, F/UTP and Optical Fiber cable 

3. Furnish and install all wall plates, jacks, patch panels, and patch cords 

4. Furnish required cabinets and racks as required and as indicated 

5. Furnish any other material required to form a complete system 
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6. Perform link or channel testing (100% of horizontal and/or backbone 
links/channels) and certification of all components 

7. Furnish test results of all cabling to the owner in electronic format or on disk 
listed by each closet, then by workstation ID. Provide owner training and 
documentation. (Testing documentation and As-built drawings) 

8. Installation of open relay racks and/or cabinets and enclosures 

9. Installation of vertical and horizontal pathway support systems 

10. Installation of fire stopping systems, sleeves and other approved penetration 
methods 

11. Installation of cable runway, racks and cable management 

12. Testing and certification of the installed system 

13. Patch cabling based on owner requirements 

C. Quantities of communications outlets, typical installation details, cable routing and 
outlet types will be provided as an attachment to this document. If the bid documents 
are in conflict, this specification shall take precedence. 

D. The Communications Contractor shall use only material from the Owner approved 
parts, referenced throughout this document, during installation. The 
Telecommunications Contractor shall provide normal consumables for this project. 
Owner reserves the right to purchase and supply material components. 

 REGULATORY REFERENCES: 

A. All work and materials shall conform in every detail to the rules and requirements of 
the National Fire Protection Association (NFPA), the local Construction Codes and 
present manufacturing standards. 

B. All materials shall be UL Listed and shall be marked as such. If UL has no published 
standards for a particular item, then other national independent testing standards 
shall apply and such items shall bear those labels. Where UL has an applicable 
system listing and label, the entire system shall be so labeled. 

C. The cabling system described in this document is derived from the recommendations 
made in recognized communications industry standards. 

D. If this document and any of the documents listed above are in conflict, then the more 
stringent requirement shall apply. All documents listed are believed to be the most 
current releases of the documents. The Contractor has the responsibility to 
determine and adhere to the most recent release when developing the proposal for 
installation. 
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 SUBMITTALS FOR REVIEW 

A. Submittals at Bid Time 

1. A copy of the company certification documents or approval letter from 
Ortronics must be submitted with the bid response in order for such 
response to be valid. 

B. Shop Drawings 

 Under the provisions of this request for proposal, prior to the start of work the 
communications contractor shall: 

1. Submit copies of the certification of the company and names of staff that will 
be performing the installation and termination of the installation to provide 
proof of compliance of this specification. 

2. Submit proof from manufacturer of contractor’s good standing in 
manufacturer’s program. 

3. Submit appropriate cut sheets and samples for all products, hardware and 
cabling. 

C. Work shall not proceed without the Owner’s approval of the submitted items. 

D. The approved communications contractor shall receive approval from the Owner on 
all substitutions of material. No substituted materials shall be installed except by 
written approval from Owner. 

 SUBMITTALS FOR CLOSEOUT 

A. Furnish test results of all cabling to the owner in electronic format or on disk listed by 
each closet, then by workstation 

B. Furnish nCompass™ Limited Lifetime Premium Warranty documentation. The 
nCompass System includes Ortronics and Superior Essex products. Ortronics is a 
product brand name manufactured by Legrand. 

C. Provide As-Built Drawings 

D. Provide manufacturers O&M information 

 COMMUNICATIONS CONTRACTOR QUALIFICATIONS 

 The Communications Contractor must, at a minimum, possess the following 
qualifications:  
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A. Ortronics certified installer at the CIP or CIP-ELITE (preferred) level and follow the 
CIP-ELITE protocols (see appendix A). 

B. Have a favorable Experience Modification Rate (EMR) 

B. Be in business a minimum of five (5) years 

C. Communications Contractor shall demonstrate satisfaction of sound financial condition 
and shall be adequately bonded and insured per owners’ requirements. 

D. Possess those licenses/permits required to perform communications installations in 
the specified jurisdiction. 

E. Personnel knowledgeable in local, state, province and national codes and regulations. 
All work shall comply with the latest revision of the codes and regulations. When 
conflict exists between local and national codes or regulations, the most stringent 
codes or regulations shall be followed. 

F. Must possess and provide proof of current owner’s insurance certificates 

G. Communications Contractor must be registered with BICSI and have at least one 
RCDD or equivalent who is responsible for the implementation of this project. 

H. The Communications Contractor must be an approved Ortronics Certified Installer 
Plus and/or Elite (CIP-ELITE preferred). The Communications contractor is 
responsible for workmanship and installation practices in accordance with the 
Ortronics CIP-ELITE Program. The Ortronics CIP and/or CIP-ELITE communications 
contractor shall be a company specializing in communication cabling installation. At 
least 30 percent of the approved contractor’s installation crew must be Ortronics 
certified on proper installation and testing of copper and fiber structured cabling 
systems. Technicians with BICSI Level 1 and 2 Copper and Fiber credentials or BICSI 
Technician credentials are also acceptable.  

I. The Contractor must have prior experience with this type of installation or work activity. 
The customer may, with full cooperation of the contractor, visit client installations to 
observe equipment operations and consult with references. Specified visits and 
discussion shall be arranged through the contractor; however, the contractor’s 
personnel shall not be present during discussions with references. The contractor 
must provide a minimum of three (3) reference accounts at which similar work, both in 
scope and design, have been completed by The contractor within the last two (2) 
years. If the contractor has performed work for owner and wishes to list their previous 
project(s) as a single reference, they may do so. 

 PREFERRED NATIONAL DISTRIBUTOR 

A. Primary Distributor: 
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Graybar is our preferred logistics supplier and all material for the project should be 
purchased through Graybar. The Owner material pricing has been negotiated with 
Graybar. The Telecommunications Contractor shall be in good credit standing with 
Graybar before responding to the Request For Quote (RFQ). Bill Maney or Aldo 
Ambrogio at 201.596.2600. 

 

Secondary Distributor: 

As a secondary distribution partner, all material for the project should be purchased 
through Wesco. The Owner material pricing has been negotiated with Wesco. The 
Communications Contractor shall be in good credit standing with Wesco before 
responding to the Request For Quote (RFQ). All quotes shall go through Gary 
Cargulia at 732.623.7336, gary.cargulia@anixter.com. 

 

 DRAWINGS 

A. It shall be understood that the electrical details and drawings provided with the 
specification package are diagrammatic. They are included to show the intent of the 
specifications and to aid the communications contractor in bidding the job. The 
communications contractor shall make allowance in the bid proposal to cover 
whatever work is required to comply with the intent of the plans and specifications. 

B. The communications contractor shall verify all dimensions at the site and be 
responsible for their accuracy. 

C. Prior to submitting the bid, the communications contractor shall call to the attention of 
the engineer any materials or apparatus the communications contractor believes to 
be inadequate and to any necessary items of work omitted. 

PART 2 PRODUCTS 

 APPROVED PRODUCTS 

A. 4-pair UTP Cable: Superior Essex DataGain Category 6 Cable (Plenum):   

B. 4-pair UTP Cable: Superior Essex 10Gain XP Category 6A Cable (Plenum): 

C. 4-pair F/UTP Cable: Superior Essex 6T-272-xB ScTP Cable (Plenum): 

D. Optical Fiber Cable manufacturer: Superior Essex 

E. UTP connector product manufacturer: Ortronics Clarity Category 6 or 6A TracJack 

mailto:gary.cargulia@anixter.com
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F. F/UTP connector product manufacturer: Ortronics Clarity Category 6 or 6A Shielded 
TracJack  

G. Fiber Optic cabinet product manufacturer: Ortronics Q-Series 

H. Fiber Optic connectors/splices/couplers: Ortronics Infinium Field-Installable 
Mechanical Connectors. 

I. Open Rack manufacturer(s): Ortronics, Great Lakes, and Chatsworth Products, Inc. 
(CPI) 

J. Cabinet manufacturer: Ortronics, Great Lakes, and IBM. 

K. Patch Panel manufacturer: Ortronics Clarity Category 6 or Category 6A, 24 and/or 48 
ports in an angled configuration. 

L. Patch Panel manufacturer: Ortronics Shielded Category 6 or Category 6A, 24 and/or 
48 in an angled configuration 

M. UTP Patch Cord manufacture: Ortronics Clarity Category 6 or 6A 

N. F/UTP Patch Cord manufacturer: Ortronics Clarity Shielded 6  

O. Cable tray manufacturer: Cablofil all size requirements per construction documents 

P. Surface Mount Boxes: Wiremold all size and model requirements per construction 
documents. 

Q. Poke Through and Floor Boxes: Wiremold all size and configuration requirements 
per construction documents. 

Note: See applicable sections in this document for detailed information on products 
required. Legrand is the manufacturer for Ortronics, Cablofil, and Wiremold products. 

 WORK AREA OUTLETS 

A. Faceplates 

1. Shall be Ortronics TracJack 2, 4, or 6 port faceplate to accommodate the Clarity 
Category 6 or 6A modular jack.  

2. Acceptable part numbers: 

Part Number Color Description 
40300548 Fog White 2 port TracJack 

Faceplate 
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40300546 Fog White 4 port TracJack 
Faceplate 

40300545 Fog White 6 port TracJack 
Faceplate 

403STJ12 Stainless Steel 2 port TracJack 
Faceplate 

403STJ14 Stainless Steel 4 port TracJack 
Faceplate 

403STJ16 Stainless Steel 6 port TracJack 
Faceplate 

B. Voice / Data Jacks 

1. Voice/Data jacks shall be 8-position modular jacks and shall be Category 6 or 
Category 6A performance as defined by the references in this document 
including ANSI/TIA/EIA-568-C.2. All pair combinations must be considered, with 
the worst-case measurement being the basis for compliance. 

2. The modular jack shall be the following for a nCompass™ Solution: 

Part Number Color Description 
TJ6A White Cat-6A jack, 180 deg exit 

TJ6A-36 Blue Cat-6A jack, 180 deg exit 

TJS6A  Shielded Cat-6A jack 180 degree exit 

TJ600 White Cat-6 jack, 180 deg exit 

TJ600-36 Blue Cat-6 jack, 180 degree exit 

TJS600  Shielded Cat-6 jack 180 degree exit 

42100002 White Blanks – Pack of 10 

The four port faceplate shall be terminated with white module on the top left and 
blue module on the top right and blanks in the two bottom openings. 
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Figure 1.0 (White & Stainless 2 Position Faceplate Layout) 

 

Figure 2.0 (White & Stainless 4 Position 
Faceplate Layout) 

 

 

Figure 3.0 (White & Stainless 6 Position Faceplate Layout) 

 

 

 

 

 

 

 

 110 COPPER TERMINATION BLOCK 
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A. 110 Block Kits  

1. Shall include both the wiring block in a 50, 100 and 300 pair footprint and the 
connecting block C6110C4 

2. Approved part numbers: 

Part Number Description 

110ABC6050 110 Block Kit: 50-Pair 

110ABC6100 110 Block Kit: 100-Pair 

110ABC6300 110 Block Kit: 300-Pair 

B.  110 Wall Mount Vertical Trough Shall 

1. Be available in single channel or dual channel configurations. 

2. Approved part numbers: 

Part Number Description 
806003194 110 Wall Mount Vertical Trough, Single Channel, 

300-pair 

806003196 110 Wall Mount Vertical Trough, Single Channel, 
900-pair 

  MODULAR PATCH PANELS 

A. The Modular Patch Panels shall 

1. Modular patch panel shall be one of the following for a nCompass Cat6 or Cat6A 
Solution: 

PHA6AU24 Angled Clarity 6A Modular 110 Patch Panel, 24port 

PHA6AU48 Angled Clarity 6A Modular 110 Patch Panel, 48port 

PHA66U24 Angled Clarity 6 Modular 110 Patch Panel, 24-port 

PHA66U48 Angled Clarity 6 Modular 110 Patch Panel, 48-port 

PHATKSU24 Angled Shielded Unloaded patch panel 24-port 

PHATKSU48 Angled Shielded Unloaded patch panel 48-port 

KSFTP6 Shielded Keystone Cat6 jack for patch panel  
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KSFTP6A Shielded Keystone Cat6A jack for patch panel  

 RACKS & CABINETS 

A. RACKS 

The equipment rack shall provide vertical cable management and support for the patch 
cords at the front of the rack and wire management, support, and protection for the 
horizontal cables inside the legs of the rack. Waterfall cable management shall be 
provided at the top of the rack for patch cords and for horizontal cables entering the rack 
channels for protection and to maintain proper bend radius and cable support. Wire 
management shall also be mounted above each patch panel and/or piece of equipment 
on the rack. The rack shall include mounting brackets for cable tray ladder rack to mount 
to the top of the rack. Velcro cable ties shall be provided inside the rack channels to 
support the horizontal cable. Racks and wire management shall be black in color to 
match the patch panels and cable management. All racks and wire management shall 
be Chatsworth Products, Inc. (CPI) or Ortronics. 

1. Free-Standing Rack - Indoor 

a. Chatsworth 2 post 7’ Rack – 55053 703 

b. Chatsworth double sided vertical manager – 14831 703 

c. Ladder rack and hardware shall be 12” Chatsworth or Ortronics 

d. Ortronics 2 post 7’ Rack – 19-84-T2SD 

e. Ortronics double side vertical manager – DVMS0706 

2. Overhead Rack System (Data Center) 

a. Mighty Mo Overhead Cable Pathway Rack – MMOHR-2RU-X (X denotes 
color, replace with B or W) 

B. CABINETS / ENCLOSURES 

All racks and wire management shall be Ortronics, IBM, or Great Lakes specific. The 
equipment rack shall provide vertical cable management and support for the patch cords 
at the front of the rack and wire management, support, and protection for the horizontal 
cables inside the legs of the rack. Waterfall cable management shall be provided at the 
top of the rack for patch cords and for horizontal cables entering the rack channels for 
protection and to maintain proper bend radius and cable support. Wire management 
shall also be mounted above each patch panel and/or piece of equipment on the rack. 
The rack shall include mounting brackets for cable tray ladder rack to mount to the top of 
the rack. Velcro cable ties shall be provided inside the rack channels to support the 
horizontal cable. Cabinets shall be black in color to match the patch panels and cable 
management. 



American Water 2022 
 

 
 

Infrastructure Wiring Bid Specification 17 of 50 
American Water Date Adopted:  

1/1/2024 
  

 

1. Wall Mounted Cabinet – Indoor 

a. Legrand Ortronics Wall Mount/Swing Out Cabinet 12RU Part# 
SWM12RUPL-26-26 with Plexiglass Door 

b. Legrand Ortronics Fan Kit 115VAC Part # VWMFK-115 

c. Great Lakes Wall Mount/Swing Out Enclosure 24H x 24W x 24D Part 
#GL24WS-PS 11 RU Enclosure w/Glass Door 

d. Great Lakes Fan Assembly w/Guards Part #7217WS. (2) 75 CFM Fans 
w/Guard 

e. Great Lakes 6 Position RM Power Strip w/Breaker Part #7219 19” RM 
w/Cord 

2. Wall Mount Cabinet (Low Profile)- Indoor 

a. Legrand Ortronics Simplified Edge 4RUx36”H Part # VWMSD-4RU-36-B 

b. Legrand Ortronics Fan Kit 115VAC Part # VWMFK-115 

c. Great Lakes Wall Mount Low Profile 36"H x 27"W x 10"D Part # 
GL36WLP  (GL24WLP for 24”H and GL48WLP for 48”H) 

d. Great Lakes Single Fan Assembly with fan guard, 75 CFM Part # 7217-04 

3. Wall Mounted Cabinet NEMA 12 (Harsh Environment) - Indoor 

a. Great Lakes Wall Mount Enclosure  24H x 24W x 24D Part #GL240N12 
12RU, can accept 1 FFKN12-A4 filtered fan pack 

b. Great Lakes Wall Mount Enclosure  36H x 24W x 24D Part #GL360N12 
19RU, can accept 2 FFKN12-A4 filtered fan packs 

c. Great Lakes Wall Mount Enclosure  48H x 24W x 24D Part #GL480N12 
26RU, can accept 3 FFKN12-A4 filtered fan packs 

d. Filtered Fan Pack, Part #FFKN12-A4 

4. Free-Standing Full Cabinet NEMA 12 (Harsh Environment) – Indoor 

a. Great Lakes Enclosure  84H x 24W x 42D Part #GL840N12-2442 45RU, 
can accept FFKN12-A1 / A2 / A3 filtered fan pack 

b.  Filtered Fan Pack, Part #FFKN12-A1 (230CFM) 

c. Filtered Fan Pack, Part #FFKN12-A2 (295CFM) 
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d. Filtered Fan Pack, Part #FFKN12-A3 (368CFM) 

5. Free-Standing Full Cabinet – Indoor 

a. Ortronics T6 Series Cabinet 42U  

A. Server Cabinet part # TR601  

B. Network Cabinet part # TR01 

b. Configurable cabinet available upon request. 

6. Enclosures – Special Use 

a. Outdoor enclosure NEMA 3R – Hoffman WEATHERFLO with Fan, Part 
Series #WFxxLP 

b. Telephone Enclosure (Indoor / Outdoor) NEMA 4 with standard modular 
wall jack – GAI-Tronics Part #255-001 

  HORIZONTAL DISTRIBUTION CABLE 

A. 100 OHM Category 6A UNSHIELDED TWISTED PAIR CABLE (UTP) 

B. Category 6A Horizontal Cable: 

C. Superior Essex 10Gain XP Cable 

D. 100 OHM Category 6 UNSHIELDED TWISTED PAIR CABLE (UTP) 

                  Category 6+ Horizontal Cable: 
E. Superior Essex DataGain® Cable         
F. UL listed CMP or CMR as required by installation location 
G. Support of sustainable design and installation through 
H. Environmental Product Declarations (EPDs) and Health Product Declarations 

(HPDs) documented via third party 
I. Manufactured in a facility that is third party certified as Zero Waste to Landfill 
J. Green Circle Multi-Attribute Label qualified per federal mandates 
K. Superior Essex Part Numbers:  
L. Plenum Rated Blue Cable is 66-240-xB; where x = color 
M. Riser Rated Blues Cable is 66-240-2A; where x = color 
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1. Approved Part Numbers: Superior Essex DataGain UTP and Superior Essex 
10Gain XP (CMP Plenum-PVC Alloy) 

Color Box 
White 66-240-4B 

Blue 66-240-2B 

White 6H-272-4B 

Blue 6H-272-2B 

 HORIZONTAL DISTRIBUTION CABLE (SHIELDED) 

A. 100 OHM Category 6 Shielded Twisted Pair F/UTP 

B. Superior Essex Cat 6 Shielded Cable 
C. UL listed CMP or CMR as required by installation location 
D. Support of sustainable design and installation through 
E. Environmental Product Declarations (EPDs) and Health Product Declarations (HPDs) 

documented via third party 
F. Manufactured in a facility that is third party certified as Zero Waste to Landfill 
G. Green Circle Multi-Attribute Label qualified per federal mandates 
H. Superior Essex Part Numbers:  
I. Plenum Rated Blue Cable is 6T-272-xB; where x = color 
J. Riser Rated Blues Cable is 6T-272-xA; where x = color 

  

Color Box 
White 6T-272-4B 

Blue 6T-272-2B 

 

 BACKBONE CABLE 

A. Indoor/Outdoor Optical Fiber Non-Conductive Plenum (OFNP) Loose Tube with 
Laser Enhanced 50/125 Optical Fibers approved Part Numbers base on final design 
of specific environment: 

1. Superior Essex optical fiber cable with TeraFlex Bend Resistant Laser 
Optimized 50/125 

a. Part # F460-006U30-E991 (6 strands) 

b. Part # F460-012U30-E991 (12 strands) 

c. Part # F460-024U30-E991 (24 strands) 
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d. Part # F460-048U30-E991 (48 strands) 

B. Optical Fiber NON CONDUCTIVE Plenum (OFNP) Tight Buffered with 10 Gigabit 
Laser Optimized 50/125 Optical Fibers approved Part Numbers base on final design 
of specific environment: 

1. Superior Essex Premise Distribution fiber optic Cable with TeraFlex Bend 
Resistant laser optimized 50/125 micron Multimode fiber 

a. Part # 44006NG01 (6 strands) 

b. Part # 44012NG01 (12 strands) 

c. Part # 44024NG01 (24 strands) 

d. Part # 44048NG01 (48 strands) 

A. Indoor/Outdoor Superior Essex TeraFlex Bend Resistant Laser Optimized 50/125 
Loose Tube with Enhanced (Low Water Peak) Single-mode Optical Fibers 

1. Superior Essex TeraFlex I/O 

a. Part # F460-006U10-E991 (6 strands) 

b. Part # F460-012U10-E991 (12 strands) 

c. Part # F460-024U10-E991 (24 strands) 

d. Part # F460-048U10-E991 (48 strands) 

 

 FIBER OPTIC CONNECTOR OPTIONS 

A. LC Fiber Optic Connectors shall be utilized for all locations. 

1. Be an Ortronics Infinium Field-Installable Mechanical Splice fiber connector   

2. Approved Part Numbers: 

Part Number Description 
205KNT9GA-50T LC, multimode, single pack 

205KNT9SA-09 LC, singlemode, single pack 

B. Contractor shall install LC connectors using termination kits from Ortronics (p/n 
85400017). 

C. Fiber patch cabinet Ortronics   Infinium Q-Series  
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Part Number Description 
EQ01U-CHC LC, 36 Fibers 1RU 

EQ02U-CHC LC, 72 Fibers 2RU 

EQ04U-CVC LC, 144 Fibers 4RU 

D. Wall mount LIU surface mount fiber cabinet  

Part Number Description 
WQS-01P LC, 24 Fibers 

WQS-02P LC, 48 Fibers 

WQS-04P LC, 96 Fibers 

E. For both the fiber patch and wall mount cabinets use LC Connector adapter number 
OFP-LCD12LC 

2.8B   Data Center Fiber Optics (pre-terminated) 

 A.  Fiber Optic Cassettes Ortronics M4 Series and Premium Components 

 

Part Number Description 
RFPHD01U High Density Flush Mounting Rails 
LM4-LC24H 
 

M4 High Density Cassette LC quad 24fiber 50mc OM4 

U8484B37S7MMV075F Premium Performance Fiber Optic Trunk cable 50mc 
OM4 

L3-0101B2EAD1003M Premium Performance LC LC Fiber Patch Cord 50mc 
OM4 

LLL=Length in Feet 

 COPPER CABLE PROTECTION UNITS 

A.  All copper circuits shall be provided with protection between each building with an 
entrance cable protector panel. All building-to-building circuits shall be routed 
through this protector. The protector shall be connected with a #6 AWG copper 
bonding conductor between the protector ground lug and the TC ground point. 
Approved manufacturers of protection units are Porta Systems, Edco, and ITW. 
Protection units shall be approved for use with CISCO PoE products. 

 PATCH CORDS (COPPER AND FIBER) 
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A. The contractor shall provide Ortronics factory terminated and tested Category 6A 
UTP, 6 UTP, F/UTP and optical fiber patch cords and equipment cords for the 
complete cabling system per owner’s color requirements. Fiber patch cords shall 
have color coded boots per owner’s color requirements. Other patch cords are not 
acceptable. 

B. Copper (UTP) patch cords: 

1. Approved part numbers: 

Part Number Description 

MC603-xx Clarity 6 Modular Patch Cord, 3ft. 

MC605-xx Clarity 6 Modular Patch Cord, 5ft. 

MC607-xx Clarity 6 Modular Patch Cord, 7 ft. 

MC610-xx Clarity 6 Modular Patch Cord, 10 ft. 

MC615-xx Clarity 6 Modular Patch Cord, 15 ft. 

MC625-xx Clarity 6 Modular Patch Cord, 25 ft. 

RDC61003-xx Clarity 6A Reduced Diameter Patch Cord, 3ft 

RDC61005-xx Clarity 6A Reduced Diameter Patch Cord, 5ft 

RDC61007-xx Clarity 6A Reduced Diameter Patch Cord, 7ft 

RDC61010-xx Clarity 6A Reduced Diameter Patch Cord, 10ft 

RDC61015-xx Clarity 6A Reduced Diameter Patch Cord, 15ft 

RDC61025-xx Clarity 6A Reduced Diameter Patch Cord, 20ft 

EZFPR603Q12-XX 3ft EZ Patch™ Flat Pack Reduced Diameter Cat6 12pkg 

EZFPR605Q12-XX 5ft EZ Patch Flat Pack Reduced Diameter Cat6 12pkg 

EZFPR607Q12-XX 7ft EZ Patch Flat Pack Reduced Diameter Cat6 12pkg 

EZFPR609Q12-XX 9ft EZ Patch Flat Pack Reduced Diameter Cat6 12pkg 

EZFPR6A03Q12-xx 3ft EZ Patch Flat Pack Reduced Diameter Cat6A 12pkg 

EZFPR6A05Q12-xx 5ft EZ Patch Flat Pack Reduced Diameter Cat6A 12pkg 
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EZFPR6A07Q12-xx 7ft EZ Patch Flat Pack Reduced Diameter Cat6A 12pkg 

EZFPR6A09Q12-xx 9ft EZ Patch Flat Pack Reduced Diameter Cat6A 12pkg 

Note: “xx” designates color, where 02=red, 04=yellow, 06=blue, 08=gray, 09=white, 
00=black. 

            C.  Copper (F/UTP) Shielded Patch Cords: 

                1. Approved part numbers: 

Part Number Description 

MCS603-xx Clarity 6 Modular Patch Cord, 3ft. - shielded 

MCS605-xx Clarity 6 Modular Patch Cord, 5ft. - shielded 

MCS607-xx Clarity 6 Modular Patch Cord, 7 ft. - shielded 

MCS610-xx Clarity 6 Modular Patch Cord, 10 ft. - shielded 

MCS615-xx Clarity 6 Modular Patch Cord, 15 ft. - shielded 

MCS625-xx Clarity 6 Modular Patch Cord, 25 ft. - shielded 

Note: “xx” designates color, where 02=red, 04=yellow, 06=blue, 08=gray, 09=white, 
00=black. 

             D.Optical Multimode Fiber patch cords shall: 

1. Approved part numbers: 

Part Number Description 

L1-0101B2EA21LLLM Legrand Duplex LC-LC, multimode 

L1-0102B2EA21LLLM Legrand Duplex SC-LC, multimode 

L1-0103B2EA21LLLM Legrand Duplex ST-LC, multimode 

Note: “LLL” designates length in meters. 

             E.  Optical SingleMode Fiber patch cords shall: 

1. Approved part numbers: 

Part Number Description 
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L1-0101B2JY21LLLM Legrand Duplex LC-LC, single-mode 

L1-0102B2JY21LLLM Legrand Duplex SC-LC, single-mode 

L1-0103B2JY21LLLM Legrand Duplex ST-LC, single-mode 

Note: “LLL” designates length in meters. 

Note: The standard boot colors for fiber patch cords are white and black to maintain 
the correct polarity, which apply to the above part numbers.  The required colors for 
this specification are determined by the Owner.  Part numbers will be assigned by 
Ortronics at time of order. 

 BONDING AND GROUNDING 

A. All installed products shall be properly grounded and bonded per national electric code 

B. Products shall be from Ortronics 

 FIRESTOP 

A. A fire stop system is comprised of the item or items penetrating the fire rated structure, 
the opening in the structure and the materials and assembly of the materials used to 
seal the penetrated structure. Fire stop systems comprise an effective block for fire, 
smoke, heat, vapor and pressurized water stream. 

B. Products shall be Flame Stopper from Wiremold. An example of a UL System to utilize 
when installing the Flame Stopper is WL-3264. 

 POKE-THRU & FLOOR BOXES 

A. Poke-Thru and Floor Boxes will be utilized per the construction documents with sizes 
of 6” or 8” as specified for the Poke-Thru.  These will be configured based on the 
construction and design requirements. 

B. Products shall be Poke-Through Devices and/or Floor Boxes from Legrand Wiremold 

C. Flush mount boxes are preferred 

 BASKET TRAY 

A. The basket tray shall be basket in nature and colored per the specific design. 

B. Products shall be Cablofil

PART 3 EXECUTION 

 GENERAL 
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A. Work Sequence 

1. Review of all Contract Documents, including specifications, drawings, appendices, 
examples pictures and addenda.  

2. Review of related electrical and communication drawings for coordination with 
other trades. 

3. Preparation of all pre-construction submittals. 

4. Field surveys of all plywood, electrical outlets, conduits, sleeves, and cable tray, 
provided by others, to be used in the installation of the Communications Cable 
Plant. 

5. Complete installation, testing, and commissioning of all Communications Cable 
Plant and preparation of progress report submittals. 

6. Participation during all move-in phases of the project. 

7. Preparation of post-construction submittals including as-built drawings, field test 
reports, warranty, and closeout documentation.  

8. Provide digital pictures of 20% of the Communications Room’s, the outlets and 1 
picture of the Main Telecommunication Room at completion of job to be compared 
to appendix drawings. 

 DELIVERY, STORAGE, HANDLING AND PROTECTION 

A. Delivery and receipt of products shall be at the site described in the Scope Section. 

B. Cable shall be stored according to manufacturer's recommendations at a minimum. 
In addition, cable must be stored in a location protected from vandalism and weather. 
If cable is stored outside, it must be covered with opaque plastic or canvas with 
provision for ventilation to prevent condensation and for protection from weather. If 
air temperature at cable storage location will be below 40 degrees F., the cable shall 
be moved to a heated (50 degrees F. minimum) location. If necessary, cable shall be 
stored off site at the contractor's expense. 

C. If the communications contractor wishes to have a trailer on site for storage of 
materials, arrangements shall be made with the Owner. 

D. Installation shall include the delivery, unloading, setting in place, fastening to walls, 
floors, ceilings, counters, or other structures where required, interconnecting wiring 
of the system components, equipment alignment and adjustments, and all other work 
whether or not expressly required herein which is necessary to result in complete 
operational systems. 
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E. During the installation, and up to the date of final acceptance, the Communication 
Contractor shall be under obligation to protect his finished and unfinished work 
against damage and loss. The Telecommunication Contractor shall also be under 
obligation to protect the finished work of other contractors while the communication 
installation is underway. 

 SAFETY 

The Communication Contractor shall comply with all Owner’s and the Construction 
Manager’s safety guidelines and regulations and those established for the project.  
Contractor is required to have an established safety program and is responsible for the 
safety of his staff.  The Contractor will adhere to all Federal, State and Local 
occupational health and safety regulations applicable to the project. 

 GENERAL 

A. All cables, connectors, hardware, and equipment that comprise the Communications 
Cable Plant shall be installed according to ANSI/TIA -569-D Commercial Building 
Communications Standards and ORTRONICS Clarity® Installation Practices and 
Owner requirements. The installation must result in a Clarity® Category 6 
Certification, which includes a nCompass Warranty. 

B. The Telecommunication Contractor shall purchase or otherwise procure installation 
guides from vendors and become familiar with the installation requirements prior to 
commencement of the work. Any discrepancies between specifications, drawings, 
field conditions, and the manufacturers' recommendations shall be brought to the 
attention of the Construction Manager immediately in writing. The Construction 
Manager shall forward to the Telecommunication Engineer for review and comment. 

C. The plans and specifications indicate the general arrangement and scope of work. 
To facilitate the installation and coordination with other trades, the 
Telecommunication Contractor may deviate from this general arrangement so long 
as the scope does not change. All such changes shall be submitted to Owner prior to 
implementation. The Telecommunication Engineer must approve the work prior to 
the implementation of the proposed change. The approved change must be noted on 
shop drawings. 

 CABLING DISTRIBUTION 

A. General 

1. All cables shall be inspected as they are pulled off the reel for any obvious defects. 
Report immediately any defects to the Telecommunication Engineer and Owner 
then halt further use of the cable from that reel, pending a determination of the 
quality of the reel by the manufacturer.  

2. Pulling and laying cable on sharp edges is not permitted. 
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3. The pulling tension for a 4-pair balanced twisted pair cable shall not exceed 110 N 
(25 lbf) during installation. For multipair cable, manufacturer’s pulling tension 
guidelines shall be followed. 

4. The Communication Contractor shall not exceed the prescribed maximum pulling 
tension recommended by the manufacturer. 

5. All cables shall be continuous, with no factory or field splices. 

6. At no time shall a cable be supported on the fluorescent light fixtures, ceiling tiles, 
electrical conduits, HVAC ducts, ceiling tiles, or other building system fixtures. 

7. All copper circuits shall be provided with protection between each building with an 
entrance cable protector panel. All building-to-building circuits shall be routed 
through this protector. The protector shall be connected with a #6 AWG copper 
bonding conductor between the protector ground lug and the MDF/IDF ground 
point.  

B. Copper Station Cable   

1. Install a complement of two (2) Category 6 or Category 6A 4 pair-UTP Station 
cables to each communication outlet location (WLN), unless otherwise indicated 
on the construction drawings. 

2. 10-feet of slack for every modular furniture work station cable bundle shall be 
coiled and stored in the ceiling above the outlet, provided the 285-foot limit is not 
exceeded. 

3. The copper station cable shall be terminated at the station end into Category 6 or 
Category 6A jacks. The termination shall be T568B 

4. The copper station cable shall be terminated at the MDF or IDF end onto Category 
6 568B 24-port or 48-port patch panels. A-Side station cables shall be terminated 
on the 19-inch rack designated for A-Side station cables and B-Side station cables 
shall be terminated on the 19-inch rack designated for B-Side station cables as 
shown on the construction drawings. 

5. Cables entering the MDF/IDF shall enter through 4” EMT conduit 

6. Each cable shall be uniquely identified on the faceplate and patch panel. 
Additionally, all station cables shall be labeled at both ends prior to termination. 
The labels should be typed or machine produced with a label making device. Hand 
written labels will not be allowed or accepted. 

7. When terminating the station cables at the communications outlets and patch 
panel, untwisting of the pairs shall be kept to a minimum but no greater than a ½ 
inch. 
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8. Route the station cable in the cable tray in the ceiling. Where cable tray or conduit 
is not provided, use j-hooks mounted 4-foot on center with Plenum Hook & Loop 
ties bundling the cables. 

9. UTP cables shall be run a minimum of 5-inches from AC power distribution cable 
unless in separate steel channels. In the floor a speed bump should be utilized to 
comply with this requirement of the installation. 

C. Work Area 

1. Work area cables shall each be terminated at their designated work area location 
in the connector types described in the subsections below. Included are modular 
telecommunication jacks. These connector assemblies shall snap into a front 
loading TracJack® faceplate. 

2. ORTRONICS Clarity® TracJack Category 6 or Category 6A connector modules 
shall be installed at each workstation outlet with ORTRONICS faceplates and 
surface mount boxes.  

3. The Communications Outlet Assembly shall accommodate: 

a. A minimum of two (2) front loading modular jacks  

b. Additional accommodations for specific locations as noted in the plans for 
optical fiber and/or additional copper cables as necessary 

c. A blank/filler will be installed when extra ports are not used. 

d. Modular Snap-In dust covers (part number 20300121) to be used where 
appropriate. 

e. Multiple jacks that are identified in close proximity on the drawings (but not 
separated by a physical barrier) may be combined in a single assembly. The 
communications contractor shall be responsible for determining the optimum 
compliant configuration based on the products proposed. 

f. The same orientation and positioning of jacks and connectors shall be utilized 
throughout the installation. Prior to installation, the communications 
contractor shall submit the proposed configuration for each outlet assembly 
for review by the Owner. 

g. The modular jack shall incorporate printed label strip on the dust cap module 
for identifying the outlet. 

4. Communications Outlets 
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a. Install two (2) four (4) or six (6) Category 6 or Category 6A jacks in each 
faceplate, as shown on Section 2.2. 

b. Each jack should be identified with the appropriate label 

 MDF/IDF 

A. The Telecommunication Contractor is responsible for surveying the work area and 
coordinating with other trades. 

B. Provide and install the termination hardware for a complete cable plant, as shown on 
the detail drawings, appendix drawings and described in this specification.  

C. All termination hardware shall be mounted in the open bay racks, as shown on the 
construction drawings. Bolt the racks to the floor slab, support from cable tray, and 
bond to the building structure with the manufactures approved method. 

D. Station Cable within the MDF/IDF shall be tie wrapped in bundles of 48 cables (where 
applicable) using black Plenum Hook & Loop ties. Cables in a particular bundle shall 
be terminated on the same patch panel. 

E. Cable bundles shall route along the overhead cable tray maintaining their bundles of 
48 cables (where applicable) until after they leave the MDF/IDF and enter the 
distribution pathway system. Cables shall exit the MDF/IDF through designated A-Side 
and B-Side penetrations. 

 WORK AREA OUTLETS 

A. Cables shall be coiled in the in-wall or surface-mount boxes if adequate space is 
present to house the cable coil without exceeding the manufacturer’s bend radius. In 
hollow wall installations where box-eliminators are used, excess wire can be stored 
in the wall. No more than 12” of UTP and 36” of fiber slack shall be stored in an in-
wall box, modular furniture raceway, or insulated walls. Excess slack shall be loosely 
coiled and stored in the ceiling above each drop location when there is not enough 
space present in the outlet box to store slack cable. 

B. Cables shall be dressed and terminated in accordance with the recommendations 
made in the ANSI/TIA/ -568.1- E, manufacturer's recommendations and best industry 
practices. 

C. Pair untwist at the termination shall be as close to zero as possible and not exceed 
12 mm (one-half inch). 

D. Bend radius of the horizontal cable shall not be less than 4 times the outside 
diameter of the cable. 
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E. The cable jacket shall be maintained to within 25mm (one inch) of the termination 
point. 

F. Blue jacks in horizontally oriented faceplates shall occupy the right-most position(s). 

G. Blue jacks in vertically oriented faceplates shall occupy the bottom most position(s) 

H. Refer to drawings in section 2.2 

 HORIZONTAL DISTRIBUTION CABLE INSTALLATION 

A. All horizontal data station cable and voice cable shall terminate on modular patch 
panels (copper or fiber), 110 cross-connecting blocks (copper), or patch/splice 
cabinets (fiber) in their respective Communications Room or Equipment Room as 
specified on the drawings. 

B. All cables shall be inspected as they are pulled off the reel for any obvious defects. 
Report immediately any defects to the Telecommunication Engineer and Owner, 
then halt further use of the cable from that reel, pending a determination of the 
quality of the reel by the manufacturer 

1. Cable shall be installed in accordance with manufacturer’s recommendations and 
best industry practices.  

2. A pull cord (nylon; 1/8" minimum) shall be co-installed with all cable installed in 
any conduit. 

3. Cable raceways shall not be filled greater than the ANSI/TIA -569-D maximum fill 
for the particular raceway type or 40%. 

4. Cables shall be installed in continuous lengths from origin to destination (no 
splices) except for transition points, or consolidation points. 

5. Where transition points or consolidation points are allowed, they shall be located 
in accessible locations and housed in an enclosure intended and suitable for the 
purpose. 

6. The cable’s minimum bend radius and maximum pulling tension shall not be 
exceeded. 

7. If a J-hook or trapeze system is used to support cable bundles all horizontal 
cables shall be supported at a maximum of 4-foot on center (1.2 meter) intervals. 
J-hooks should be staggered in distance to avoid harmonics. At no point shall 
cable(s) rest on acoustic ceiling grids or panels. 
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8. Horizontal distribution cables shall be bundled in groups of no more than 50 
cables. Cable bundle quantities in excess of 50 cables may cause deformation of 
the bottom cables within the bundle and degrade cable performance. 

9. Cable shall be installed above fire-sprinkler systems and shall not be attached to 
the system or any ancillary equipment or hardware. The cable system and 
support hardware shall be installed so that it does not obscure any valves, fire 
alarm conduit, boxes, or other control devices. 

10. Cables shall not be attached to ceiling grid or lighting fixture wires. Where 
support for horizontal cable is required, the contractor shall install appropriate 
carriers to support the cabling. 

11. At no time shall a cable be supported on the fluorescent light fixtures, ceiling tiles, 
electrical conduits, HVAV ducts, ceiling tiles, or other building system fixtures. 

12. Any cable damaged or exceeding recommended installation parameters during 
installation shall be replaced by the contractor prior to final acceptance at no cost 
to the Owner. 

13. Cables shall be identified by a self-adhesive label in accordance with the System 
Documentation Section of this specification and ANSI/TIA/ -606-B. The cable 
label shall be applied to the cable behind the faceplate on a section of cable that 
can be accessed by removing the cover plate. 

14. Unshielded twisted pair cable shall be installed so that there are no bends 
smaller than four times the cable outside diameter at any point in the run and at 
the termination field. 

15. Pulling tension on 4-pair UTP cables shall not exceed 25-lbf for a four-pair UTP 
cable. 

16. The ultimate breaking strength of the completed cable, measured in accordance 
with ASTM D 4565 (Ref B135), shall be 90 lbs minimum. The maximum pulling 
tension shall not exceed 40 lbs to avoid stretching the conductors. 

 HORIZONTAL CROSS CONNECT INSTALLATION 

The voice cross connect shall be a passive connection between the horizontal 
termination blocks and the backbone termination blocks. The wall mount frames shall be 
field terminated kits including all blocks, connecting blocks, and designation strips. 
Management rings shall be mounted between vertical columns of blocks to provide 
management of cross-connect wire. Backbone and horizontal blocks shall use 4-pair 
connecting blocks. Blocks shall be oriented so that backbone terminations are located 
on the left and horizontal frames are located on the right of the termination field when 
facing the frame assembly. 
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A. Cables shall be dressed and terminated in accordance with the recommendations 
made in the ANSI/TIA -568 latest standard, manufacturer's recommendations and 
best industry practices. 

B. Pair untwist at the termination shall not exceed 12 mm (0.5 inch). 

C. Bend radius of the cable in the termination area shall not exceed 4 times the outside 
diameter of the cable. 

D. Cables shall be neatly bundled and dressed to their respective panels or blocks. 
Each panel or block shall be fed by an individual bundle separated and dressed back 
to the point of cable entrance into the rack or frame. 

E. The cable jacket shall be maintained as close as possible to the termination point. 

F. Each cable shall be clearly labeled on the cable jacket behind the patch panel at a 
location that can be viewed without removing the bundle support ties. Cables labeled 
within the bundle, where the label is obscured from view shall not be acceptable. 

 OPTICAL FIBER TERMINATION HARDWARE  

A. Fiber slack shall be neatly coiled within the fiber splice tray or enclosure. No slack 
loops shall be allowed external to the fiber panel.  

B. Each cable shall be individually attached to the respective splice enclosure by 
mechanical means. The cables strength member shall be securely attached the 
cable strain relief bracket in the enclosure.  

C. Each fiber bundle shall be stripped upon entering the splice tray and the individual 
fibers routed in the splice tray. 

D. Each cable shall be clearly labeled at the entrance to the splice enclosure. Cables 
labeled within the bundle shall not be acceptable. 

E. A maximum of 12 strands of fiber shall be spliced in each tray 

F. All spare strands shall be terminated 

G. Unused terminated connectors shall be capped 

 BACKBONE CABLE INSTALLATION 
A. Backbone cables shall be installed separately from horizontal distribution cables  

B. A pull cord (nylon; 1/8" minimum) shall be co-installed with all cable installed in any 
conduit. 
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C. Where cables are housed in conduits, the backbone and horizontal cables shall be 
installed in separate conduits.  

D. Where backbone cables are installed in an air return plenum, riser rated cable shall 
be installed in metallic conduit. 

E. Where backbone cables and distribution cables are installed in a cable tray or wire 
way, backbone cables shall be installed first and bundled separately from the 
horizontal distribution cables. 

F. All backbone cables shall be securely fastened to the sidewall of the IDF on each 
floor. 

G. Backbone cables spanning more than three floors shall be securely attached at the 
top of the cable run with a wire mesh grip and on alternating floors or as required by 
local codes. 

H. Vertical runs of cable shall be supported to messenger strand, cable ladder, or other 
method to provide proper support for the weight of the cable.  

I. Large bundles of cables and/or heavy cables shall be attached using metal clamps 
and/or metal banding to support the cables.  

 COPPER TERMINATION HARDWARE  

A. Cables shall be dressed and terminated in accordance with the recommendations 
made in the most current ANSI/TIA -568 standard, manufacturer's recommendations 
and best industry practice. 

B. Pair untwist at the termination shall be kept to a minimum but not exceed 12 mm 
(one-half inch). 

C. Bend radius of the cable in the termination area shall not exceed 4 times the outside 
diameter of the cable. 

D. Cables shall be neatly bundled and dressed to their respective panels or blocks. 
Each panel or block shall be fed by an individual bundle separated and dressed back 
to the point of cable entrance into the rack or frame. 

E. The cable jacket shall be maintained to within 25 mm (one inch) of the termination 
point.  

F. Each cable shall be clearly labeled on the cable jacket behind the patch panel at a 
location that can be viewed without removing the bundle support ties. Cables labeled 
within the bundle, where the label is obscured from view shall not be acceptable. 

 RACKS / CABINETS 
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A. Racks shall be securely attached to the floor using minimum 3/8” hardware and/or as 
required by local codes. 

B. Racks shall be placed with a minimum of 36inch clearance from the walls on all sides 
of the rack. When mounted in a row, maintain a minimum of 36 inches from the wall 
behind and in front of the row of racks and from the wall at each end of the row. 

C. All racks shall be grounded to the communications ground bus bar in accordance 
with Section 3.15 of this document. 

D. Rack mount screws not used for installing patch panels and other hardware shall be 
bagged and left with the rack upon completion of the installation. 

E. Wall mounted termination block fields shall be mounted on 4’ x 8’ x .75” void free 
plywood. The plywood shall be mounted vertically 12” above the finished floor. The 
plywood shall be painted with two coats of white fire retardant paint. 

F. Wall mounted termination block fields shall be installed with the lowest edge of the 
mounting frame 18” from the finished floor. 

 FIRESTOP SYSTEM 

A. All fire stop systems shall be installed in accordance with the manufacturer’s 
recommendations and shall be completely installed and available for inspection by 
the local inspection authorities prior to cable system acceptance.  

B. A fire stop system is comprised of the item or items penetrating the fire rated 
structure, the opening in the structure and the materials and assembly of the 
materials used to seal the penetrated structure. Fire stop systems comprise an 
effective block for fire, smoke, heat, vapor and pressurized water stream. 

C. All penetrations through fire-rated building structures (walls and floors) shall be 
sealed with an appropriate fire stop system. This requirement applies to through 
penetrations (complete penetration) and membrane penetrations (through one side 
of a hollow fire rated structure). Any penetrating item i.e., riser slots and sleeves, 
cables, conduit, cable tray, and raceways, etc. shall be properly fire stopped.  

D. Fire stop systems shall be UL Classified to ASTM E814 (UL 1479) and shall be 
approved by a qualified Professional Engineer (PE), licensed (actual or reciprocal) in 
the state where the work is to be performed. A drawing showing the proposed fire 
stop system, stamped/embossed by the PE shall be provided to the Owner’s 
Technical Representative prior to installing the fire stop system(s). 

 BONDING SYSTEM  

A. The TBB shall be designed and/or approved by a qualified PE, licensed in the state 
that the work is to be performed. The TBB shall adhere to the recommendations of 
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the ANSI/TIA -607-C standard, and shall be installed in accordance with best 
industry practice. 

B. Installation and termination of the main bonding conductor to the building service 
entrance ground shall be performed by a licensed electrical contractor.  

C. The facility shall be equipped with a Telecommunications Bonding Backbone (TBB). 
This backbone shall be used to ground all communications cable shields, equipment, 
racks, cabinets, raceways, and other associated hardware that has the potential to 
act as a current carrying conductor. The TBB shall be installed independent of the 
building’s electrical and building ground and shall be designed in accordance with 
the recommendations contained in the ANSI/TIA -607-C Communications Bonding 
and Grounding Standard. 

D. The main entrance facility/equipment room in each building shall be equipped with 
aPrimary Bonding Busbar (PBB). Each communications room shall be provided with 
aSecondary Bonding Busbar (SBB). The PBBshall be connected to the building 
electrical entrance grounding facility. The intent of this system is to provide a 
grounding system that is equal in potential to the building electrical ground system. 
Therefore, ground loop current potential is minimized between communications 
equipment and the electrical system to which it is attached.   

E. All racks, metallic backboards, cable sheaths, metallic strength members, splice 
cases, cable trays, etc. entering or residing in the MDF/IDF shall be bondedto the 
respective SBB or PBB using a minimum #6 AWG stranded copper bonding 
conductor and compression connectors. 

F. All wires used for communications grounding purposes shall be identified with a 
green insulation. Non-insulated wires shall be identified at each termination point 
with a wrap of green tape. All cables and bus bars shall be identified and labeled in 
accordance with the System Documentation Section of this specification. 

  IDENTIFICATION AND LABELING 

A. The contractor shall develop and submit for approval a labeling system for the cable 
installation if the required labeling scheme is not detailed in the design drawings or 
appendices, the Owner will negotiate an appropriate labeling scheme with the 
successful contractor. At a minimum, the labeling system shall clearly identify all 
components of the system: racks, cables, panels and outlets. The labeling system 
shall designate the cables origin and destination and a unique identifier for the cable 
within the system. Racks and patch panels shall be labeled to identify the location 
within the cable system infrastructure. All labeling information shall be recorded on 
the as-built drawings and all test documents shall reflect the appropriate labeling 
scheme. Labeling shall follow the guidelines of ANSI/TIA-606-B.  

B. All label printing will be machine generated by an approved label equipment 
manufacturer. 
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C. Self-laminating labels will be used on cable jackets, appropriately sized to the OD of 
the cable, and placed within view at the termination point on each end. Outlet, patch 
panel and wiring block labels shall be installed on, or in, the space provided on the 
device. 

D. Labeling schema shall follow: 

1. MDF name should include floor number, for example MDF01 (MDFfloor) 

2. IDF name should include floor number and unit number, for example            
IDF01-01 (IDFfloor - unit) 

3. MDF/IDF  To  End Station (aka Horizontal Cabling) 

a. MDF/IDF Jack Labels (A-Side) A001-999 / (B Side) B001-999 

b. Station Jack Labels (1st Jack) IDF01-01-A001 - 999 / (2nd Jack)         
IDF01-01-B001 - 999 

4. MDF To IDF(s) (aka Vertical Cabling) 

a. MDF Jack Labels IDF01-01-001 

b. IDF Jack Labels  MDF01-001 

 TESTING AND ACCEPTANCE 

A. General Procedures 

1. All testing shall be performed to the satisfaction of ORTRONICS and Superior 
Essex so the required nCompass Limited Lifetime Warranty can be extended to 
American Water. 

2. All testing shall be performed in accordance with Ortronics recommended testing 
guidelines and procedures. 

3. Cable testing shall be performed on 100% of all installed cable infrastructure. 

4. Test results of (pass*) are not acceptable. 

5. The results of all test and analyses shall be kept on file and provided to Owner at 
completion of the project. 

B. All cables and termination hardware shall be 100% tested for defects in installation 
and to verify cabling system performance under installed conditions according to the 
requirements of the most current revision of ANSI/TIA -568 series standard. All pairs 
of each installed cable shall be verified prior to system acceptance. Any defect in the 
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cabling system installation including but not limited to cable, connectors, feed 
through couplers, patch panels, and connector blocks shall be repaired or replaced 
in order to ensure 100% useable conductors in all cables installed. 

C. All cables shall be tested in accordance with this document, the ANSI/TIA standards, 
the Ortronics Certified Technician Installation Field Guide and best industry practice. 
If any of these are in conflict, the Contractor shall bring any discrepancies to the 
attention of the project team for clarification and resolution. 

 APPROVED TESTING EQUIPMENT 

A. UTP Testing Equipment 

a. Fluke DSX5000, DSX8000 or DTX1800 certified tester approved by Ortronics 
for Category 6 Link and Channel Testing using the tester’s manufacturer 
approved patch cords and connectors only. 

B. Fiber Optic Testing Equipment 

b. Fluke Versiv Certifiber Pro or DSX5000 certified tester approved by Ortronics 
for Fiber Optic Cable Testing. 

C. Copper Channel Testing 

1. All twisted-pair copper cable links shall be tested for continuity, pair reversals, 
shorts, opens and performance as indicated below. Additional testing is required 
to verify Category performance. Horizontal cabling shall be tested using a Level 
III test unit for Category 6 performance compliance as specified in the most 
current revision of ANSI/TIA -568 standards. 

2. Continuity - Each pair of each installed cable shall be tested using a test unit that 
shows opens, shorts, polarity and pair-reversals, crossed pairs and split pairs. 
Shielded/screened cables shall be tested with a device that verifies shield 
continuity in addition to the above stated tests. The test shall be recorded as 
pass/fail as indicated by the test unit in accordance with the manufacturers’ 
recommended procedures, and referenced to the appropriate cable identification 
number and circuit or pair number. Any faults in the wiring shall be corrected and 
the cable re-tested prior to final acceptance. 

3. Length - Each installed cable link shall be tested for installed length using a TDR 
type device. The cables shall be tested from patch panel to patch panel, block to 
block, patch panel to outlet or block to outlet as appropriate. The cable length 
shall conform to the maximum distances set forth in the most current ANSI/TIA -
568 Standard. Cable lengths shall be recorded, referencing the cable 
identification number and circuit or pair number. For multi-pair cables, the 
shortest pair length shall be recorded as the length for the cable.  
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4. Category 6 and Category 6A Performance Test 

a. Follow the Standards requirements established in ANSI/TIA/EIA-568.1-E 

b. A Level IV test unit is required to verify category 6 performances. 

c. The basic tests required are: 

i. Wire Map 

ii. Length 

iii. Attenuation 

iv. NEXT (Near end crosstalk) 

v. Return Loss 

vi. ELFEXT Loss 

vii. Propagation Delay 

viii. Delay skew 

ix. PSNEXT (Power sum near-end crosstalk loss) 

x. PSELFEXT (Power sum equal level far-end crosstalk loss) 

d. Attenuation 

i. All cable pairs to be tested for signal attenuation must pass the 
tests 

ii. Attenuation shall be measured in dB/100 m 

iii. Record the Worst Pair Attenuation of a cable 

iv. Near End Cross Talk (NEXT), Equal Level Far End Cross Talk 
(ELFEXT), Power Sum NEXT and Power Sum ELFEXT 

v. All cable pairs to be tested for NEXT and ELFEXT must pass the 
tests 

vi. NEXT, ELFEXT, power sum NEXT and power sum ELFEXT shall 
be measured in dB 

vii. Record the readings for each measurement between 
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• Pair 1 and Pair 2 

• Pair 1 and Pair 3 

• Pair 1 and Pair 4 

• Pair 2 and Pair 3 

• Pair 2 and Pair 4 

• Pair 3 and Pair 4 

viii. Record the Worst pair of every measurement for each cable 

e. Return Loss 

a) All cable pairs to be tested for Return Loss must pass the tests 

b) Values shall be measured in dB 

c) Record the Return Loss of a cable 

d) The Worst Pair ACR and Return Loss shall not exceed the values 
specified by the cable manufacturer and TIA/EIA-568-C Standard 

f. Propagation Delay and Delay Skew 

a) All cable pairs to be tested for Delay must pass the tests 

b) Delay shall be measured in ns/100 m. 

c) The Propagation Delay and Delay Skew shall not exceed the values 
specified by the cable manufacturer 

D. Fiber Testing 

1. All fiber testing shall be performed on all fibers in the completed end to end 
system. There shall be no splices unless clearly defined in an RFP. Testing 
shall consist of an end to end power meter test performed per EIA/TIA-455-
53A. The system loss measurements shall be provided at 850 and/or 1300 
nanometers for multimode fibers and 1310 and/or 1550 nanometers for single 
mode fibers. These tests also include continuity checking of each fiber. 

2. Backbone multimode fiber cabling shall be tested at both 850 nm and 1300 
nm (or 1310 and 1550 nm for single mode) in both directions.  



American Water 2022 
 

 
 

Infrastructure Wiring Bid Specification 40 of 50 
American Water Date Adopted:  

1/1/2024 
  

 

3. Test set-up and performance shall be conducted in accordance with ANSI 
/TIA-526-14 Standard, Method B. A one jumper test method is preferred. 

4. Where links are combined to complete a circuit between devices, the 
Contractor shall test each link from end to end to ensure the performance of 
the system. Only link test is required. The contractor can optionally install 
patch cords to complete the circuit and then test the entire channel. The test 
method shall be the same used for the test described above. The values for 
calculating loss shall be those defined in the ANSI/TIA Standard. 

 POST-INSTALLATION TESTING 

A. The Communication Contractor shall be responsible for testing and troubleshooting 
every fiber optic strand of every installed and terminated fiber optic cable. 

B. Testing Procedures 

1. Perform and end-to-end, bi-directional power loss tests at 850 nm and 1300 
wavelengths for MulitiMode Fiber with an optical loss test set. 

2. The cable runs should meet the optical transmission performance for both 
cables and connectors, specified by the cable manufacturer for cables and 
connectors respectively. 

3. For those fiber strands of a cable run that exceed the specified maximum 
power loss, re-test by using an OTDR. By reading the OTDR trace, determine 
whether it is the fiber strand or the connector that exceeds the power loss 
margin. 

4. If the fiber strands exceed the specified loss budget, then re-pull the fiber optic 
cable containing the fiber strand at fault and repeat the testing procedures 
above. 

5. Record and document all power loss readings in relative decibels (dB). Indicate 
as part of the testing documentation those runs that exceeded the power loss 
margins and the action taken. 

  SYSTEM DOCUMENTATION 

A. Upon completion of the installation, the communications contractor shall provide 
three (3) full documentation sets to the Engineer for approval. Documentation shall 
include the items detailed in the sub-sections below. 

B. Documentation shall be submitted within ten (10) working days of the completion of 
each testing phase (e.g. subsystem, cable type, area, floor). This is inclusive of all 
test result and draft as-built drawings. Draft drawings may include annotations done 
by hand. Machine generated (final) copies of all drawings shall be submitted within 
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30 working days of the completion of each testing phase. Communications contractor 
shall provide copies of the original test results. 

C. The Engineer may request that a 10% random field re-test be conducted on the 
cable system, at no additional cost, to verify documented findings. Tests shall be a 
repeat of those defined above. If findings contradict the documentation submitted by 
the communications contractor, additional testing can be requested to the extent 
determined necessary by the Engineer, including a 100% re-test. This re-test shall 
be at no additional cost to the Owner. 

  TEST RESULTS 

A.   Test documentation shall be provided on disk within three weeks after the completion 
of the project. The disk shall be clearly marked on the outside front cover with the 
words “Project Test Documentation”, the project name, and the date of completion 
(month and year). The results shall include a record of test frequencies, cable type, 
conductor pair and cable (or outlet) I.D., measurement direction, reference setup, 
and crew member name(s). The test equipment name, manufacturer, model number, 
serial number, software version and last calibration date will also be provided at the 
end of the document. Unless the manufacturer specifies a more frequent calibration 
cycle, an annual calibration cycle is anticipated on all test equipment used for this 
installation. The test document shall detail the test method used and the specific 
settings of the equipment during the test as well as the software version being used 
in the field test equipment. 

B. The field test equipment shall meet the requirements of the most current ANSI/TIA -
568 series including applicable TSB’s and amendments. The appropriate Level IV 
tester shall be used to verify Category 6 or Category 6A cabling systems. 

C. Printouts generated for each cable by the wire (or fiber) test instrument shall be 
submitted as part of the documentation package. The communications contractor 
must furnish this information in electronic form on a CD-ROM. 

D. When repairs and re-tests are performed, the problem found and corrective action 
taken shall be noted, and both the failed and passed test data shall be documented.  

  AS-BUILT DRAWINGS 

A. The drawings are to include outlet locations. Outlet locations shall be identified by 
their sequential number as defined elsewhere in this document. Numbering, icons, 
and drawing conventions used shall be consistent throughout all documentation 
provided. The Owner will provide floor plans in paper and electronic (DWG, 
AutoCAD) formats on which as-built construction information can be added. These 
documents will be modified accordingly by the communications contractor to denote 
as-built information as defined above and returned to the American Water. 
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B. The Contractors shall annotate the base drawings and return a hard copy (same plot 
size as originals) and electronic (AutoCAD)

PART 4 WARRANTY AND SERVICES 

 WARRANTY 

A. The nCompass Warranty provides the warranty directly to American Water. 

B. A Limited Lifetime Premium Warranty shall be provided to include the backbone and 
the entire channel provided that Ortronics patch cords are utilized. The warranty shall 
cover the system to perform to the specifications listed in the nCompass data sheets 
in effect at the start of the installation. The Limited Lifetime Warranty will be in effect 
for the expected usable life of the building which shall not exceed forty (40) years. 
The contractor shall provide a 1-year warranty on the physical installation. 

 CONTINUING MAINTENANCE 

A. Moves-Adds-Changes (MACs) shall be performed by an Ortronics CIP-ELITE 
Contractor and shall be added to the nCompass warranty when registered with 
Ortronics. 

 FINAL ACCEPTANCE & SYSTEM CERTIFICATION 

Completion of the installation, in-progress and final inspections, receipt of the test and 
as-built documentation, and successful performance of the cabling system for a two-
week period will constitute acceptance of the system. Upon successful completion of the 
installation and subsequent inspection, the end user shall be provided with a numbered 
certificate, from Ortronics, registering the installation. 
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APPENDIX A – National Contractor Network Protocols 

Legrand National Contractor Network Protocols for Providing Replicated Support and Value: 

The Legrand National Contractor Network is designed to offer end-users seamless installation 
coverage on a national basis. End-users with multiple locations have traditionally had the burden 
of managing each and every location as unique, one-time projects.  

The Legrand National Contractor Network offers the customer value by reducing project 
management responsibilities, improving on-time completion of installations, simultaneously 
providing multiple installations to multiple regions, and providing the value that comes from having 
all locations standardized and protected by the nCompass warranty. In order for the American 
Waters specified contractors to be able to meet these goals, certain protocols must be followed 
and supported. These protocols have been created with one thing in mind: the members of the 
network understand that these protocols are in place to provide better support for the end-users’ 
needs, and by working as team, are able to follow the customer’s standards and specifications 
and operate as one entity, in a coordinated fashion. 

Every member of the CIP-ELITE network must commit to the following list of protocols: 

 Precisely replicate the customer’s standard design, product choices and communication 
protocols 

 Work closely with the distributor of choice in order to minimize lead time issues and to 
work seamlessly with the customer’s logistics partner 

 Handle all channel disputes internally and never put the end-user in the middle of 
channel conflict 

 Constantly search for improved process opportunities Fully understand the value of the 
ELITE program in order to serve as an extension of the Ortronics sales team. 



American Water 2022 
 

 
 

Infrastructure Wiring Bid Specification 44 of 50 
American Water Date Adopted:  

1/1/2024 
  

 

APPENDIX B – RACK ELEVATION DRAWINGS 
Sample Rack Elevation – 1 rack space 
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Sample Rack Elevation – 2 rack space 
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Sample Rack Elevation – 3 rack space 
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Sample Rack Elevation – Wall Mount Cabinet 
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APPENDIX C – COLOR CODING 

Copper Patch Cords 

Red  SCADA 

Yellow  Workstation / IP Phone / Printer 

Blue  Servers 

Grey  Special 

White  Network Infrastructure 

Black  Security 

Orange Audio/Video 

 

Fiber Patch Boot 

Red  SCADA 

White  IT 

Black  Security 
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